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Overview
In the Ease of Doing Digital Business (EoDDB) in India Study, we have undertaken a
discussion paper series focusing on factors that impact digital businesses and their ease of
doing business (EoDB) in India. India is at the cusp of a digital transformation and is seeking
to see exponential growth in the digital economy, specifically US$800bn, by the year 2030.1
This paper sets up a framework for regulatory assessment basis the elements of regulatory
guillotine framework which is used for reviewing regulations for assessing unnecessary
compliances.
Further, the paper with the help of box stories and examples from the contemporary
regulatory landscape, renews the discussion on unnecessary compliances, costs associated,
and their impact on digital businesses. It concludes with recommendations for simplifying,
amending and repealing unnecessary compliances and installing good regulatory practices
such as ‘One in One out’ of the Great Britain to reduce compliance cost and institutionalising
Regulatory Impact Assessment in the law-making process.

Introduction
Digital Businesses are leading technology-led innovations in recent times, and they require
a regulatory environment that is easy to navigate. Laws of the country must not be a means of
adding unnecessary compliances. This enables markets to have more innovation and
competition while facilitating EoDDB in India. In a traditional setting, multiple compliance
requirements come with large volumes of paperwork and a hostile environment for small
businesses, which are the main causes behind the unease of doing business.2
To reduce the compliance burden, the centre has adopted a strategy of elimination,
simplification and decriminalisation, which will have a multiplier effect on the ease of doing
business.3
Along with the pandemic, the adoption of digital technology has been tremendous. The
world we knew and experienced changed entirely. The pandemic became a business
accelerator and all the services and businesses somewhere digitised and those already digital
grew exponentially.4 There has been a shift in consumer sentiment in a positive direction
towards online channels and the industry and businesses have responded in turn.5

1

In a recent report by Red Seer, it was stated that India’s consumer-based digital economy
will become a US$800bn market by the year 2030.6 This aligns with the country's vision to
create a trillion-dollar economic value from the digital economy in 2025, half of which will be
from new digital ecosystems.7
The Ministry of Electronics and Information Technology (MeitY) report stated the
importance of capturing this value of the economy through decisive, significant, and speedy
action by the Government of India (GoI). The GoI will need to work with the business sector to
implement the enabling factors of policies and platforms in partnership with the business
sector.8
The MeitY report states that the government is committed to drastically improving the
ease of operations and reducing operating costs for digital businesses. This is being done to
make India one of the 50 easiest countries for doing business.9
In the 2018 MeitY report, it was asserted that India should be one of the easiest countries
to start a business for global digital businesses and start-ups. It also stated that compliance
requirements should become purely digital and may require minimal time.10 One of the issues
left untouched then and until now was the nature and number of compliances and the
increased cost of compliances for digital businesses.
India is one of the most cyber-branded countries owing to its human potential, capabilities,
and contributions. With increasing risks and threats, India needs to have greater and stronger
digital governance, code of ethics, regulations, and laws.11
Through this paper, we want to illustrate the meaning of unnecessary compliances in the
context of today's digital world and businesses. Also, to outline the potential impact of such
compliances on businesses in the form of their operations and cost to businesses. In doing so,
it cannot be said that these alone are the compliance requirements for digital businesses, as
most compliances for traditional businesses already apply to digital businesses. In order to
further understand the impact, we will take up regulations aimed at digital businesses, both
proposed and existing and highlight compliances that are a hindrance and can be reduced for
promoting EoDDB in India. Towards the end of this paper, we will lay out some
recommendations for reducing unnecessary compliances.

Unnecessary Compliances and what they mean for digital businesses
Reduction

of

compliance

burden

is

the

best

way

to

strengthen

&

boost the confidence of business owners
– Piyush Goyal

The GoI has taken a mission to enhance the Ease of Doing Business (EoDB) in India. Under
these reforms, one activity is to reduce business compliance as numerous regulatory
compliances only confuse new prospects and build hesitations in investors.12
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This warrants an understanding of regulatory compliances and when they become
burdensome. Regulatory compliance can be defined as an organisation's adherence to laws,
regulations, guidelines, and specifications for its business processes. Usually, violations can
result in legal punishments.13
The

compliances

under

laws

and

regulations cover each industry and with the
constantly evolving regulatory environment,
the target of compliance is constantly moving
for businesses. This means that compliance
requirements keep increasing, changing and
multiplying. These changes in compliance

In the 12 months up to December 31,
2021,

there

have

been

3,577

regulatory changes for businesses.
This translates to an average of 10
regulatory

changes

every

single

14

day.

requirements constantly occur and add to business uncertainty.15 This need for constant
adaptability of businesses becomes challenging, as compliances help businesses protect their
reputation and resources.
Not

all

compliances

are

unnecessary, but all compliances
impose a burden on a business's
resources. To ease this burden,
only

necessary

compliances

should exist.

However, businesses often complain about the
regulations and costs of these compliances.16 The
usual solution that comes from such complaints is
deregulation; however, the evolution of society and
the internet and social risks of de-regulation cannot
be ignored. To protect consumers and the market
from the risks of digital evolution, the best way
taken is to protect both economic growth and
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public welfare.

The Challenge of Compliance
The influence of compliances is on all businesses; however, it can be an increasingly
complex issue for small businesses. Small businesses, along with big digital businesses, are not
exempt from data privacy regulations, cross-border flows, and payment regulations. However,
these businesses are subject to disproportionate costs for compliances compared to larger
corporations.18
As per a 2020 report19 the biggest challenges an organisation's compliance teams face are
regulatory change, budget and resource allocations and data protection. With increasing
changes in regulations, compliances increase and so does the cost of compliance. Slowly,
governments across the globe and GoI have understood the impact of increased compliances
and their cost on businesses.
Though compliances can be burdensome, not all are unnecessary. As mentioned above,
the Central Government had launched an initiative to reduce the compliance burden through
the three-step process of simplification, elimination and decriminalisation. This study has
already released a paper on decriminalising digital business provisions out of the three steps.
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In this paper, we cover unnecessary compliances or lack any legitimate reason and are
burdensome on resources of any digital business.
The Centre government 2021 took various measures to reduce compliance burdens and
facilitate EoDB and Ease of Living (EoL) in India.20 It remains to be seen if the same can be said
for digital businesses. The past regulatory interventions by the government have increased the
compliance of some digital businesses. For instance, the new law on data protection which has
been in the works for quite some time now, will bring in new compliances for digital
businesses. These might include identifying data into categories and the appointment of new
officers as the new law might shape up.21 Once introduced the law would require start-ups to
rethink their data handling practices, factor-in significant compliance costs.22

Components of Regulatory Compliance
There are various compliance burdens that digital businesses face in the country's
regulatory landscape. Regulations are enforced via reporting or documentation processes that
businesses need to undertake. The more complex the compliance requirements are, the more
time, effort, and financial cost businesses incur. The financial cost associated with compliance
can be straightforward to quantify, but regulators may not adequately appreciate that time is
money.23
The study has a set scope. For this paper, the compliance burdens for digital businesses
can be assessed on the cost of compliance. Each compliance, be it filing, recruiting, auditing
or another, will have a cost component. This cost component, as defined below, can be broken
into components of salaries of people recruited, compliance time, the cost for logistics and
planning, and cost of administrative nature, including cost and time filing paperwork.24
Compliance costs refer to all of the expenses a company must incur in making sure they
adhere to industry regulations. The compliance costs include the payroll for the compliance
department, regulatory reporting costs, and any systems required for the process. Compliance
costs for a company increase as the company expands globally and the regulation standards in
an industry increase. 25
The more complex the regulations and compliance

It is noteworthy that digital

requirements, the greater is the disadvantage of small

businesses

business entities which do not have dedicated

compliances with traditional

regulatory affairs teams or financial muscle to deal

businesses and their digital

with them.26 In India, an average business is expected

roles.

to meet 25,537 central compliances, and if a company
operates in all states, it has to follow 69,233 compliances.27
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Potential Unnecessary Compliance Burdens
Recently, Goa has recognised the need to ensure EoDB for start-ups and Information
Technology (IT) related businesses to promote the state as an IT destination. This effort will
involve simplifying and rationalising compliances.28
We have tried to use elements of regulatory guillotine framework29 and expanding upon
the core principles of legality, necessity and business-friendliness30 In order to expand upon
these three principles, we have created a list of indicative questions, where even a minimum
of one question will indicate that it is unnecessary/burdensome compliance.31 This effort will
indicate the importance of reducing the compliance burden for digital businesses and general
business practices overall. The basis and explanation of each question are given in the box
below:

Factors that lead to Potential Unnecessary Compliance Burdens32
a. problems with regulations themselves;
Regulations are responsible for unnecessarily increasing compliance burdens in the several
ways, some of which are illustrated below:
•

Regulatory Uncertainty leads to increasing compliance costs: a lack of clarity provides
uncertainty about what is expected of those being regulated and those regulating while
increasing the potential for regulators to use their discretion. Regulatory uncertainty
acts as a disincentive to invest, as well as potentially increasing compliance costs.

•

Excessively prescriptive regulation: prescriptive regulation is typically more complex
and onerous than objective- or performance-based regulation, is less flexible, can stifle
innovation, and may not allow businesses to deliver the policy outcome at least cost.

•

Redundant regulation: regulation may remain in force despite being overtaken by
changed circumstances. While providing no benefits, such regulation will still involve
compliance costs and could overlap with more recent legislation, causing regulatory
confusion.

•

Regulatory creep: regulations that influence more areas and activities than were
originally intended or warranted. This can stem from the use of subordinate legislation,
and regulatory guidelines.

b. poor enforcement and administration; and
•

Excessive reporting or recording requirements: requirements beyond the minimum
required to enforce a regulation unnecessarily increase compliance costs.

•

Regulatory bias or capture: regulators may be ‘captured’ by particular interests that
they deal with on a regular basis, and therefore make decisions favourable to those
interests. Such interests could include particular businesses being regulated.

c. unnecessary duplication and inconsistency
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Regulatory duplication and inconsistency between jurisdictions are not inherently bad. It
may stem from different circumstances between jurisdictions and can lead to better overall
outcomes from a competitive federalism perspective. However, duplication and inconsistency
can impose some costs:
•

Duplication of regulation: the need to provide information to multiple regulators and
go through multiple processes can add unnecessarily to compliance costs. For instance,
examples might include multiple regulations containing conflicting grievance redressal
procedures.

•

Inconsistency of regulation: regulatory inconsistencies can occur within or across
jurisdictions, and increase regulatory burdens. Inconsistency is likely to present
particular problems for businesses operating in multiple jurisdictions.

We will thus test potential unnecessary compliances on the list of questions created from
the framework mentioned above. If a minimum of one question is answered yes, then deeming
the compliance as unnecessary and burdensome. Thus, any unnecessary or burdensome
compliance should be amended, simplified, or removed. This will constitute action needed
post analysing the compliance through these questions.

Is the compliance a part of
1

Regulatory uncertainty

2

Excessively prescriptive regulation

3

Redundant regulation

burdensome. And

4

Regulatory creep

simplified,

5

Excessive reporting or recording Because
requirements

6

Regulatory bias or capture

7

Duplication of Regulation

8

Inconsistency of regulation

Because of problems in If yes, then the
regulations themselves

compliance
unnecessary
needs

of

enforcement

poor
and

amended

to

is
and
be
or

repealed.

administration
Leading to unnecessary
duplication

and

inconsistency

In putting the compliances and regulations against these questions, we recommend that
the compliances and regulations in their current form are inadequate and need to go through
either simplification, amendment or repealment. This paper tries to bring to light various
6

unnecessary compliance requirements and open the discussion about their merits and
demerits.
We recognise that all these questions might not be useful for the regulations undertaken
analysis in this paper. Still, we include them hoping that this will turn into a framework for
regulatory guillotine for other researchers.

Compliance Burdens for Digital Businesses in India
Over the years, multiple laws and regulations
have been framed for digital businesses and they
also

prescribe

compliances

for

businesses.

Piyush Goyal, the Minister for
Commerce and Industry noted that

However, some compliances are disproportionate

more than 25,000 compliance

and dissimilar to those of traditional businesses.

requirements have been reduced

An official statement from the Commerce and

in the previous exercise of the

Industry ministry stated that technology must aid

Centre to promote ease of living

the initiatives to promote the EoL and EoDB and

and ease of doing business.

the system of compliances should not be further
complicated.
All businesses, especially in nascent stages, outsource their compliances with regulations
to consulting, chartered accountant firms or law firms.33 Several businesses take the help of
consulting firms to create a compliance repository catered to their specific business needs,
which is an added cost to the businesses.34
These services are called compliance consulting services used by businesses when their
specific industry is governed by various complex laws and myriad regulatory agencies. Since
navigating so many different laws can be challenging for businesses, compliance consulting
services help businesses to make sure that they comply with all these laws.35
Below are some rules and regulations that contain cumbersome compliances focused on
digital businesses alone.

Information Technology Act, 2000 and Rules thereunder
The Indian Information Technology Act 2000 (IT Act) provides a legal framework for
electronic governance by recognising electronic records and digital signatures, defining
cybercrimes, and prescribing penalties.36
The IT Act is not an all-encompassing legal framework in ‘Industry 4.0’ age. Though it has
gone through one major amendment in 2008, it has not kept pace with the burgeoning growth
in the technological sector.37 Under the IT act, digital businesses are required to follow certain
burdensome compliances as follows:
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Section 43A and the SPDI Rules Thereunder
Under Section 43A, Information Technology (Reasonable Security Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011 (SPDI Rules) have been prescribed.38
These rules will be replaced after enacting the draft Data Protection Bill, 2021 (DP Bill, 2021).39
There are multiple gaps in the rules such as lack of process prescribed in event of data breach
and no provisions for collecting and processing of children’s data.40 These issues however are
outside the purview of this paper and thus would not be covered.
Section 69 and the 2009 Rules Thereunder
Under Section 69 of the IT act, Intermediaries must provide technical assistance and
facilities to secure access, intercept, monitor or decrypt, and provide information stored in
computer resources to the central and state government and their agencies. The procedure
for the interception, monitoring and decryption is provided in the Information Technology
(Procedure and Safeguards for Interception, Monitoring and Decryption of Information) Rules,
Additionally, Rule 9 allows
non-targeted

decryption

requests

that

potentially

be

toward

can
directed

minorities

and

other vulnerable groups,
making

for

worrisome

status due to the country's
lack of a surveillance and
data protection framework.

2009 (2009 rules),41 which are to be read with Section 69
(2) of the IT act.
Rule 9 of the 2009 rules states that an order for
decryption can relate to any information sent to or from
a “person or class of persons'' or relate to “any subject
matter.” A decryption request can be issued by one of the
ten agencies authorised to intercept communications.42
This order was also called the snoop order, which
allowed the government to look into the communications
of all citizens. The nature of surveillance of this rule and
the order authorising ten government agencies to fall
into regulatory bias and capture as, if enforced or

administered poorly, it causes significant concerns around the right to privacy while increasing
the uncertain and apprehensive cost of compliances for digital businesses.43 This compliance
can lead to its potential misuse when assessed on the indicative questions. And its regulatory
uncertainty makes it possible for unnecessary compliance.
Section 69A and the Blocking Rules Thereunder
Under Section 69 A, the GoI had framed the Information Technology (Procedure and
Safeguards for Blocking for Access of Information by Public) Rules, 2009 (Blocking Rules)44 to
lay down the rules regarding blocking of information to the public under the IT act as some of
the confidential information cannot be disclosed.45 Under this section, intermediaries can be
directed to block public access to any website, internet content, etc., through direction under
written orders.
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Intermediaries can be directed to block public access to any information or part thereof
that is generated, transmitted, received, stored or hosted in any computer resource specified
in sub-section (1) of Section 69A of the IT Act. Designated officers can issue such directions 46
under rule 8(6) post a request for blocking has been received under rule 6 by the nodal
officer.47 However, this examination of requests is often used in a manner that it was not
intended to. This was seen in the case of a website called Dowry Calculator which was a
satirical website made for bringing awareness around the issue of dowry and dowry-related
deaths:
Blocking of Dowry Calculator under Blocking Rules
Dowry Calculator was a satirical website that allowed people to calculate how much dowry
a man would receive based on his age, caste, profession, salary, alma mater, height, skin colour
etc.48 This when asked to generate results, gave out data on dowry deaths and wrongs
associated with dowry while poking fun at patriarchy. In November 2019, the creator of the
satirical Dowry Calculator website, Tanul Thakur, filed a writ petition before the Delhi High
Court challenging the arbitrary blocking of his website.
In this case, there were multiple reasons for concern around regulatory bias and capture
due to poor enforcement and administration:
(i) the reasons for blocking the website were not known because the web page merely
shows a standard notice stating that, “the URL has been blocked pursuant to the direction of
the Department of Telecom. Please contact the administrator for more information”.
(ii) MeitY allegedly did not notify the Petitioner before blocking his website because they
could not find his contact details, even though the screenshot of the website attached by
MeitY displays his name and Twitter handle.49
The poor enforcement and administration bringing in regulatory bias and capture was
also brought to the forefront with a ban on Twitter accounts of farm activists and caravan (a
media agency). The accounts were banned by Twitter on a legal demand by MeitY the
information of which had to be kept confidential under Rule 16 of the Blocking rules. 50
Regulatory Bias and capture resulting from poor enforcement and administration results in
discriminatory treatment of one entity against others without proper reason or with arbitrary
action.
Section 70B and the CERT-In Rules Thereunder
Under Section 70B of the IT Act, the GoI had prescribed the Information Technology (The
Indian Computer Emergency Response Team and Manner of Performing Functions and Duties)
Rules, 2013 (CERT Rules). On April 28, 2022, the Indian Computer Emergency Response Team
(CERT-In) issued new directions (2022 Directions).51
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CERT Rules only required reporting within a reasonable time frame for cyber-security
incidents, the 2022 Directions make this requirement more stringent. Cyber security incidents
are now required to be reported within six hours of noticing or being brought to notice of
such incidents to the CERT-In.52 This time frame is insufficient as it would require organisations
to reassess their practices and procedures in relation to breach reporting and ensure that
appropriate organisational capabilities are deployed to identify and report cyber security
incidents in this time frame.53 This places a burden on businesses for excessive reporting and
recording requirements.
The 2022 Directions require all entities to synchronise information technology and
communications (ICT) system clocks to the Network Time Protocol (NTP) of the National
Informatics Centre (NIC) or National Physical Laboratory (NPL) or with other NTP servers
traceable to those maintained by NIC or NPL. While global entities are permitted to use a
different time source that is in sync with the NTP, they need to ensure that their time source
shall not deviate from NPL and NIC.54 But this requirement has received strong pushback from
cybersecurity experts for lacking clarity and being impractical.55
The requirements for synchronised system clocks are also used in the financial sector,
trading, and contemporary countries to match the log files with data from all systems.56
Though time synchronisation is important, various industry experts have highlighted the issues
relating to this direction.
There are issues relating to latency where a data
centre running with more than the usual number of
systems in one place is more likely to bank upon a
time server near them and in their control instead of
the one provided for by any other party which NIC or

The process of synchronisation
is complex for multinational
organisations that coordinate
time across many geographies.

NTP approve.57 To comply with these directions, as
non-compliance comes with hefty fines and jail time, businesses small and large will have to
dedicate resources for such compliance.
The 2022 Directions require using NIC ‘s NTP servers. The businesses are still unaware and
would be required to find the server configuration, the amount of latency, NIC’s NTP servers
list, among other security concerns privacy. This would be an excessive reporting and
recording requirement, to compensate for the latency issue along with the directions being
one of the excessively prescriptive regulations. The rules were prepared to coordinate action
during cyber security emergencies, provide incident response services to users, publish alerts
concerning vulnerabilities and threats, and offer information to help improve cyber security.58
The issued directions do not do any of these things but instead take part in the business
strategies of stakeholders, verging into some regulatory creep.
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Having a single server might be a bad idea.
A technology Generalist remarked to a leading news agency that forcing the entire country
in addition to MNCs in other countries to sync with only two-time sources is “a very bad idea.”
“It makes those servers a high-value target for cyberattacks. So, the servers will need to be
both secure and reliable. But the govt has an abysmal track record on both security and uptime.
He adds that the organisational infrastructure can be abused for NTP amplification attacks
simply because no business can afford to block traffic from those NTP servers or IP addresses
only adds to the problem.59
Recently, eleven industry bodies from countries in the European Union, UK, and the US,
including the likes of US Chamber of Commerce and US-India Business Council, have written
to the CERT-In, arguing that the “onerous nature” of the directive may make it more difficult
for companies to do business in India.60 The CERT rules and the 2022 Directions have multiple
other concerns, particularly on data storage mandates that will be discussed in our subsequent
discussion paper on cross-border data flow.
Section 87 and the Intermediary Rules Thereunder
Under Section 87 of the IT Act, the Central Government has been given rule-making
powers. In utilising these powers and replacing the 2011 Intermediary guidelines, the
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021
(Intermediary Rules) were prescribed.61
Under the Intermediary Rules, one part focuses on due diligence and grievance redressal
by Intermediaries. Another focuses on code of ethics and procedure and safeguards about
digital media. All intermediaries are expected to conduct due diligence of the users and
content posted on the platforms concerned.62 Recently, MeitY issued and withdrew
amendments to the Intermediary rules in a span of few hours. This is one of the few examples
of regulatory uncertainty which leads to businesses second-guess the regulatory
environment of the country.63
Under Rule 3(2) and Rule 11(2) (a), which talk about the grievance redressal mechanism of
the intermediary and publisher64 respectively, states that they should appoint a grievance
officer who shall acknowledge the complaint within twenty-four hours and dispose of the
complaint in 15 days. The acknowledgement period of twenty-four hours and the 15-day
response period is inconsistent with other regulations and public systems practices for
grievance redressal. For instance, Consumer Protection (E-Commerce) Rules, 202065 (ECommerce Rules 2020) under rule 4 state that the grievance officer shall acknowledge the
receipt of any customer complaint within forty-eight hours and redress the same in one month
(30 days) time.66 There needs to be a sync in regulations all across.
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Double Standards for Government and its Agencies?
It is noteworthy that the public grievance mechanism for central government,
departments and organisations prescribes a prompt and effective grievance redressal
mechanism. To ensure this, it is prescribed that grievances should be necessarily
acknowledged, with an interim reply within 3 days of receipt and redressed within three
months of receipt in the Organisation.67
Under Rule 4 (1) a significant social media intermediary (SSMI) is required to comply with
specific compliances. These intermediaries include businesses such as search engines, internet
service providers (ISPs), digital platforms, etc.68
Under Rule 4(1)(a) a, SSMI must appoint a chief compliance officer (CCO), who is required
to be a resident of India. The chief compliance officer is responsible for ensuring compliance
with the IT Act and Rules.69
Significant Social Media Intermediary (SSMI) threshold in India is Inadequate
SSMI has several registered users as notified by the central government, which was later
clarified to be at 50 lakh users.70
Principle 14 of the UN Guiding Principles on Business and Human Rights, emphasises
that the “means through which a business enterprise meets its responsibility to respect
human rights will be proportional to, among other factors, its size.”71
This threshold would have been a step in the right direction if it was not inadequate to
calculate this user threshold. Similar was the case of the NetzDG in Germany, which is
applicable to intermediaries with 2 million registered users where 88 percent of the
population (out of a total of 83.1 million) or 73 million people use the internet. The
notification just like the one in India failed to state whether the calculation would be based
on active or registered users.
Thus, the German government's threshold is 2.7% of the digital population. Whereas,
with approximately 776 million in India, the threshold is 5 million, less than 0.007% of the
Indian digital population. Though there is a huge difference in German and Indian digital
population, however, as the Indian population is huge in number it is fairly easier for
businesses to attain the SSMI threshold in registered users. Therefore, setting such a low
threshold might create additional hurdles for smaller social media intermediaries while
disincentivizing growth in smaller social media intermediaries.72
Thus, for a country with a large demographic like India, the threshold needs to be much
higher and there needs to be a clear distinction between active and registered users.
Also, the CCO is required to be a key managerial person of the company or such other
senior employee, which can be the CEO or the MD, Chief Financial Officer (CFO), Manager,
12

Company Secretary or Whole-Time Director resident in India.73 The appointment of the CCO
was not without its troubles. The businesses were sceptical about the liabilities attached to the
role.74 This takes away the freedom of the businesses due to it being an excessively prescriptive
regulation and comes under the light of regulatory creep as the rules intended to create
guidelines for intermediaries are creeping into appointments undertaken by the same
intermediaries.
Under 4(1)(b), the SSMI must appoint a ‘nodal contact
Signal is run by a non-

officer’ other than the CCO for 24x7 co-ordination with law

profit entity and it may

enforcement agencies, which must be a resident of India.

not be possible for such

There are two main issues here; firstly, the law mandates

an entity to establish

the nodal contact officer to be different from the CCO,

offices or have dedicated

which places an additional cost on SSMI. However, as the

personnel in the country.

threshold for being an SSMI is low in proportion to the
population of internet users, it is significantly easier for

smaller businesses to be qualified as SSMIs with insufficient resources to meet such
compliances.

Further, significant social media intermediary (SSMI) is defined as an

intermediary with more than 5 million registered users in India. However, there are many
intermediaries which have more than 5 million registered users but the number of active users
is far lesser. Moreover, there are platforms which offer once-in-a-lifetime service like
matrimonial and property buying-selling websites which are not social media per se, and
consider the number of inactive users as a mark of their success may also be required to
comply with the mandate.75
Secondly, there needs to be a 24x7 coordination which would entail more than one nodal
contact officer also required to be resident in India as it would not be possible to have a 24hour employee. It can be understood that 24x7 here means as and when required; however,
as the non-compliance of these rules takes away the protection of safe harbour provisions7677
under Section 79 of IT Act, it is possible for businesses to over-comply by way of more than
one employee.
The mandatory requirement can create hurdles for online messaging platforms like Signal
or Telegram that do not have offices in India. Similarly, for numerous other intermediaries that
operate at a limited scale but meet the threshold of 5 million registered users and can be
termed SSMI, this requirement will create an additional financial and operational burden.78
Rule 4(2) the rules include an obligation on a significant
social media intermediary, primarily messaging services, to
identify the first originator of the information on their service
when required either by a government (under Section 69 of
the IT Act) or court order.
This obligation can only be fulfilled if messaging services
technically modify their platform to remove end-to-end
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The collateral damage
here is citizen’s free
speech
which

and

privacy,

will

be

unconstitutionally
hampered as a result.

encryption or add additional metadata to each message in a way that undermines the security
and privacy guarantees that end-to-end encryption offers.79
Are the Intermediary Rules a repugnant Regulation?
It is a well-settled principle of interpretation of statutes that conferment of rule-making
power by an Act does not enable the rule-making authority to make a rule that travels
beyond the scope of the enabling Act or is inconsistent or repugnant thereto.80
A combined reading of Section 79(2)81 read with Section 89(2) (zg)82 makes it clear that
the power of the Central Government is limited to prescribing guidelines related to the due
diligence to be observed by the intermediaries while discharging its duties under the IT Act.
However, the 2021 guidelines have imposed additional requirements and widened the ambit
of requirements to be fulfilled by the intermediary.83
The Intermediary rules are subordinate legislation under the parent legislation of IT Act and
as they exceed the scope of their parent legislation, they move towards regulatory creep. It
is understood that there is nothing in Section 79 of the IT Act to suggest that the legislature
intended to empower the government to mandate changes to the technical architecture of
services.84
Many platforms (WhatsApp, Signal etc.) retain minimal user data and use E2E encryption
to provide privacy to users. Technical experts say that compliance with this requirement is not
possible unless end-to-end encryption on messaging services such as WhatsApp is broken.85
There is a reasonable concern that the compliance requirements will not only break end-toend encryption but also will lock out platforms that deploy encryption but do not have sizable
resources like WhatsApp or Facebook as the businesses will need to rework their model to
ensure compliance.86 For instance, many Indians use Signal and Telegram and these companies
will not be able to operate in India in active compliance with these conditions.87
What has WhatsApp Argued against the Rules?
WhatsApp has filed a petition in the Supreme Court against the Intermediary rules
challenging their constitutionality. Their petition argued that the digital businesses that offer
end-to-end encryption would need to rework their model to ensure compliance. These
conditions also created a technical requirement for standard encryption practices and
deployed protocols. Thereby, it will require the development of new encryption frameworks,
which take a long time and degree of peer review to fulfil all cybersecurity norms.88
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Consumer Protection Act, 2019 and the E-Commerce Rules, 2020
thereunder
The inadequacy of the Consumer Protection Act, 1986 and other associated laws has
surged the insecurity and lack of trust among online customers. Therefore, the Consumer
Protection Act, 201989 replaced the Consumer Protection Act 1986 and became effective on
July 20, 2020, while on July 07, 2020, E-commerce Rules 202090 came into force to address the
e-commerce challenges.91 The E-commerce rules 2020 are currently under revision due to
several government and business concerns.
The proposed amendments to the E-commerce Rules 2020 infringe upon other ministries’
mandates and are inconsistent with regulations otherwise in place. For instance, the clause
for ‘fallback liability’, which holds platforms liable for mis-selling by third-party sellers is
inconsistent with the Finance Ministry’s Foreign Direct Investment (FDI) Rules. The FDI Rules
prevent platforms from explicitly managing their inventory.92 For instance, the guidelines for
FDI prevent any investment in inventory-based model for e-commerce which means that ecommerce entity will not exercise ownership or control over the goods being sold i.e.,
inventory.93
The Ministry of Corporate Affairs remarked that rules related to the abuse of competitive
position are unnecessary since there is already a robust Competition Commission that
oversees such issues,94 thus making it a regulatory creep or overreach.
Sensitising Small Sellers Towards Policy
As the rules are still under revision, CUTS CIRC released a research study survey of small
sellers who sell goods on Amazon, Flipkart etc. The survey found that 71 percent of these
sellers were unaware of any government policy regulating the e-commerce sector. “This
indicates a need to sensitise small sellers about e-commerce onboarding and the e-commerce
policies in India and their rights.”95
Dr. Mayaram, Former IAS and Chairman, CIRC, suggested that e-commerce policy must
be developmental in approach. This means it should promote the growth of e-commerce by
the ease of entry, ease of doing business, and reducing the compliance burden. Regulations
have to be light-touch, much like they were for the IT sector back in the 1990s that helped
the sector flourish. There should be ease of failure as well in e-commerce.96
As per information provided by an officer to a news platform, The Department of
Consumer Affairs is bringing in revised e-commerce rules that will also press for “algorithmic
fairness” on these marketplaces to remove the advantage that many of these entities give to
sellers wholly or partially owned by them and provide a level playing field for small
businesses.97 The nature of the compliance with these rules remains to be assessed.
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Payments and Settlement Systems Act, 2007
Payment aggregators existing as
on March 17, 2020 are required to
achieve a net-worth of INR 15
crore by March 31, 2021, and a
net-worth of INR 25 crore on or
before March 31, 2023, which
must be maintained at all times
thereafter.

The Payments and Settlement Act, 200798
(PSSA) provides for the regulation and supervision
of payment systems in India and designates the RBI
as the authority for that purpose. To carry out the
provisions of PSSA, RBI is empowered to make
regulations by way of circulars.
To adhere to the scope of our study, we will
focus on circulars that directly impact digital
businesses.

RBI Guidelines for Payment Aggregators and Payment Gateways, 2020
Under the Guidelines for Payment Aggregators (PA) and Payment Gateways (PG), 2020
(2020 Guidelines) issued on March 17, 2020, applicable to entities that facilitate e-commerce
sites and merchants in payments termed as Payment Aggregators and entities that provide
technology infrastructure for online payments termed as Payment Gateways.99 On March 31,
2021, RBI made certain clarifications on the 2020 guidelines.100 (2021 Clarifications)
The 2021 Guidelines state under Clause 6.1 that PA needs to check Payment Card IndustryData Security Standard (PCI-DSS) and Payment Application-Data Security Standard (PA-DSS)
compliance of the infrastructure of the merchants on-boarded. In contrast, clause 6.2 states
that Merchants are not allowed to store payment data irrespective of whether they are PCIDSS compliant. They shall, however, be allowed to store limited data for transaction tracking,
for which the required limited information may be stored in compliance with the applicable
standards.
There appears to be regulatory inconsistency and a contradiction in the clause in 6.1 and
6.2. It is uncertain why merchants would be required to undertake PCI-DSS and PA-DSS
compliance if they are not permitted to save any card-related data other than limited data for
transaction tracking.
Further, the requirement to comply with PCI-DSS and PA-DSS may be onerous and a
redundant regulation on small businesses such as sole proprietorships and MSMEs and will
impede their operations and ability to use online payment modes on account of such
restrictions.101
The 2021 clarifications do not change the requirement of background checks102 of
merchants by PAs. These requirements have certain underlying regulatory uncertainties,
such as, whereby a merchant may use the payment aggregator’s services solely to collect
payments from its customers. In contrast, the actual transactions with respect to delivery of
goods or provision of services would be conducted offline.103
Also, undertaking background checks for merchants who sell their goods or services offline
and do not have a website would not be a commercially feasible process. The 2020 Guidelines
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also impose the obligation on PAs to check their merchants to verify whether appropriate
terms and conditions have been uploaded on the merchant website. The Guidelines do not
address instances where a merchant may not have its website or may have availed listing
services provided by third parties and, therefore, will be unable to display terms and
conditions. This requirement is not feasible and would be difficult for a payment aggregator
to comply with.104
Can obtaining a PA licence be more complicated?
At least 185 fintech firms with ambitions to be non-bank payment providers have placed
applications to become licensed PAs. It was allegedly reported that RBI has decided to reject
the payment aggregator licence of ZaakPay, which runs MobiKwik. Its crypto partnerships
and failure to meet the laid-down net-worth criterion are some of the reasons for the
rejection.105
This might have been done under the checking of ‘fit and proper’ status of the applicant
entity and management by obtaining inputs from other regulators, government
departments, etc., as deemed fit. 106
The RBI, during its due diligence will also check on aspects related to what percentage of
the business revenue comes from unregulated entities such as online betting or crypto
exchanges. It will also evaluate money-laundering concerns and whether these aggregators
are compliant with its tokenisation norms.107
RBI has said that to protect consumer’s interest, all past dealings of applicants for PA
licence will be in question without a chance of negotiation.108 The delay in the licence process
is a likely reason for regulatory uncertainty.
RBI Circular for Processing of E-Mandates, 2019
The World Bank has identified 'payments' an important digital business indicator109 that is
central to digital business activities. In August 2019, RBI issued a circular110 on the processing
of e-mandates on cards for recurring transactions to balance the safety and security of card
transactions with customer convenience. The circular is applicable to debit and credit cards
and Unified Payments Interface (UPI) but not on net banking. The initial deadline to comply
with the circular was March 31, 2021. Still, the RBI had to extend it to September 30, 2021, as
the stakeholders expressed their inability to meet the compliance.
The E-mandate though with additional time given for compliance has caused massive
disruption after the deadline as consumers set up their fresh mandates. Allegedly, many
businesses on their platform lost out on subscribers since users did not want to take the effort
of manually making payments every month.111
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Smaller Businesses are Hit Worse
Leap Club, a monthly subscription-based professional network for women, lost 10
percent of its subscribers in the first few months after the RBI’s new recurring payment
guidelines came into effect. Its owner remarked that, ‘while 10 percent is a small share, it is
surely a big hit for small businesses' revenues.’
The platform has now moved from monthly subscriptions to yearly subscriptions to cut
out the surmounting work behind reminding customers to make manual payments every
month. But that comes with its share of challenges while onboarding new customers.
“People think a lot more before making any annual subscriptions, and they usually want
to try the product for a month or two, but that is not possible now,” the platform owner
remarked. Six months after the deadline, many small businesses still do not have the option
to set up recurring payments on our debit and credit cards. Back-end efforts to make these
payments manually to avoid disruptions in day-to-day operations have substantially
increased.112
Similar issues are being faced by donation platforms and non-governmental
organisations which work on periodic donations.
Under the E-mandate guidelines for auto-debit without additional factor authentication,
many digital businesses stopped supporting India-issued cards to avoid complex regulation
and underlying compliances.
First Heroku, now Apple and Many more in Between
Heroku, a cloud platform as a service (PaaS) stopped verifying and processing Indiaissued credit cards for Heroku Online customers due to the new RBI regulations stating that
they can no longer process automatic recurring payments using India-issued credit cards
without an additional factor of authentication.113
Apple has stopped accepting card payments for subscriptions and app payments on the
App Store. Users in India can no longer use their credit or debit cards to make payments for
services or purchases on the App Store. The Apple Support page shows that users can
purchase and subscribe to services by paying through net banking, UPI or Apple ID
Balance.114

The Draft Data Protection Bill, 2021
After extensive consultations, the Joint Parliamentary Committee (JPC) submitted its report
in December 2021, including recommendations and the Draft Data Protection Bill, 2021 (DP
Bill).115 There are talks that completely new legislation may replace the current proposed law.
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However, the bill in its current form with its compliance requirements will cripple the industry
allegedly.116
However, even before it becomes a law, the businesses and people under its jurisdiction
have started to worry about the set of compliances that will come with it. The DP Bill has
undertaken regulatory creep as the scope of DP Bill, though earlier limited to personal data,
has now been expanded to non-personal data (NPD). The small businesses that do not deal in
personal data but provide services and infrastructure might have to gear up to comply with
the bill’s NPD requirements.117 The NPD requirements would entail reporting of data breaches
of personal as well as non-personal data, along with businesses having to give the users option
to opt out of data anonymisation. A leading online gig platform representative in a panel for
NPD remarked that start-ups would have to spend resources to manage information, have
separate dataset tools where certain data cannot be used for business purposes, or data that
can be used for public good purposes or that which is important to the government.118
More difficult for Start-ups
A representative of Zeta (a fintech startup), said the DP Bill as a law in its current form
is ‘compliance heavy’. And that “the real teeth of this law will be shown in the regulations
and codes of practice issued on things like privacy by design, the right to be forgotten, and
more. Until those regulations come up, you are operating in a nebulous space, where you’re
making educated guesses on the basis of European experiences like the GDPR.” He believed
that newer data-centric start-ups would find it difficult to enter the market and expand
when the law comes into force.119
The DP bill in itself is cause for regulatory uncertainty as firstly, the current legislation
might allegedly be replaced with new legislation, and secondly, the timeline of the bill
becoming a law is still uncertain. However, even if the bill becomes a law, much of the
processes of the law has been left for future regulators (Data Protection Authority (DPA)) to
determine. This will lead to many compliance-related requirements unclear for digital
businesses, including how NPD might be regulated.120 NPD's other compliances regarding
data sharing and storage will be covered in our subsequent paper on data localisation.
It has been debated that the full effect of the compliance burdens will be seen only after
its implementation, however, it will have an increased compliance burden on start-ups121 that
build products for children specifically.122 Indian companies that function in edtech, online
gaming and social media services for children will have to deal with additional compliance
requirements. These compliances stem from the provisions of age verification and consent,
which treat all under the age of 18 years with a single lens123, thus leading to major compliance
burdens for large and small enterprises.124
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Disincentivising Start Ups?
The bill puts a blanket ban on profiling children, making customisation of services
difficult, such as using artificial intelligence for offering customised programmes for children
in a classroom as per their learning abilities, which might disincentivize innovation for this
target group.125
In recent times, investors have backed start-ups across a range of sectors - fintech, software
as a service (SaaS), ecommerce, travel, healthcare, and education - many of which have
become unicorns. However, by imposing such requirements, there is a risk for Indian startups to register outside India to avoid onerous compliance. Therefore, there is a possibility of
undoing decades of the progress in the Indian startup ecosystem, by implementing the
current data protection framework.126

Miscellaneous Unnecessary Compliances
Though the paper has covered major regulations and their compliance requirements
above, certain provisions across these regulations fall under the radar of being unnecessary
because they are a part of excessive reporting or recording requirements, duplication of
regulation, or inconsistency of regulation with each other. Due to these, they often remain
a redundant regulation that, though not required, still incurs compliance costs. This section
will deal with provisions that contain similar provisions or provisions for similar purposes with
different processes for similar kinds of businesses.
Appointments
Under various regulations and laws, there has been a requirement to appoint nodal
officers, grievance officers, and others that have the same function.
For instance, the Information Technology (Procedure and Safeguards for Monitoring and
Collecting Traffic Data or Information) Rules, 2009 (Traffic Data Rules), Rule 4(3) intermediaries
must designate one or more officers,127 who are required to receive and handle requisitions
from the nodal officers of the competent authority (“Monitoring requisitions”) for
monitoring/collecting traffic data.
Similarly, under Blocking Rules, rule 13 an intermediary
Do five or more different

need to appoint an appropriate person to receive and

regulations and laws need

handle the directions for blocking public access to the

to

the

information in electronic format. Also, under SPDI Rules (to
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prescribe
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one

business type?

redressal
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and contact information on the website.
Further,
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intermediary shall appoint a grievance officer responsible
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for dealing with the grievances in a prescribed manner. Also, the Draft DP Bill calls for a Data
Protection Officer (DPO) who needs to be a key managerial person. These regulations are
duplicated as they deal with handling requisitions, directions, and grievances.
Acknowledgement, Reporting and Recording Requirements
Under Traffic Data Rules, Rule 4(8), the designated officer of the intermediary must
acknowledge the receipt of monitoring requisitions within 2 hours from the time of receipt.
Further, the designated officer must forward a list of Monitoring requisitions to the relevant
nodal officer every 15 days.
Further, under the newly amended CERT Rules, every event which may fall into the ambit
of ‘cyber incident’ will need to be reported within six hours of becoming aware of such
events.128Also, under the Blocking Rules, rule 13(2) designated officers must acknowledge
directions received within two hours through an acknowledgment letter or email with an esign.
International Standards of Timeline more Desired
11 industry bodies have written to the Indian Computer Emergency response Team in
light of the recent CERT Rules' amendment. In their letter, they stated that the ‘cybersecurity
directive will have a “detrimental impact on cybersecurity for organisations that operate in
India, and create a disjointed approach to cybersecurity across jurisdictions, undermining
the security posture of India and its allies in the Quad countries, Europe, and beyond.’
A 6-hour timeline is unnecessarily brief and injects additional complexity at a time when
entities are more appropriately focused on the difficult task of understanding, responding
to, and remediating a cyber incident.129
Intermediary rules Under Rule 3(2) the grievance officer appointed by the intermediary
shall acknowledge the complaint within 24 hours and dispose of the complaint in 15 days.
Also, in the DP bill, any data breach, including NPD, has to be reported within 72 hours of
becoming aware of such a breach.130

Way Forward
In all the ways that unnecessary compliances impact businesses, digital businesses,
especially start-ups and small businesses are hit twice as hard. The cost of regulations is a
burden on the resources of the businesses and all unnecessary and disproportionate
compliance must be minimised. Regulations are in place to support businesses and consumers;
however, unnecessary red tape will hinder businesses from using resources productively and
innovatively.
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Moreover, the efforts and costs that firms spend to comply with unnecessary aspects of
any regulatory regime can impede a firm's ability to meet its business performance goals.131
To reduce the cost of compliance and the burden of regulations from digital businesses, we
propose the following points of deliberation:

Simplify, Amend or Repeal
Based on the above-identified unnecessary compliances and the regulatory guillotine,
compliances focused on digital businesses should be simplified, amended and repealed as per
the suitability of each regulatory guillotine indicator. For instance, compliances relating to the
appointment of grievance redressal officers or designating officers for handing requisitions
and directions can be taken away from multiple regulations and placed in one place. Thus,
reducing the number of compliances by clubbing of same or similar compliances.
Regulatory experts say our complex rules induce small firms to remain small. It’s
compliance burden and not high interest or tax rates choking smaller business entities. The
more complex the regulations and compliance requirements, the greater is the disadvantage
of small business entities which do not have dedicated regulatory affairs teams or financial
muscle to deal with them.132
To simplify, amend and repeal the unnecessary compliances, GoI can take the various steps,
some of which though already existent, need to be tailored for digital businesses alone. These
steps can include:
a. Making a Central Repository for Compliances
In January 2021, the Department for Promotion of Industry and Internal Trade (DPIIT) s
launched the Regulatory Compliance Portal to monitor the sector-wise reduction in
compliance burden. This was done to acknowledge that compliance and regulatory scrutiny
are among the biggest challenges our country faces in the Ease of Doing Business.133
There are multiple laws and regulations in the country to cater to digital businesses. Several
businesses use consulting firms' help to create a compliance repository catered to their specific
business needs, which is an added cost to the businesses.134 This qualifies as a service which
newer businesses and nascent stage start-ups would not be able to afford or budget for.135
A not-so-novel solution to increased compliances and regulations which mirror other
regulations creating the chances of over-compliances is to have a government-led central
repository of compliances for specifically digital businesses as a subset of the larger
compliance portal.
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What the Repository can look like?
Under this repository, all laws and compliances will be listed down so businesses can
filter the repository based on the nature of business, size, operations, employees, etc. This
filterable repository will enable businesses to look at duplicitous compliances, overlap, or
already required to be fulfilled otherwise. This will also enable the government to
understand the regulatory overlap and create a standardised list of compliances for
businesses. The government will then be able to do away with duplicate compliances and
create a more cohesive regulatory environment.
Most of this is being done about the Regulatory Compliance Repository and needs to
be replicated for digital business compliances.
This will also be in line with the simplification of compliances and elimination of
compliances, which will have a transformative impact and multiplier effect on EoDDB.136
b. Use of Technology for reducing compliances and costs associated with them
The age of digitalisation has advanced to make things simpler for consumers. Similar
thoughts should be used while dealing with compliances. Digital Businesses must use
resources to track new regulatory events, determine how relevant each event is to the business,
and then decide whether there are changes that need to be made to policies and
procedures.137
Regulation Technology (RegTech) is used to ease compliances and their burden on digital
businesses. One such example is financial services. Over the recent past, hundreds of start-ups
have begun to apply digital technology to the now numerous and burdensome tasks required
to comply with regulations. RegTech promises to cut the cost of compliance processes and
improve effectiveness to make them quicker and more reliable, reduce hassle for customers,
and reduce the risk of costly compliance failures.138
Use of Technology for compliance supports and promotes holistic digital compliance,
including data integration, verification and visualisation. Demand for integrated, utility-based
risk management and reporting covers various regulations across financial and non-financial
risks.139 RegTech helps simplify, streamline, and automate the regulatory compliance processes
of your business, and it can help you reduce the risk of fines, penalties, and legal implications.
This technology helps companies stay in compliance, protect consumers and regulators, and
provide a smooth transition for innovation.140 For instance, global firms have been moving
towards deploying RegTech for regulators where the teams partner with leading authorities to
come up with robust mechanisms for Supervision Technology (SupTech)141
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Institutionalising Regulatory Impact Assessment
Regulations have widespread impacts and affect multiple stakeholder groups in different
ways. A sub-optimal regulation is most likely to increase the cost of administration and
compliance, have unintended outcomes and limit the likelihood of achieving its objectives.
Therefore, it is of paramount importance to understand the impacts of any regulation,
proposed or in operation, to achieve favourable outcomes.
Regulatory Impact Assessment (RIA) systematically identifies and assesses direct and
indirect impacts of regulatory proposals and existing regulations, using consistent analytical
methods. It involves a participatory approach via a public consultation to assess such impact,
determine costs and benefits, and select the most appropriate regulatory alternative.142 RIA
should be used to evaluate both existing and proposed legislation through the regulationmaking process for its use of regulations on the indicators of cost, time spent, and human
resources deployed, among others.
The New Zealand Way
Recently, the Prime Minister of New Zealand in response to concerns about specific
regulatory imposts for which there seemed to be inadequate justification, invited members
of a public initiative body to provide a list of regulations that they considered needed to be
modified or scrapped. This allowed varied opinions and rationales to become part of the
regulatory process and lead to more generally regulatory quality and practice.143
This is one of the many ways to rationalise compliances. The policymakers must use the
process of crowdsourcing to find details of compliances that are cumbersome and work
towards rationalising them.144
In this regard, CUTS had undertaken research on institutionalising RIA in India. Under said
research, it was established that RIA should be adopted by legislation mandating its adoption.
Also, the briefing paper suggested that there should be dedicated RIA Units within all
government departments and regulatory agencies.145 For instance, each department has a
Better Regulation Unit (BRU), which oversees the department’s processes for better regulation
and advises on how to comply with the requirements. The BRU works with government
departments to monitor the measurement of regulatory burdens, coordinate their reduction,
and ensure that the regulation remains smarter, better targeted, and less costly to business.146
On these lines in a previous study on RIA, CUTS had recommended creation of a Regulatory
Productivity Commission (RPC) at the Centre and states. The RPC would be able to supervise
RIA process and act as an independent reviewer of RIA statements.147
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One In One Out (OIOO)
This concept had been implemented in the United Kingdom, however, after Britain’s exit
from the European Union, the same was removed from practice. However, we feel there is
merit in the system. OIOO and the red-tape challenge have helped the UK to reduce the annual
cost to business of domestic regulations by almost $2.2 billion ($10 billion cumulatively). OIOO
mandated that if any government department in the UK wanted to bring in new regulation
(which was not part of the party manifesto), the
UKs Coalition government

department would have to find ways to remove one
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time the Compliance Cost.148
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cut
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existing situation. The OIOO regulation checker will allow for better regulation and reduction
of red tape to a greater extent.
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