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Dr. Sasmit Patra
MEMBER OF PARLIAMENT
RAJYA SABHA

Foreword
18th June, 2025

Regulation of Illegal Online Gambling in India

It is my privilege to introduce this incisive report on the burgeoning challenge of illegal online
gambling in India. In an era defined by digital innovation, few issues demand our attention more
urgently than the unchecked rise of illegal online gambling. These clandestine platforms have
slipped beneath the regulatory radar, ensnaring young people, destroying livelihoods and
corroding public trust in our financial institutions. Beyond individual hardship, they present a
very real challenge to our national prosperity and security.

This report, grounded in meticulous analysis and rich stakeholder insights, lays bare the myriad
tactics employed by illicit operators. It sets forth a pragmatic blueprint for reform. The
recommendations on coordinated state action and consumer awareness in the report are measures
whose time has unquestionably come.

It is imperative that we shine a light on this dark corner of the internet. Clear, decisive action will
protect vulnerable citizens and restore integrity to our markets. Equally, we must equip families
with the knowledge and tools to resist predatory operators. A comprehensive, technology-savvy
approach, backed by political will, can ensure that India’s digital revolution serves as a force for
good, not a vehicle for exploitation.

I am particularly heartened by the report’s consumer-centric focus. By emphasising targeted
awareness campaigns, we can strengthen enforcement and simultaneously empower citizens to
make safer choices. It is a balanced approach, because it combines robust regulation with
genuine care for those most at risk.

I commend the authors and all contributors for this outstanding work. It is my hope that
policymakers, industry leaders and civil society will embrace these recommendations with the
urgency they demand, and thereby safeguard our nation from the undue harms of illegal online
gambling.

Dr Sasmit Patra
Member, Parliamentary Standing Committee on Communications and Information Technology

C-104, Swarn Jayanti Sadan, Dr. B. D. Marg, New Delhi-110001, INDIA
Tel.: +91-11-23314809 | Email: sasmit.patra@sansad.nic.in
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EXECUTIVE SUMMARY

he illegal gambling and betting ecosystem in India is growing with each passing year.

While prior studies have examined the ecosystem’s scale, digital footprint, and
regulatory gaps, a key dimension remains underexplored: the consumer perspective.

This report seeks to fill that gap in two distinct ways: (1) by offering new data-driven insights
into how illegal platforms operate, advertise, and facilitate payments; and (2) by shifting
focus toward users — to better explore how users are exposed to illegal gambling websites,
what motivates their participation, and what risks and harms they face as a result.

Market Scale & Digital Reach

Our analysis finds over 5.4 billion visits to the top 15 illegal gambling platforms and 40 of
their mirror sites between April 2024 and March 2025. Top platforms such as 1xBet,
Parimatch, Stake, Fairplay, and BateryBet consistently registered high traffic volumes and
broad user reach. Traffic share for Parimatch even outranked widely used platforms such as
amazon.in, wikipedia.org, google.co.in, x.com, hotstar.com, flipkart.com, linkedin.com,
guora.com, and reddit.com.

Consumer Risk, Friction and Vulnerability

Illegal gambling platforms disproportionately target vulnerable users — including minors,
young adults, high spenders, and individuals at risk of gambling addiction. Vulnerable target
groups face heightened risks due to minimal to no documentations, aggressive financial

incentives, etc.

Research indicates that addictive gambling behaviours are significantly more prevalent
among users of illegal gambling platforms compared to those who engage with regulated,
domestic operators.

Our report also highlights that pricing and product frictions may drive users toward illegal
gambling platforms in India. On the pricing front, the 28% GST on deposits and TDS
deductions reduce the perceived value on legitimate platforms, while illegal operators —
unburdened from such tax obligations — offer more attractive financial incentives. Product-

wise, illegal sites feature fast-paced gambling products that are otherwise banned. Unlike
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slower, skill-based games like rummy or fantasy sports, these rapid products enable multiple
bets within minutes, offering instant gratification that appeals especially to vulnerable and
sensation-seeking users.

User Acquisition and Engagement Tactics

These platforms rely on multi-channel marketing to attract and retain users. Traffic analysis
of the 40 URLs reveals:

e Direct Traffic (3.57 billion visits, 66%): Indicates widespread use of bookmarks,
manual URL entry, link-sharing via private messaging, effectiveness of outdoor
advertising campaigns.

e Search Engines (652 million visits): Search engines, particularly Google (with a >97%
market share), remain a critical discovery channel for illegal gambling platforms.

o Referral Traffic (810 million visits): Referral traffic stems from third-party websites
(affiliates, links, traffic from direct media buying, or news coverage) directing users
to illegal gambling platforms.

e Social Media (178 million visits): Social platforms drive a substantial amount of
traffic, although the actual volume could be significantly higher due to untracked in-
app mobile redirection.

Payment Mechanisms and Exploitation

Illegal platforms exploit a wide array of payment channels to facilitate seamless deposits
and withdrawals such as — Unified Payments Interface (UPI) mule accounts, digital wallets,
net banking, cryptocurrencies, and hawala networks. New trends include the onboarding of
money mules via sophisticated apps.

Regulatory Gaps and Enforcement Challenges

India’s current regulatory framework — anchored in the Public Gambling Act (1867), state-
level laws, and the IT Rules (2021) — lacks a central regulator, formal payment-blocking
protocols, or systematic domain-monitoring infrastructure. Enforcement is often manual
and reactive, with limited cross-border coordination. Meanwhile, consumer protection

efforts remain minimal.

International best practices — such as payment blocking, website blocking, advertising
restrictions, and collaboration with big tech, and international collaborations — offer
valuable lessons for India.
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Recommendations

o Establish a Comprehensive National Framework to Combat Illegal Online
Gambling: One that ensures clear accountability across payments, advertising,
digital platforms, and financial intermediaries. We recommend establishment of a
high-level inter-ministerial task force to lead the development of this national
framework.

e Strengthening Financial Oversight: Codify payment blocking in law relating to illegal
gambling to fortify financial oversight and initiate dedicated, in-depth research to
better map vulnerabilities in the ecosystem and inform targeted interventions.

e Improving Blocking Measures: Adopt Al/ML tools that can empower regulatory
authorities to identify and pre-emptively block unauthorised online platforms.

e Strengthen Partnerships with Big Tech to Disrupt lllegal Gambling: Building on
global best practices, Indian authorities should establish institutional partnerships
with major tech intermediaries to curb the visibility and promotion of illegal
gambling.

e Enhancing Consumer Protection and Stakeholder Engagement: Launch targeted
public-awareness campaigns to clearly communicate the personal and social harms
of illegal gambling.

e Leverage Behavioural Insights and Public Awareness to Deter lllegal Gambling:
Commissioning targeted behavioural studies to examine why users are drawn to
illegal gambling platforms despite known legal and financial risks. This evidence base
can help inform both regulatory design and public-facing deterrence strategies.
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INTRODUCTION

I llegal gambling and betting in India is growing at an alarming pace. With estimated annual

deposits nearing USD 100 billion,* this shadow economy is expanding rapidly, posing
serious concerns for consumer protection, financial integrity, and national security. While
several studies have explored the broader contours of this ecosystem — examining its scale,
digital reach, and regulatory gaps — a crucial dimension remains underexplored: the
consumer perspective.

There is limited analysis of how these platforms affect users directly — what draws
consumers into this ecosystem, how they discover illegal platforms, what harms they
experience, and how Indian regulatory responses compare with international best practices.

This report seeks to fill that gap by contributing to the existing body of work in two distinct
and meaningful ways.

First, we provide a data-driven examination of the illegal gambling market in India,
highlighting how these platforms operate, advertise, and facilitate payments — particularly
through UPI and other opaque channels. The goal is to present novel insights into the
existing body of knowledge that are currently missing in policy discourse.

Second, we shift the focus to users — exploring how consumers are exposed to illegal
gambling websites, what motivates their participation, and what risks and harms they face
as a result. Through this lens, we aim to present the issue as not just a law enforcement or
financial challenge, but as a deeply human, consumer-centric problem.

These findings culminate in detailed policy recommendations and we hope this report will
serve as a springboard for further research, particularly in advancing consumer-focused
frameworks for tackling the harms of illegal gambling in India.

1 Digital India Foundation. (2025). lllegal Gambling and Betting Market in India: The Scale and Enablers.
Ihttps://digitalindiafoundation.org/wp-content/uploads/2025/03/Gambling-and-Betting-Market-in-India.pdf.
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1.NATURE OF ILLEGAL
GAMBLING IN INDIA

1.1 Definition and Scope

Illegal gambling in India encompasses any gambling activity or operation conducted in
breach of Indian laws and regulations. For the purposes of this report, the term is
understood to include various forms of wagering — such as casino games, sports bets, and
other games of chance — that are conducted without the requisite licences or in violation of
applicable legal provisions.

We have chosen to use the term "gambling" rather than "betting," as it is a broader concept
that covers a range of activities including betting. lllegal gambling includes both domestic
and offshore operators, but the majority of large-scale, organised activity originates from
outside India. Unless explicitly stated otherwise, the main focus of this report is illegal
gambling websites operating in India from foreign jurisdictions.

1.2 Market Characteristics and Digital Evolution

The key characteristics of the illegal gambling market include the absence of government
oversight, taxation, and consumer protection mechanisms. These operations function within
a black or underground economy, entirely outside the formal legal and regulatory
framework. As a result, they often pose serious national security risks, such as money
laundering, fraud, exploitation, involvement in organised crime, and the lack of safeguards
for consumers.

What is particularly alarming is the growing ease and widespread accessibility of illegal
gambling in India. A multitude of operators now offer such services across diverse formats—
including virtual casinos, sports betting, and mobile apps, amongst other interactive
platforms—making these activities readily available to a broad spectrum of consumers
across the country.

A key factor driving this growth is the internet. The rapid development of information
technologies, combined with the disparity in government regulation of gambling across
different jurisdictions, has significantly accelerated the growth of the online illegal gambling
industry in India.
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Traditional and local gambling houses that are unlicensed often face a significant risk of
criminal prosecution. However, online illegal gambling businesses are often able to avoid
detection and criminal punishment by using internet anonymity and renting web servers
overseas.> These operators set up user-friendly interfaces, establish convenient payment
methods, and use outcomes of foreign-licensed gambling and high-profile matches as
reference points to convey clear signals of trustworthiness and their competence to ensure
fair play.

While it is easy to assert that illegal gambling markets must be curbed, determining what
this entails in practice is far more complex. By its very nature, the black market operates in
the shadows, making it difficult to identify where and how it is successfully attracting and
retaining users. Understanding its dynamics requires constant effort and vigilance.

This section aims to foster a shared understanding among industry stakeholders and
regulators by shedding light on the current landscape of the illegal gambling market in India.
It explores estimated transaction volumes, user behaviour, and the profiles of those most
likely to engage with these illicit platforms.

1.3 Estimated User Base Engaging in lllegal Gambling

Quantifying the size of the illegal gambling market presents significant challenges. Unlike
licensed operators—who are required to publicly report user data and financial
performance—illegal platforms operate across multiple jurisdictions, often with little to no
oversight or transparency. The fragmented and covert nature of these operations, along
with the absence of standardised reporting requirements, makes accurate measurement
inherently difficult.

In the absence of official data, one of the most widely accepted methods for estimating the
scale of user engagement is through the analysis of web traffic to known illegal gambling
sites. While not definitive, this approach serves as a useful proxy for understanding the
extent of user activity in the black market.?

For this report, we adopted a similar methodology. We analysed web traffic data from 15
well-known illegal operators and their associated mirror sites (where available), covering
the period from April 2024 to March 2025.4 The analysis was conducted using a reliable web
analytics tool to assess visit volumes and usage patterns across platforms.

2 Han, X., Wang, L., Xu, S., Zhao, D., & Liu, G. (2019). Recognizing Roles of Online Illegal Gambling

Participants: An Ensemble Learning Approach, Computers & Security. 87.

https://doi.org/10.1016/j.cose.2019.101588.

Digital India Foundation. (2023). Whitepaper on Regulating lllegal Offshore Gambling Platforms in India,

https://digitalindiafoundation.org/illegal-gambling-and-betting-market-in-india-the-scale-and-enablers/

4 SimilarWeb. (2025). Web Traffic Analytics of Offshore Gambling Sites: India Market Data, 2024-25,
https://www.similarweb.com/top-websites/india/gambling/
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Table 1: Web Traffic from lllegal Gambling Platforms

. Overall Traffic Traffic Originating
Operator bl e Bl (April 24 - March 25) from India
1winbet.in 7.871M 93.74%
1win
1wins.in 4.169M 98.76%
Batery Bet batery-bet.in 276.7M 99.76%
1xbetind.in 204.7M 99.83%
1xBet ind.1xbet.com 1.336M 79.87%
india.1xbet.com 2.342M 82.32%
4rabet4.com 26.9M 97.35%
4rabetsite.com 8.046M 94.78%
4RaBet
4rabet-india.in 1.707M 90.99%
4rabetonline.in 38.1K 95.54%
96p.in 96in.com 1.053M 96.01%
als.dfbocai.net 21.77M 99.06%
als.dafabet.net 529.6K 92.20%
Dafabet
als.sportdafa.net 138.3K 99.69%
dafabc.net 1.094M 95.78%
fairplay24.in 81.35M 99.93%
Fairplay fairplayl.club 1.41M 99.74%
fair-play.com.in 393.3K 92.50%
JeetWin jeet-win.com.in 124.7K 98.86%
mostbet.com.in 563.7K 88.21%
Mostbet
mostbetl.in 386.6K 87.76%
pari-match-in.com 1.225B 99.86%
pari-bet.in 202.1M 99.70%
win.pari-match-in.com 1.196B 99.86%
Parimatch
pari-matchin.com/ 1.1868B 99.69%%
global.parimatch.com 1.454M 86.44%
bet-pmi.in/ 6.182M 94.51%
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Overall Traffic Traffic Originating

Operator e ene L (April 24 - March 25) from India

parimatchglobal.com/ 261.7K 100.00%
parimatchl.in 96.4K 93.99%
parimatch.net.in 19.8K 98.43%
stake.bet 724M 96.74%
Stake stake.games 193M 95.75%
stake-india.in 1.522M 96.92%
Melbet mel-bet.in 555.9K 93.71%
22bet-india.com 34.9K 99.01%

22 Bet
bet22.co.in 14.9K 88.64%
my10cric.com/ 18.41M 99.64%

10Cric
10cricin.com 26.6K 83.21%
bet365app.in 177.5K 92.17%

Bet365
bet-365.in 52.3K 95.42%

TOTAL 5397.5303M 94.79% (AVG)

The analysis revealed almost 5.4 billion visits across just 15 illegal gambling operators across

40 mirror websites during the 12-month period. Among the most visited platforms were

1xBet, Parimatch, Stake, Fairplay, and BatteryBet, each demonstrating consistently high
traffic volumes and broad user reach.

1.4 Blind Spots and Top-Visited Sites

It is important to note that these figures likely underestimate the true scale of the illegal
gambling market in India. The web traffic data used in this analysis does not account for:

a. Mobile app usage, which is a significant channel for user engagement, particularly
among younger demographics;

b. Traffic routed through Virtual Private Networks (VPNs), which are commonly used to

bypass geo-restrictions and conceal user locations;

c. Access via proxy browsers, social media integrations, and private links that fall
outside traditional web tracking.
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Considering these blind spots, the actual user base and transaction volume may be
substantially higher than the estimates presented here.”

CASE STUDY: ILLEGAL GAMBLING PLATFORMS LIKE PARIMATCH AND
STAKE ARE AMONGST TOP-VISITED SITES IN INDIA

Web analytics for March 2025 revealed a deeply concerning trend—illegal gambling operators ranked
among the most visited websites in India. Alarmingly, mirror websites of platforms like Parimatch and
Stake secured spots in the Top 20, with Parimatch’s mirror site (pari-matchin.com) ranking 9th and
Stake’s mirror (stake.bet) at 13th in the country. Parimatch’s mirror site even outranked widely used
platforms such as amazon.in, wikipedia.org, google.co.in, x.com, hotstar.com, flipkart.com,
linkedin.com, quora.com, and reddit.com. This extraordinary level of visibility highlights the massive
scale and reach of these illegal operators across both desktop and mobile browsers in India.

Most Popular Domains in India

google.com 17.29%
youtube.com
instagram.com
whatsapp.com
facebook.com
xhamster43.desi
chatgpt.com
pari-matchin.com
amazon.in
cricbuzz.com
wikipedia.org
stake.bet
google.co.in
x.com
samsung.com

0.00% 5.00% 10.00% 15.00%

Domain

Traffic Share

Figure 1: Percentage of overall traffic share

Note: This data does not include mobile app traffic data.

5 Financial Action Task Force, Mutual Evaluation Report: India — Measures to Combat Money Laundering
and Terrorist Financing, 2023, https://www.fatf-gafi.org/en/publications/Mutualevaluations/India-MER-
2024.html
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2. CONSUMER RISKS

I llegal gambling markets often prey on vulnerable segments of the population, including

minors, young adults, individuals at risk of developing gambling addiction, and high
spenders. Studies conducted globally have consistently shown that these unregulated
platforms are particularly effective at targeting and retaining such high-risk users.

An Australian survey found that, compared to users of legitimate sites, those using illegal
sites in the last 12 months were significantly more likely to be male, younger, less educated,
less likely to be working full-time or retired, and more likely to speak a language other than
English at home.® The users were also more involved in illegal gambling in terms of
frequency and expenditure, and more likely to gamble between 6 pm and 6 am, hold
multiple online gambling accounts, and be influenced by advertisements.

2.1 Minors and Underage Access

Among the most concerning aspects is the ease with which minors can access illegal
gambling platforms. Many of these websites do not implement basic Know-Your-Customer
(KYC) protocols or age verification measures, thereby providing underage users with
unregulated and unrestricted access to gambling content. This not only exposes minors to
age-inappropriate material but also draws them into illegal behaviour at a formative stage in
their development.

Certain offshore operators, such as Parimatch, have gone a step further by offering
unconventional payment mechanisms like cash-on-delivery. Under this model, agents
collect physical cash from players, after which the user’s gaming wallet is credited with the
equivalent amount. This method significantly lowers the barrier to entry, particularly for
minors who may not have access to digital payment systems—making it easier to lure them
into repeated gambling behaviour without detection by parents or authorities.

Gainsbury, S. M., Hing, N., & Suhonen, N. (2017). Professional Help-Seeking for Gambling Problems:
Awareness, Barriers and Motivators for Treatment. Journal of Gambling Studies, 33(2), pp. 503-519.
https://www.researchgate.net/publication/236048676 Professional Help-

Seeking for_Gambling Problems Awareness Barriers_and_Motivators for Treatment
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A recent investigation by the Esya Centre’ evaluated the accessibility of widely-used illegal
gambling platforms for underage users. It found several websites that allow minors to not
only access the platform but also complete financial transactions—further validating
concerns over the lack of safeguards and the systematic targeting of vulnerable users.

2.2 Youth-Centric Trends: Insights from the UK and Global Studies

While there is currently no comprehensive research in India that maps the age and
behavioural profile of users on illegal gambling platforms, some international studies offer
valuable insights. Many studies have associated illegal gambling with younger age.® A 2024
UK study® revealed critical patterns in how black-market operators attract and retain
younger users:

e Over 1in 3 players aged 18-24 were aware of at least one illegal gambling operator,
the highest awareness level across all age groups.

e Approximately 1 in 6 users aged 18-24 reported actively gambling on black-market
platforms—three times higher than the national average across all age groups.

o A staggering 65% of total spending on illegal online gambling originated from
individuals aged 18-34, indicating a strong skew towards younger audiences.

o 58% of illegal gambling expenditure came from players who already spent over
£800 per month on UK-regulated gambling platforms—suggesting that high-
spending users are also actively engaging with illegal sites, potentially due to fewer
restrictions and more aggressive incentives.

® Younger users were also significantly more likely to gamble through social media
channels, messaging apps, or using VPNs, which allow them to bypass geo-blocks
and access offshore platforms undetected.

Priyesh Mishra. (2022). Offshore Online Betting and Gambling in India: A Risk Assessment. Esya Centre.

Costes, J. M., Kairouz, S., Eroukmanoff, V., & Monson, E. (2016). Gambling patterns and problems of
gamblers on licensed and unlicensed sites in France. Journal of Gambling Studies, 32(1), 79-91.
https://doi.org/10.1007/s10899-015-9541-2

PwC UK. (2024). Review of Unlicensed Online Gambling in the UK: Trends, Risks, and Policy Implications,
Betting and Gaming Council, https://bettingandgamingcouncil.com/uploads/Downloads/PwC-Review-of-
Unlicensed-Online-Gambling-in-the-UK vFinal.pdf
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The UK Betting and Gaming Council commissioned a study® to gather evidence from 6,000
respondents to see how people are accessing unregulated gambling platforms. It found that
16% of respondents aged 18-24 had used at least one black market site, with 12.5% of the
same age group using social media to gamble.

Proportion of respondents that are aware of/use named black market online operators, by age
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Figure 2

Proportion of respondents using social media or messaging platforms
(e.g. WhatsApp) to bet/gamble
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0 Frontier Economics. (2024). The size and economic costs of black market gambling in Great Britain. Betting
and Gaming Council. https://bettingandgamingcouncil.com/uploads/Measuring-the-economic-impacts-of-
black-market-gambling-A-report-for-the-BGC-September-2024-FINAL.pdf.
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2.3 Problem Gambling and its Link to lllegal Gambling

Research consistently indicates that addictive gambling behaviours are significantly more
prevalent among users of illegal gambling platforms compared to those who engage with
regulated, domestic operators. For instance, a study!! found that individuals using
unregulated platforms exhibit markedly higher levels of gambling addiction, underscoring
the elevated risks posed by these operators.

This trend is further supported by other studies. A French study found that gambling on
unlicensed sites was associated with more intense gambling and more gambling-related
problems as compared to licensed sites.'? Additionally, users of illegal platforms are more
likely to engage with a wider range of game types, which increases the likelihood of
compulsive or disordered gambling behaviour.:®

The underlying motivations that draw users to these illegal platforms — such as ease of
access, better odds, or lack of restrictions — are explored in detail in the following section.

1 Hing, N., Russell, A. M. T., Browne, M., & Rawat, V. (2021). Gambling-related harms from digital gambling
among adolescents, young adults and adults, Addiction Research & Theory
,https://www.sciencedirect.com/science/article/pii/S027273582500008X

12 Costes, J.-M., Kairouz, S., Eroukmanoff, V., & Monson, E. (2016). Gambling on Licensed and Unlicensed
Sites in France, Journal of Gambling Issues, (33), pp. 9-29,
https://www.greo.ca/Modules/EvidenceCentre/files/Costes%20et%20al%20(2016) Gambling%20patterns
%20and%20problems%200f%20gamblers%200n%20licensed final.pdf

13 Gainsbury, S. M., Abarbanel, B., & Blaszczynski, A. (2017). Intensity and Gambling Harms: Exploring
Breadth of Gambling Involvement Among Esports Bettors, Gaming Law Review, 21(8), pp. 610-615,
https://doi.org/10.1089/gIr2.2017.21812

FIXING THE ODDS: A POLICY BLUEPRINT FOR CURBING ILLEGAL ONLINE GAMBLING _



https://www.sciencedirect.com/science/article/pii/S027273582500008X
https://www.greo.ca/Modules/EvidenceCentre/files/Costes%20et%20al%20(2016)_Gambling%20patterns%20and%20problems%20of%20gamblers%20on%20licensed_final.pdf
https://www.greo.ca/Modules/EvidenceCentre/files/Costes%20et%20al%20(2016)_Gambling%20patterns%20and%20problems%20of%20gamblers%20on%20licensed_final.pdf
https://www.greo.ca/Modules/EvidenceCentre/files/Costes%20et%20al%20(2016)_Gambling%20patterns%20and%20problems%20of%20gamblers%20on%20licensed_final.pdf
https://www.greo.ca/Modules/EvidenceCentre/files/Costes%20et%20al%20(2016)_Gambling%20patterns%20and%20problems%20of%20gamblers%20on%20licensed_final.pdf
https://doi.org/10.1089/glr2.2017.21812

3. USERACQUISITION AND
ENGAGEMENT

Acritical component underpinning the growth and sustainability of illegal gambling

platforms in India is their user acquisition, engagement, and retention strategies. These
platforms employ a sophisticated ecosystem of tools and tactics designed not only to attract
new users but to keep them actively engaged and continuously returning.

In this context, the following section provides an in-depth analysis of how illegal operators are
acquiring users in India, and the types of incentives they employ to retain and re-engage them.

3.1 Web Traffic Data

To better understand how Indian users discover and engage with these platforms, and to
what extent various digital channels contribute to sustained visibility and user acquisition,
we conducted a detailed analysis of the web traffic sources to major illegal gambling

platforms.

As identified in the previous section, we analysed the same 15 illegal gambling operators and
their mirror and clone websites — a total of 40 unique URLs. Using web analytics tools, we
analysed the traffic to these URLs over a defined period, breaking it down by source
category:14

Table 2: Overall Traffic and Traffic Channels for lllegal Gambling Operators from April 2024 to March 2025

Overall | Traffic Search

Traffic | Originati
(April 24 - | ng from
March 25) | India

Direct Referral Display Social Email
Organic  Paid

Operator Mirror/Clone URL

lwinbet.in 7.871M [ 93.74% | 2.1M 5.6M 434 162.6K 3K 9.5K 260

1win
1wins.in 4.169M | 98.76% | 799.4K | 3.3M 67 90.8K 3.3K 6.9K 117

Batery Bet| batery-bet.in 276.7M [ 99.76% | 163.1M [ 89M 177 16.4M 1.9M 6.3M 7.2K

1xBet 1xbetind.in 204.7M | 99.83% | 129.5M | 15.8M 980 46.5M 7.3M 5.7M | 10.3K

14 Direct Traffic: Users manually typing the URL or using bookmarks; Search Traffic: Visits from search
engines (organic and paid); Referral Traffic: Clicks from third-party websites (including affiliates, blogs,
adult content, etc.); Social Media: Redirects from social platforms; Display Ads: Programmatic advertising
and banners; Email: Traffic from email marketing campaigns.
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Overall Traffic Search
Traffic | Originati

Operator | Mirror/Clone URL (April 24 - | ng from Direct o . oaid Referral Display Social
March 25) rganic ai
ind.1xbet.com 1.336M | 79.87% | 313.9K | 970.3K 75 32.3K 538 19K 48
india.1xbet.com | 2.342M | 82.32% | 902.3K | 1.3M 279 74.8K 37.1K | 13.2K | 2.4K
4rabetd4.com 26.9M 97.35% | 17.7M | 816.8K | 2.2K 4.8M 2.1M 1.4M 202
4rabetsite.com 8.046M | 94.78% 4M 3.1M 60 618.8K 26.8K |249.8K | 343
4RaBet
4rabet-india.in 1.707M | 90.99% | 385.1K | 1.3M 57 33.8K 2.3K 4.1K 87
4rabetonline.in 38.1K 95.54% 7K 28.7K 10 826 64 1.5K 7
96p.in 96in.com 1.053M | 96.01% | 564.7K | 361.2K 16 78.1K 1.6K 47.3K 240
als.dfbocai.net 21.77M | 99.06% | 4.6M 16.6M 15 435.8K 5.9K 85.6K 131
als.dafabet.net 529.6K | 92.20% | 114.2K | 382K 4 12K 239 21.2K 6
Dafabet
als.sportdafa.net 138.3K 99.69% 9.4K 119.2K 5 4.3K 100 5.3K 4
dafabc.net 1.094M | 95.78% | 681.1K | 376.9K 8 19.2K 135 17K 44
fairplay24.in 81.35M | 99.93% | 54.6M | 20.4M 12 1.7M 48.2K | 4.6M 3.1K
Fairplay fairplayl.club 1.41M 99.74% | 669.4K | 654.9K 4 25.3K 1.2K 59.3K 44
fair-play.com.in 393.3K | 92.50% 87K 293.1K 8 12.5K 356 315 13
JeetWin | jeet-win.com.in 124.7K | 98.86% | 12.9K | 101.2K 2 6.5K 83 4K 3
mostbet.com.in 563.7K | 88.21% | 143.8K | 390.3K 52 18.8K 1.6K 9.1K 82
Mostbet
mostbetl.in 386.6K 87.76% | 79.2K 290.1K 22 11.8K 1.4K 4.1K 66
pari-match-
in.com 1.225B 99.86% | 812.9M | 139.2M 110 204.6M 31.2M 38M 4.7K
pari-bet.in 202.1M | 99.70% | 129.5M | 22.5M 472 33.6M 5.2M | 11.3M | 8.3K
win.pari-match-
in.com 1.196B | 99.86% | 759.3M | 130.5M | 561 207.3M | 32.8M | 65.9M | 1.9K
Parimatch
pari- 99.69%
matchin.com/ 1.186B % 801.9M | 74.5M 707 199.6M | 79.5M | 30.1M | 4.5K
global.parimatch.
com 1.454M | 86.44% | 236.2K | 1.1M 69 27.7K 1K 1.9K 69
bet-pmi.in 6.182M [ 94.51% | 2.1M 3.6M 77 240.5K 2.1K [ 253.9K | 777
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Overall | Traffic Search

Traffic | Originati
(April 24 - | ng from
March 25)

Operator | Mirror/Clone URL

Referral Display Social
Organic Paid

parimatchglobal.c

om/ 261.7K [100.00%| 39.3K | 168.4K [ N.A. 43K 548 10.4K 28
parimatchl.in 96.4K 93.99% | 10.6K 79.5K 3 2.5K 156 3.7K 8
parimatch.net.in 19.8K 98.43% 380 18.4K 2 324 38 730 2

stake.bet 724M 96.74% | 547M 8.1M | 70.4M | 78.2M 149M | 5.3M [ 30.3K

Stake stake.games 193M 95.75% | 132.8M | 2.3M |27.8M | 15.3M 7.4M 7.5M 8.6K

stake-india.in 1.522M | 96.92% | 408.3K | 1.1M 234 32.6K 2.4K 16.4K 89

Melbet mel-bet.in 555.9K | 93.71% | 202.3K | 310.8K 35 21.3K 1.3K 19.9K 197
22bet-india.com 34.9K 99.01% | 9.2K 24.7K N.A. 827 62 151 3
22 Bet
bet22.co.in 14.9K 88.64% 5.3K 8.4K 14 530 43 595 4

my10cric.com/ 18.41M | 99.64% | 8.2M 9.1M 35 419.7K 5.3K |[633.1K| 135

10Cric
10cricin.com 26.6K 83.21% 6K 18.6K 16 944 81 1K 7
bet365app.in 177.5K 92.17% 29.4K 136K 17 4.9K 247 6.9K 13
Bet365
bet-365.in 52.3K 95.42% 9K 40.2K 0 944 100 2K 3
5397.5303 3575.02 98.207 182.45 | 177.61 | 84.332
TOTAL M 94.79% 5M 553.99M M  [810.434M M M K

Our Key Findings are as follows:

3.1.1. Direct Traffic — 3.575 Billion Visits (66% of Total Traffic): Direct traffic emerged as
the largest source of user engagement, indicating that a substantial portion of users
are manually entering URLs, using bookmarks, or copying links from private
channels. This level of direct access suggests:

e The cultivation of an illusion of trustworthiness, where users perceive these
illegal platforms as established, credible brands.

e lllegal gambling operators may also engage in unsolicited marketing practices,
targeting individuals without their prior consent. This often involves acquiring
contact information—such as phone numbers or email addresses—from third-
parties. As a result, individuals receive unsolicited promotional messages via
email, SMS, messaging apps, despite having never opted in.
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e Distribution via private channels such as WhatsApp, Telegram groups, SMS
marketing, and affiliate communications is widespread. Users often paste shared
links directly into browsers, bypassing conventional discovery channels.

e A significant portion of direct traffic is also driven by mass media advertising,
including television commercials and billboard campaigns (see a detailed
discussion on outdoor advertisement below). These high-visibility campaigns
enhance recall and familiarity, making users more likely to access platforms
directly.

e Celebrity endorsements and influencer promotions further amplify brand
recognition, creating a strong perception of legitimacy and normalcy around
these platforms. In such contexts, users are more likely to recall URLs and access
them directly.

e Lastly, word-of-mouth referrals remain a powerful and organic driver.

3.1.2. Search Traffic — 652.2 Million Visits: Search engines, particularly Google (with a
>97% market share), remain a critical discovery channel for illegal gambling
platforms. Several concerning insights emerge:

e The illegal gambling platforms are successfully indexed and ranked high in search
results, aided by aggressive SEO tactics and weak enforcement by search
engines.

e Since data on paid traffic is unavailable, the role of browsers in driving user
access is likely underestimated in our analysis.

e The findings highlight failures by search engines to enforce advertising policies
and remove or limit the visibility of known gambling-related domains, despite
jurisdictional bans and platform guidelines.

DIRECT VS. BROWSER SEARCH TRAFFIC

A comparison of Direct traffic vs. Browser Search traffic across platforms highlights two distinct
patterns of user engagement: some operators rely more on direct visits (repeat users and brand-
loyal traffic), while others depend on organic search (users finding them via search engines).

Platforms like Stake (75% direct), Parimatch (65% direct vs. 11% organic), 1xBet, Fairplay, and
4RaBet show strong brand recognition and retention — users know and intentionally return to the
site regularly. These platforms have “stickier” audiences, making them harder to dislodge
through simple regulatory actions of delisting or domain blocks.

In contrast, platforms like 1win, Dafabet, Bet365, JeetWin, and Melbet rely more on organic
search—meaning their discoverability and traffic can be more influenced by search engine
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policies (for instance, if search results are filtered or demoted, those platforms could lose much
of their traffic). Some platforms maintain a balanced mix of both, indicating a blend of loyal
returning users and a steady influx of new traffic via search—a potentially more resilient growth
model (e.g., 10cric).

3.1.3.

Referral Traffic — 810.434 Million Visits: Referral traffic stems from third-party
websites (affiliates, links, DH

Home | India | Karnataka | Opinion | World | Business | Sports | Video | Entertainmer

traffic from direct media

News Shots Explainers Bengaluru Science P Trending P Photos DH Brandspot

buying, or news coverage) | mone P
directing users to illegal Best Cricket Betting Sites India: Where

gambling platforms. to Bet & Win Big in 2025

Follow Us = Eo <3
These often take the form

of listicle-style articles with
clickbait headlines such as

“Best Betting Sites in
India” —designed to drive
traffic and engagement.

For instance, a leading

Cricket betting in India is really taking off. The Indian Premier League (IPL) draws in many punters,
n EWS pa p e r rece n t Iy but it's not just the local stuff folks are getting into. International cricket betting is also getting
serious traction.

p U b I IS h e d a p I ece Wh |C h Bettors are getting more demanding, too, so bookies have to keep up. Among sought-after features are
live betting on cricket, live streaming, and mobile friendliness. As a result, many punters now prefer
using a reliable cricket betting app that provides instant access to matches, odds, and live betting

endorsed offshore and | mamet.

‘Wondering about the best cricket betting sites India has to offer? Your search ends here! I've

I I I ega I ga m b I I n g 0 pe ratO rS handpicked the top 5 bookies for IPL 2025 betting (but they're also great for other gambling options):

such as Parimatch, 22Bet,
1Win, Bilbet, and
Betandyou, highlighting their features, promotional bonuses, mobile user

Screenshot 1: Article on ‘Best Cricket Betting Sites’

experience, and payment options — while also embedding direct referral links that
redirected readers to these illegal platforms.*>

Another popular magazine provides a list of ‘leading crypto betting sites for 2025.”16

15 Deccan Herald. (2025). Best Cricket Betting Sites India: Where to Bet & Win Big in 2025.
https://www.deccanherald.com/dhbrandspot-pr/best-cricket-betting-sites-india-where-to-bet-win-big-in-

2025-3476204.

16 Qutlook. (2025). Leading Crypto Betting Sites For 2025 (Ranked & Reviewed).
https://www.outlookindia.com/xhub/e-gaming/leading-crypto-betting-sites-for-2025-ranked-reviewed
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Popular Crypto Betting Sites — Tried & Tested

1. Cloudbet — Best Bitcoin Betting Site Overall

Cloudbet stands out as the recommended choice for its user-friendly platform, fast payouts, and robust - WATCH | The Indus

security measures. With over 38 supp cryp iesand a g 100% deposit bonus of up Wabers Tresty:
Y What happens
1o $2,500, it caters to both new and experienced bettors. when water
becomes a
2. 1xBet — Crypto-Friendly Betting Site with Multiple Payment Options weapon?

3. Metaspins — Bitcoin Betting Platform with High Winning Potential

»

. Stake — Bitcoin Bookmaker Known for Instant Payouts

wn

. SapphireBet — Online Betting Platform with Localized Features

e

10Cric Casino — Online Bookmaker with a Focus on Cricket Betting

<

. 1Win Casino — Bitcoin Betting Site with a Large Selection of Slot Games
8. GGBet Casino — Crypto Betting Platform Focused on Esports

9. Winz.io Casino — Crypto Bookmaker Offering Wager-Free Bonuses

Screenshots 2 & 3: Article on 'Leading Crypto Betting Sites'

The referral traffic share varies widely across these illegal gambling platforms,
indicating different levels of reliance on affiliate networks and partner referrals (see
the graph below).

Referral Traffic Dependency by Operator

1xBet I, 22.37%
Parimatch I 16.91%
4RaBet I, 14.85%
Stake NG 10.18%
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Fairplay I 2.10%
Dafabet B 2.00%
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Referral Traffic (% of Total Operator Traffic)

Figure 4
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3.1.4.

A few operators depend heavily on referrals: 1xBet leads with more than 22 per cent
of its traffic coming via referrals, followed by Parimatch (approx. 17 per cent) and
4RaBet (approx. 15 per cent).

These high percentages suggest that these platforms have extensive affiliate
programs or partnerships funnelling users to their sites. Other platforms derive a
small fraction of traffic from referrals — generally in the 2 to 7 percent range (for
example, Bet365 approx. 2.5 percent, 10Cric approx. 2.3 per cent, Dafabet approx.
2.0 percent).

Social Media — 177.61 Million Visits: Social platforms drive a substantial amount of
traffic, although the actual volume could be significantly higher due to untracked in-
app mobile redirection.

Key channels include:

- YouTube: Through creator/influencer integrations, embedded links in video
descriptions, and promotional livestreams.

- Reddit: Subreddits sharing mirror sites, odds, and betting tips.

- Instagram and Facebook: Via stories, influencers, posts, brand pages, and
sports fan pages.

- X (Twitter): Often used for targeted ads, affiliate links, or meme-based
engagement.

- WhatsApp Web: A channel for private sharing and distribution.

Notably, the dataset does not differentiate between paid and organic social traffic,
meaning this number includes both sponsored content and user-generated sharing,
often indistinguishable in enforcement. Further, the social media channel reflects a
mix of peer-driven discovery and algorithmic promotion and amplification, posing a
complex enforcement challenge.
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How USERS FIRST DISCOVER ILLEGAL GAMBLING PLATFORMS IN THE UK

features that offer a competitive advantage over their regulated counterparts.’

Please see below:

of, how did you first hear about them?

Social media adverts

Sponsorships (e.g. at sporting
events or front-of-shirt
sponsors)

Other online adverts

Search engine (when looking
for gambing sites)

TViradio adverts

Video/streaming platforms

Gambling information
website/aggregator

Word of mouth
Print adverts

| first used them abroad

0% 5% 10% 15% 20%

Figure 5

To further validate our insights into how users find and access illegal gambling platforms,
we examined international research on the subject. A 2024 study highlights that unlicensed
operators in Great Britain employ a diverse range of marketing tactics and platform

According to the report, social media advertising (22%) and sponsorships (13%) were the
most commonly cited first points of contact by users engaging with black market platforms.

Q. For each of the following operators you said you were aware

25%

17" Frontier Economics. (2024). The size and economic costs of black market gambling in Great Britain.

https://bettingandgamingcouncil.com/uploads/Measuring-the-economic-impacts-of-black-market-

gambling-A-report-for-the-BGC-September-2024-FINAL.pdf.
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Screenshot 4: A Stake.com advertisement
on Reddit, featuring musician Karan Aujla.
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Screenshot 5: A Twitter post by former cricketer
Harbhajan Singh advertising BetWinner News,
linked to the Sports Betting Platform BetWinner.

Overall, the traffic analysis shows that
these illegal gambling platforms have
built resilient channels to reach Indian
they
relationships with users (ensuring

users: cultivate direct
high direct traffic), optimise their

search engine presence, deploy

numerous mirror sites to remain
reachable, and leverage affiliates and
social media to keep new users
coming. These patterns underscore
the challenge for regulators — simply
blocking one URL or ad channel has
limited impact when operators can
shift domains and tap into a ready
audience that actively seeks them

out.

3.2. Surrogate Advertising

A growing concern in the digital
advertising ecosystem is the use of
surrogate  advertising by illegal
gambling operators. These operators
bypass regulatory restrictions by
that

mimic the branding, logos, and names

establishing spin-off entities
of popular illegal gambling platforms.
These

sports news websites,

surrogates—often styled as
merchandise
brands, or entertainment portals
which are otherwise legal categories—
are used to subtly promote their core
services  while

illegal gambling

maintaining a facade of legitimacy.
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Most importantly, these spin-off entities are used to recruit brand ambassadors, often
celebrities and athletes or to facilitate sponsorship deals. A notable controversy erupted
when Indian cricketer Shikhar Dhawan was announced as the brand ambassador of 1xBat, a
so-called sports news and sportswear brand.!® While presented on social media as a
legitimate association, 1xBat is widely recognised as a surrogate for the illegal gambling
platform 1xBet, sharing similar visual branding and naming conventions. This connection
was officially acknowledged in an October 3, 2022 advisory by the MIB, which included
1xBat as a clear example of surrogate advertising on digital media.'?

Further, surrogate platforms such as Dafa News—allegedly operated from the Philippines as
a proxy for Dafabet and Parimatch News, linked to the Cyprus-based betting operator
Parimatch, have reportedly secured official partnerships with high-profile sports leagues like
the Pro Kabaddi League. This not only boosts their visibility among Indian audiences but also
lends them a sense of credibility that masks their association with illegal gambling
operations.

CASE STUDY: 1XBAT.cOM = 1XBET MIRROR

Our research further uncovered a striking example of this deceptive ecosystem. When users enter
the URL http://www.l1xbat.com/—purportedly positioned as a standalone sports news or

merchandise site—they are automatically redirected to https://1xbetind.in/, one of the many
mirror websites of 1xBet (https://1xbetind.in/), an offshore illegal gambling operator.

This redirection is not a technical glitch—it is a deliberate design choice to funnel users from a
seemingly harmless portal to an illegal betting platform. This tactic further reinforces how
surrogate brands serve as camouflage, luring users into the gambling ecosystem under false
pretences.

18 G2G News. (2024). Mid-Day publishes 1xBat ad amid surrogate betting concerns.
https://g2g.news/gaming/mid-day-publishes-1xbat-ad-amid-surrogate-betting-concerns/

1% Ministry of Information & Broadcasting. (2022). Advisory on Advertisements of Online Betting Platforms,
https://mib.gov.in/sites/default/files/2024-
02/Advisory%20t0%20Digital%20News%20Publishers%20and%200TT%20Platforms%2003.10.2022%20%2
81%29%20%281%29.pdf.
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'‘Parimatch IPL Schedule’ to a user's cart. placements.

The illegal gambling platform Batery Bet actively markets itself through a surrogate website
called ‘Batery Al,” which mimics the appearance of a legitimate tech or gaming news site.?°
The platform's digital footprint extends to social media, with a dedicated Instagram page
under the handle @batery_ai, which reinforces its legitimacy by regularly posting content
and directing followers to the surrogate site. A simple Google search for ‘Batery’ reveals the
effectiveness of this strategy. Among the top search results are Batery Bet (the illegal
gambling platform), Batery Al (the surrogate website), and the Batery Al Instagram page.
This ranking demonstrates how illegal operators are successfully exploiting search engine
optimisation (SEO) techniques and digital branding conventions to gain visibility and

’{

credibility. The use of the ‘.ai’ domain—a popular top-level domain associated with
technology and innovation—further obfuscates the platform’s true nature, lending an

unwarranted sense of legitimacy. By leveraging trending domain extensions and SEO best

20 Fazal, 1. (2024). ASCI escalates issue of illegal betting and gambling platforms’ ads to MIB. Storyboard 18.
https://www.storyboard18.com/advertising/asci-escalates-issue-of-illegal-betting-and-gambling-platforms-
ads-to-mib-41941.htm
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practices, such platforms are not only circumventing detection by authorities and
automated systems but are also misleading users into believing they are engaging with a
legitimate, tech-forward service.

Get up to ¥150,000
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Screenshot 7: Batery Bet front page, with endorsements from former Indian cricketers Yuvraj Singh and
Mithali Raj
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UAE's Historic T20I Series y v 4 CHARGE TO WIN
Win Over Bangladesh

Screenshot 8: Batery.ai, a surrogate website for Batery Bet
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Screenshot 9: Google search results for 'batery’

The examples of Batery Bet, 1xBet and DafaBet demonstrate that we need scrutiny to curb
surrogate advertising, more stringent monitoring of domain registrations, and enhanced
cooperation between regulators and digital intermediaries to curb the online visibility of
illegal gambling operations.

3.3. Out of Home (OOH) Advertisements

While digital platforms continue to be the primary avenue for marketing by illegal gambling
operators, outdoor advertising has rapidly emerged as a second powerful pillar in their user
acquisition strategy — enabling them to gain mass visibility in broad daylight.
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In the lead-up to major sporting events like the Indian Premier League or during festive
seasons, ads for illegal offshore betting brands such as 1xBet, Parimatch, and Betway have
become ubiquitous—spotted in metros, large-format roadside hoardings, and mall
exteriors, buses, autos, and even inside transit stations.
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10: Pictures of OOH ads of illegal
gambling platforms

Several systemic factors have enabled this practice to thrive, chief among them being the
lack of awareness and due diligence among advertisers and agencies. Compounding the
issue is the fragmented regulatory landscape — outdoor advertising often falls under the
jurisdiction of local authorities, such as municipal bodies or state governments, leading to
inconsistent enforcement and oversight.

3.4. User Friction, Platform Design and Growth of lllegal Market

Economists widely acknowledge that illegal markets often emerge when regulatory or tax
measures distort the price or availability of goods and services, creating friction for
consumers.?! These frictions can be broadly categorised into price-related frictions and
product-related frictions.

Price frictions arise when regulations or taxes make legitimate products more expensive or
less rewarding for users. For instance, in the context of online gaming in India, high taxes of
28% on deposits significantly reduce the value users receive. These distortions incentivise

2L “Regulus Partners. (2024). Reducing Online Gambling Black Markets — An Analysis of International
Practices Used to Combat Online Gambling Black Markets.
https://www.entaingroup.com/media/zh2n0i0s/regulus-report-2024-black-market-gambling.pdf
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players to seek out illegal platforms that avoid such costs and redirect the savings into
lucrative financial incentives, thereby increasing their appeal.??

Product frictions occur when regulations limit the design or availability of product features.
While some restrictions like self-exclusion tools or documentation requirements are
essential for consumer protection, overregulation also introduces user friction that illegal
platforms capitalise on.?> Without such constraints, illegal operators are able to offer
seamless onboarding, greater anonymity, and unrestricted gameplay, enhancing their
attractiveness. Regulatory constraints may be necessary for public policy and player safety,
but they must be accompanied by effective deterrents to illegal market usage. Otherwise,
they risk becoming counterproductive by unintentionally driving users toward unregulated
alternatives.?*

Globally, product and price frictions have been shown to directly fuel illegal market activity.
For example, in Germany, tax-driven price frictions have contributed significantly to the rise
of illegal gambling.

The UK Betting and Gaming Council study® found that users who knowingly engaged with
illegal gambling platforms cited enhanced product offerings as a primary motivation. Key
attractors included better bonuses, higher payout odds, and more convenient account and
payment systems. Notably, users also preferred illegal platforms for offering features not
permitted under regulated frameworks—such as complete anonymity, the ability to bypass
documentation requirements, and the absence of consumer tools such as self-exclusion.

22 public Gaming Research Institute. (2025). Dutch gambling operators concerned as regulator reports rise in

black market activity. https://www.publicgaming.com/news-categories/regulatory-issues/14289-dutch-
gambling-operators-concerned-as-regulator-reports-rise-in-black-market-activity

23 iGaming Business. (2020). Sweden: Europe’s Accidental Black Market. https://igamingbusiness.com/leqgal-
compliance/sweden-europes-accidental-black-market/

24 For a detailed discussion on the deterrents needed in the Indian context, please refer to the
recommendations section of this report.

%5 Frontier Economics. (2024). The size and economic costs of black market gambling in Great Britain. Betting
and Gaming Council. https://bettingandgamingcouncil.com/uploads/Measuring-the-economic-impacts-of-
black-market-gambling-A-report-for-the-BGC-September-2024-FINAL.pdf.
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Figure 6

These trends were further validated by a study in Finland, which employed open-ended
responses to understand why users gravitate towards illegal platforms. The findings
revealed a hierarchy of motivations:?®

a. Game Variety and Features: 76% of respondents cited a larger game supply, faster
gameplay, and higher potential payouts as the primary reason for choosing illegal
platforms.

b. Bonuses and Usability: 33% emphasised ease of entry, fast winnings, and superior
user experience as key advantages.

c. Curiosity and Internal Motivation: 18% of users indicated that they engaged with
illegal platforms out of personal interest or as a way to pass time.

d. Social Influence and Tool Avoidance: A smaller share was influenced by peer
recommendations or the desire to avoid consumer protection tools available on

regulated sites.

An Australian study further illustrates that users of illegal gambling platforms tend to
prioritise aspects such as payout rates and overall game experience, while placing less
importance on operator reputation, licensing jurisdiction, or the safety of payment
methods.?’ This signals a fundamental shift in user decision-making—away from regulatory
trust and towards immediate gratification and perceived value. The study also highlights
that users of illegal platforms show significantly higher levels of problem gambling severity,

%6 Hagfors, Oksanen, Salonen. (2023). Gambling Motives and Offshore Gambling: A Finnish Population Study.

J Gambl Stud. 40(2). 825-840. doi: 10.1007/s10899-023-10253-8.

Nerilee Hing et al. (2022). Gambling prevalence and gambling problems amongst land-based-only, online-
only and mixed-mode gamblers in Australia: A national study, Computers in Human Behaviour, Volume
132, 107269, ISSN 0747-5632, https://doi.org/10.1016/j.chb.2022.107269. Available at
<https://www.sciencedirect.com/science/article/pii/S0747563222000917>
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with gambling intensity characterised by higher frequency and a broader range of activities.
Users of illegal platforms appear to constitute a distinct cohort—more impulsive, more risk-

tolerant, and more susceptible to harm.

A similar pattern is emerging in India, where the appeal of illegal platforms lies not just in
their accessibility, but also in the immersive and high-risk experiences they offer. lllegal
platforms such as Stake and 1xBet incorporate psychological design techniques—such as
variable reward systems, “near-miss” effects, and gamified notifications—that exploit
cognitive biases and promote compulsive engagement. Furthermore, illegal gambling
platforms often facilitate higher-risk betting, which amplifies excitement and thrill. This
high-stakes environment is particularly attractive to sensation-seeking youth and those with
impulsive tendencies, placing them at a heightened risk of developing gambling problems.

The psychological toll is increasingly visible in India.?® Users of illegal gambling platforms are
at the risk of elevated levels of anxiety, depression, and emotional instability. The absence
of consumer protection tools and harm-reduction mechanisms intensifies user vulnerability,
turning casual play into addictive behaviour.

There is a need for a deeper understanding of user attitudes and behavioural motivations to
craft effective laws and enforcement mechanisms to curb illegal gambling ecosystems.
Importantly, by making the social and personal costs of illegal gambling more visible—
especially the risks to financial stability—policy interventions may reduce the perceived
advantages of using such platforms.

28 Krishnan, M. (2025). India: Addicted to online betting and fantasy gaming. dw.com.
https://www.dw.com/en/india-addicted-to-online-betting-and-fantasy-gaming/a-72057412
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4. PAYMENTS

The illegal online gambling ecosystem leverages the multifaceted payment infrastructure

in India. Platforms utilise a mix of Unified Payments Interface (UPI) transfers, digital
wallets (e.g., Paytm, PhonePe, etc.), net banking/IMPS, and cryptocurrencies to facilitate
transactions.
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Screenshot 11: Payment methods from a mirror of 1xBet.

Despite regular enforcement efforts by agencies like the Enforcement Directorate (ED)?° and
the Financial Intelligence Unit — India (FIU-Ind),3° these illicit platforms adapt by rotating
payment providers, employing surrogate advertising, and utilising decentralised financial
tools.3!

2 The Hindu. (2024). ED freezes X123-crore in illegal online loans, gambling, and betting apps case.

https://www.thehindu.com/news/national/ed-freezes-123-crore-in-illegal-online-loans-gambling-and-
betting-apps-case/article67896216.ece.

30 Ministry of Finance. (2024). Press Release — FIU-Ind Imposes Penalty on PayTM Payments Bank Ltd.

https://pib.gov.in/PressReleaselframePage.aspx?PRID=2010719.

31 Digital India Foundation. (2025). lllegal Gambling and Betting Market in India: The Scale and Enablers.
Ihttps://digitalindiafoundation.org/wp-content/uploads/2025/03/Gambling-and-Betting-Market-in-
India.pdf.
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In recent studies, including reports by SASTRA3? and the Digital India Foundation,®?
researchers have documented the sheer variety of payment mechanisms enabling illegal
gambling operations to reach users with minimal friction.

In this section, we build upon the existing literature—limited though it may be—by shifting
focus from simply cataloguing payment methods to unpacking the flow and functionality
behind these transactions. We explore how payment infrastructures are systematically
exploited, and how the architecture of digital payments is manipulated to sustain illegal
gambling platforms.

4.1 Payment Service Provider Policies on Gambling Transactions

Major Indian payment service providers explicitly prohibit transactions for illegal
products/services in their policies. A review of key players shows a consistent stance:

a. Razorpay: Lists betting/gambling as a banned business category. Its terms forbid
providing services including “Gaming/gambling which includes lottery tickets, sports
bets, memberships/enrolment in online gambling sites, and related content” and
“Businesses  outrightly banned by law (e.g., betting and gambling...
lotteries/sweepstakes & games of chance.”**

b. Paytm (Paytm Payments Bank & Wallet): Paytm’s UPI terms and conditions under
“Transaction Monitoring” state that transactions may be rejected on the following
grounds: “..risk management concerns, suspicion of fraudulent or illegal
transactions, dealings in prohibited items, use of compromised or blacklisted cards or
UPI accounts, chargebacks/complaints, or other criteria as defined in the Payment

Participant Rules.”*®

Additionally, its UPI terms and conditions under “Terms and Conditions for Linking
RuPay Credit Card to UPI via PAYTM” stipulates UPI transactions through credit cards
are not applicable on the following merchant categories, including “Government-
Licensed On-Line Casinos (On-Line Gambling)” and “Betting, Including Lottery Tickets,
Casino Gaming Chips, Off-Track Betting, and Wagers at Race Tracks.”

32 Security and Scientific Technical Research Association (SASTRA). (2024). Curbing Betting and Gambling in

India - A National Security Imperative.
33 Digital India Foundation. (2025). lllegal Gambling and Betting Market in India: The Scale and Enablers.
Ihttps://digitalindiafoundation.org/wp-content/uploads/2025/03/Gambling-and-Betting-Market-in-
India.pdf.
Razorpay. Terms and conditions. https://razorpay.com/terms/.

34

35 payTM. UPI Terms and Conditions. https://paytm.com/company/terms-and-

conditions?company=one97&tab=upi.
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c. PayU: PayU has a “Banned/Restricted Categories” list that expressly forbids
“Gaming/gambling which includes lottery tickets, sports bets, memberships/
enrolment in online gambling sites, and related content” and “Online betting (of any
nature or sort), online Gambling (of any nature or sort) and games of chance (of any
nature or sort)”.36

d. CCAvenue: CCAvenue follows strict underwriting — under “Prohibited Businesses,”
they reject merchants in the “gambling which includes lottery tickets, sports bets,
memberships/ enrolment in online gambling sites, and related content, Casino
gaming chips, off-Track betting and wagers at race tracks” category.?’

e. Credit/Debit Cards: Using cards directly on illegal betting sites is comparatively more
difficult (as banks often block gambling MCC codes), but some offshore operators
find workarounds. They may bill card payments as e-commerce purchases or route
them via foreign payment gateways. For instance, certain sites like Stake and
Parimatch list Visa/MasterCard options, sometimes facilitated through overseas
processors or disguised descriptors.

f. Net Banking & IMPS: Many sites support direct net banking or Immediate Payment
Service (IMPS) transfers. Users are given bank account details (often of shell
companies or individuals) to send money. These accounts are frequently rotated or
held under false names (“benami” accounts) to evade detection. The hawala system
— an off-record money transfer network — is also used on the back end to move funds
collected via bank transfers out of India.®®

36 payU. Annexure 2: Restricted Business List, Banned Restricted Category List.,

https://payu.in/bannedrestrictedcategorylist/

37 CCAvenue. Prohibited Businesses, Merchant Registration & On-boarding Process.

https://www.ccavenue.com/compliance.jsp.

38 Storyboard18. (2025). UPI brand name abused by offshore betting platforms to lure Indian users.

https://www.storyboard18.com/gaming-news/upi-brand-name-abused-by-offshore-betting-platforms-to-
lure-indian-users-57675.htm.
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Screenshot 12: More Payment Options on 1xBet

ASK A QUESTION ‘

g. Other Methods: Prepaid cards and international e-wallets (Neteller, Skrill, AstroPay,
etc.) are also used. AstroPay, for example, lets Indian users fund an account that can
be used on gambling sites — effectively acting as a bridge between Indian payment
methods and offshore sites.
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Some illegal gambling apps operating on a franchise model (like the Mahadev app) even
collect cash deposits through local agents, which are then pooled and injected via bank
accounts or crypto channels.?

4.2 Key Emerging Trends and Common Methods Used to Exploit Payment
Ecosystem

This raises a critical question: how do illegal gambling operators continue to facilitate the
flow of funds despite the above restrictions? The present section outlines the evolving
tactics employed by these operators to exploit loopholes and vulnerabilities within India’s
payment infrastructure.

4.2.1. UPI, Mule Accounts and Mobile APKs

The United Payments Interface (UPI) system has become the primary channel for processing
deposits on illegal gambling platforms. The transaction flow via money mules using UPI
typically follows a clear trail often facilitated via malicious mobile applications (APKs), which
act as key tools for onboarding and managing these mules.

Cybercriminals have developed sophisticated apps such as XHelper (explained below), which
play a central role in orchestrating and managing extensive networks of money mules.
These apps form the technological backbone for fake payment gateways used in a variety of
scams—including pig butchering, task-based frauds, loan scams, e-commerce frauds, and
illegal gambling operations.

The apps are commonly distributed through websites disguised as legitimate businesses,
often claiming to offer “money transfer services”. To illustrate how this ecosystem
functions, we have provided a simplified breakdown using one such application ‘XHelper’.

Xhelper is an illegal Android app used to manage mules. It looks like a normal “money
transfer business” app but is actually used for money laundering in scams like fake loans,
gambling, etc. The app helps scammers collect, move, and pay out stolen money efficiently.

3% Directorate of Enforcement. (2023). Press Release — Mahadev Online Book.

https://enforcementdirectorate.gov.in/sites/default/files/latestnews/Press%20Release%20-
%20Mahadev%200nline%20Book%2015.09.23.pdf
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include:
[
[

Preferen
[ ]
[ ]

Recruitment Mechanism: Money mules are recruited by
individuals referred to as Agents, typically through Telegram (Payout Orders — active role)
groups. These agents present themselves as operators of a high-
volume money transfer business. Recruitment strategies

Money Movement Flow: The illicit flow of funds follows a
structured path:

How DoEes XHEeLPER ApPP WORK?

Training and Operational Instructions: The malicious mobile
application integrates a Learning Management System (LMS) to o Step 1: Onboarding -
onboard and train new money mules. Training modules cover: m"rzgf’st“e“r":; fﬁiii,kfd ~ L
® Steps to receive and transfer funds as per assigned They must provide: == N
orders. * UPIID (in a special format) | / ﬂ
« Net banking credentials [ |
® Procedures to manage blocked bank or UPI accounts. (D Ersom f&::_;,yl : l |
e Communication scripts for interacting with bank They are told not to change these passwords.
officials and responding to cyber complaints. .
. e Step 2: Receiving Orders
e Guidelines to open fake corporate or merchant bank )
) ) . The app assigns mules “orders”
accounts using fabricated documentation. to either:
» Receive money (Collection COLLECTION

Orders— passive role)
* Send money to another account

PRYOUT

Mules must use the bank app that matches
the assigned bank to avoid detection.

e Step 3: Execution & Rewards

Mules get money in their
account and must send it out

Referral-based incentives.

A pyramid-style structure encouraging each mule or within 10 minutes.
agent to bring in more participants, thereby expandin They must upload a
g g P P ! v P g screenshot to prove
the network. they completed the
order.

On success, they earn a commission—often
paid in crypto (USDT).

Funds are deposited into the mule’s personal or

merchant bank account.

Mules are instructed to immediately forward the funds to corporate mule a/c controlled by app
operators.

These funds are then converted to cryptocurrency, typically USDT, through exchange platforms.
After deducting a commission, a portion is paid back to the mule as an incentive.

ce for Corporate Accounts: The use of corporate or merchant bank accounts is intentional due to:

Higher transaction limits, enabling large fund movements and lower scrutiny in certain banking channels.
Mules are trained (via LMS) to open such accounts with fake business documents (e.g., GST, trade
licenses, or Udhyam registrations).

Techniques to Evade Detection: To bypass financial monitoring systems and app-based restrictions, the following
methods are taught:

Using bank-specific UPI apps (instead of popular ones like PhonePe or Google Pay) to reduce the chances
of red-flagging.

Registering UPI with altered mobile numbers to intercept OTPs.

Using merchant VPAs to mask transactions as business-related.

Providing fabricated justifications during banking inquiries (e.g., claiming transfers are to friends or
vendors).

Handling Account Freezes: When accounts are flagged or frozen:

Mules are advised to contact UPI app support and submit fake business documents to justify unblocking.
In case of persistent issues, they are instructed to visit bank branches and falsely explain the nature of
their transactions.

Where complaints are lodged by victims, mules are told to: Identify and contact the complainant, Settle
the amount or Obtain a No Objection Certificate (NOC) and submit it to the bank to unfreeze the
account.

Source: CloudSEK. (2024). Shadow Banking in your Pocket: Exposing Android App Used by Money Mules.

<Whitepaper Report - CloudSEK> Accessed on 21/03/2025 at 04:34 PM.
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Maijority of illegal gambling operators are using such APls and illegal payment gateways to
process payments. The Ministry of Home Affairs released an advisory in October 2024
warning about “illegal digital payment gateways” being set up by transnational syndicates.*°
These gateways, relying on mule or rented accounts, were being offered as a service for
collecting deposits on illegal platforms, including betting and fake investment scams. The
advisory also noted that such mule accounts are often sourced through platforms like
Telegram and Facebook and are remotely controlled from overseas.*

However, there is no indication that these operations have declined. On the contrary, as
reflected in the traffic analysis above, the sheer volume of financial activity suggests that
current enforcement efforts against these syndicates have been largely ineffective.

4.2.2. Digital Wallets and International Payment Gateways

Digital wallets have also been widely exploited by illegal gambling operators. These
platforms often act as intermediaries—users deposit funds into wallets, which are then
transferred to betting operators. This two-step process helps obscure the transaction’s final
destination.

CASE STUDY: USE OF DIGITAL WALLETS IN CHINESE-LINKED ILLEGAL BETTING OPERATIONS IN INDIA*?

An investigation by the ED in 2020 uncovered a major transnational betting racket operated by
Chinese nationals through Indian companies. The network was primarily run via online betting
websites hosted overseas, which targeted Indian users with simple games of chance promising high
returns. These operations were enabled through a sophisticated ecosystem that leveraged both
traditional banking channels and digital payment platforms.

Central to the financial layer of this racket was the use of online wallets like Paytm, Cashfree, etc.
These platforms were used not only for collecting large volumes of deposits from Indian users but also
for disbursing agent commissions. For instance, one entity, Dokypay Technology Pvt. Ltd., reportedly
collected over INR 1,268 crore in a year, with INR 300 crore coming in through Paytm’s payment
gateway and another INR 600 crore transferred out via the same channel.

Investigators uncovered that several Indian companies were established by Chinese nationals, aided
by local chartered accountants. These entities then recruited local associates to open bank accounts
with HSBC and register wallet accounts on platforms like Paytm and Cashfree, with ultimate control

40 Ministry of Home Affairs. (2024). Advisory against lllegal Payment Gateways.
https://pib.gov.in/PressReleaselframePage.aspx?PRID=2069000.

4 Ibid.

42 NDTV. (2020). Chinese Ran Online Betting, Crores Sent Via Paytm Gateway: Probe Agency.
https://www.ndtv.com/india-news/enforcement-directorate-freezes-bank-accounts-after-firms-found-
running-chinese-betting-apps-2287408.
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residing with Chinese nationals. Once operational, bank and wallet access credentials were sent to
handlers in China, who issued instructions for financial operations.

The wallets’ limited due diligence and failure to flag high-risk transactions created an enforcement
blind spot that allowed the betting platforms to operate across India undisturbed for a significant
period. This case underscored systemic weaknesses in wallet-based KYC and AML controls at the time.
Following enforcement actions, roughly INR 47 crore was frozen.

As enforcement ramped up, the FIU-Ind imposed an INR 5.49 crore fine on Paytm Payments
Bank for failing to report suspicious activity linked to online gambling transactions.*? It was
found that proceeds of online illegal gambling were routed through accounts at Paytm
Payments Bank, which were not flagged properly.

The illegal gambling operators provide customers with a variety of methods to make
deposits and withdrawals. In addition to UPI and domestic digital wallets, many users
establish direct links to international payment gateways associated with gambling
platforms.** They also rely on international e-wallets such as Astropay, Neteller, Skrill,
among others. Astropay, in particular, has gained prominence within the global gambling
ecosystem for its widespread adoption and ability to cater to Indian users.*> By effectively
obscuring the final destination of transactions, Astropay enables deposits and withdrawals
that circumvent RBI regulations, thereby facilitating financial activity beyond the scope of

regulatory oversight.

4.2.3. Cryptocurrency

Cryptocurrency has become a significant payment mechanism for illegal gambling, especially
for international platforms. Sites such as Stake (endorsed by international celebrities),
primarily encourage crypto deposits (Bitcoin, Tether/USDT, Ethereum, etc.). Crypto provides
anonymity and is allowing offshore gambling sites to bypass the Indian financial system

entirely.

In its Annual Report 2024, the FIU-Ind highlighted these concerning trends. Drawing from
Suspicious Transaction Reports (STRs) submitted by various reporting entities, as well as its

4 Ministry of Finance. (2024). Press Release — FIU-Ind Imposes Penalty on PayTM Payments Bank Ltd,
https://pib.gov.in/PressReleaselframePage.aspx?PRID=2010719.

4 Centre for Knowledge Sovereignty. (2024). Gambling Away India’s Sovereignty - Whitepaper On lllegal
Gambling and Betting in India: Risks, Challenges, and Responses. https://cksindia.org/gambling-away-
indias-sovereignty/.

4 Ibid.
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own operational analysis shared with law enforcement agencies, FIU India noted several red
flags. Chief among them were the use of Virtual Digital Assets (VDAs) in betting and
gambling activities, and the operation of mule accounts at Indian VDA exchanges. These
accounts, often accessed via VPNs, were found to be receiving large volumes of VDA
deposits from unhosted wallets and offshore exchanges, raising serious financial and
national security concerns.

4.3 Regulatory Response

Most recently, the Ministry of Finance on March 22, 2025, revealed intensified enforcement
against these offshore online entities, with nearly 700 under investigation. So far, DGGI has
blocked 357 illegal or non-compliant websites/URLs, attached almost 2,000 bank accounts
and INR 4 crore in collaboration with Indian Cybercrime Coordination Centre (I14C) and the
National Payment Corporation of India (NPCI). Additionally, 392 bank accounts linked to UPI
IDs on these offshore sites have been placed under a debit freeze, provisionally attaching
INR 122.05 crore.

The NPCI, which operates UPI, has launched public awareness campaigns cautioning users
about scam transactions. However, these efforts often shift the burden of vigilance onto
users, rather than addressing the underlying systemic vulnerabilities.

In a more proactive step, the Indian Cyber Crime Coordination Centre (14C) reported that
since the launch of its “suspect registry” on September 10, 2024, it has shared information
on over 2 million mule accounts and more than 800,000 suspects with banks, financial
institutions, and law enforcement agencies — helping prevent fraud worth over INR 2,889
crore. Complementing this, the Reserve Bank of India has also rolled out its “MuleHunter”

initiative to crack down on mule networks.4®

Despite these steps, significant gaps in regulation persist. A sustained, dedicated focus is
needed to tackle this threat to our financial ecosystem.

46 Reserve Bank Innovation Hub. https://rbihub.in/mule-hunter-ai/
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5. REGULATORY FRAMEWORK

5.1 Indian Legal Framework

The existing Indian regulatory framework on gambling, betting and games of skill is
characterised by a disjointed yet gradually evolving regulatory landscape®’ that reflects the
country’s colonial legal heritage alongside modern digital imperatives. Historically, the
Public Gambling Act of 1867 has served as the primary legal instrument, a statute that was
conceived long before the advent of the internet and, as such, does not explicitly account
for online activities. In recent years, however, the rapid digitalisation of commerce and
leisure activities has prompted both state governments and central authorities to re-
examine and, in some instances, modernise their approach.*®

To offer a consolidated view, we have compiled a list of the key applicable laws along with
associated liabilities.

Table 3: Key Laws and Liabilities applicable to lllegal Gambling Platforms

Law/Act Key Provision(s) Liability \ Comments
Penalise public gambling Keeper or manager of | Principle framework
and the operation of gambling premises. governing betting and
common gaming houses. gambling in India.

The Act does not apply to Betting and Gambling
Public Gambling games of mere skill. being the state subject
Act, 1867 (PGA) under Entry 34 of List Il,
majority of the states

have adopted PGA with
minimal changes (read
more below).

Intermediary Allows online real money Intermediaries The IT Rules remain
Guidelines (IT games that are deemed unenforceable given

47 Madjov, S. (2020). India’s Richest Cities and Its Large Online Gambling Communities, ENV Media.
https://env.media/indias-richest-cities-and-its-large-online-gambling-communities/

4 Sanju George, Richard Velleman, Abhijit Nadkarni. (2017). Gambling in India: Past, present and future,

Asian Journal of Psychiatry, Volume 26, Pages 39-43, ISSN 1876-2018,
https://doi.org/10.1016/].ajp.2017.01.018.
https://www.sciencedirect.com/science/article/pii/S1876201816302258
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Law/Act

Rules, 2021)

Key Provision(s)

permissible, while
prohibiting any game that
involves wagering on
outcomes.

Places a due diligence
obligation on intermediaries
to make reasonable efforts,
both on their own and
through their users, to
ensure that content related
to advertising, surrogate
advertising, or promotion of
non-permissible online
games is not hosted,
displayed, or uploaded.

Liability

Comments

that no self-regulatory
bodies (SRBs) have been
designated to
operationalise the rules.

Places a due diligence
obligation on intermediaries
to make reasonable efforts,
both on their own and
through their users, to
prevent the hosting, display,
or upload of content that
relates to or promotes
gambling.

Intermediaries

Bharatiya Nyaya
Sanhita, 2023

Engaging in unauthorised
betting, gambling, or similar
offences as part of a group
or gang is considered petty
organised crime.

Persons engaged in
betting and gambling

Companies Act,
2013

Require every foreign
company to register with
the Registrar— and submit
documents including
constitution, details of
directors, Indian
representatives, office
addresses, and a
declaration of legal
compliance.

Foreign companies

lllegal platforms are
offering services to
Indian citizens, but
according to internal
assessments, none of
them appear to be
registered with the
Registrar.

Integrated Goods
and Services Tax
Act, 2017 (IGST

Requires offshore suppliers
of online money gaming to
register under the IGST Act

Offshore online
money gaming
operator

If the supplier of an
online money game, or
someone they appoint,
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Law/Act Key Provision(s) Liability Comments
Act) and is liable to pay taxes. fails to register or pay
taxes, then DGGI is
empowered under law
to issue takedown of
such offshore operators.
Prohibits misleading and Advertisers, As gambling and betting
advertisements pertaining endorsers, and including illegal
Consumer to pr.oa.’ucts and services platforms p/atfc.)r.ms fall under
Protection Act, prohibited by law. proh./b/ted product /
CCPA Guidelines serwce. category,
and Advisories advert/s_ements
promoting them are
also not permitted
under these provisions.
ASCI Code prohibits Advertisers, Products prohibited or
advertisements for products | advertising agencies, | restricted by law
Advertising and services which are and media, along includes gambling,
Standards Council | banned under law. with real money betting and illegal
of India (ASCI) gaming operators online gambling
Code and ASClI guidelines cover self- platforms
associated regulatory advertising
guidelines standards for real money
gaming. Covers disclaimers,
audience targeting, etc.
Permits only those foreign Individuals Prevents fund transfers
outward remittances from to offshore gambling
India for purposes that are platforms.
legal. Remittances of
Income from lottery
FEMA / RBI winnings, racing/riding,
Guidelines sweepstakes etc. are
prohibited under the FEMA
Act, 1999 read with Foreign
Exchange Management
(Current Account
Transaction) Rules, 2000.
Games of chance, including | Casino or any other Only those games of
casinos are a reporting games of chance chance including casinos
PMILA, 2002 entity. operators that are licensed under

a state law fall here.
Which means, operators
in Sikkim and Goa.
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Law/Act

Goa, Sikkim

Key Provision(s)

Legalises and regulates
certain forms of gambling
through licensing.

Liability

Casinos and licensed
premises

Comments

Only two states in India
allow gambling and
betting in India.

As per the FATF India
Mutual Evaluation
Report — neither states
have accepted licensing
applications from online
casinos — therefore only
physical casinos in these
states.

Rest of the States

Prohibits gambling and
betting.

Operators of
gambling and betting

All the other states
prohibit gambling and
betting. In some states,
games of skill which are
principally protected
category under PGA and
the Constitution are also
banned — for instance,
Telangana and Andhra
Pradesh.

5.2 International Best Practices for combating lllegal Online Gambling

Platforms

The global landscape offers critical lessons for India. Jurisdictions around the world have

adopted varied measures in response to the proliferation of illegal gambling platforms. They

demonstrate robust frameworks with centralised oversight, targeted website blocking,

advertising restrictions, payments blocking, and a focus on consumer welfare and cross-

border collaboration.

5.2.1. Payment Blocking

The financial infrastructure underpinning illegal online gambling ecosystems serves as both

a critical enabler and a strategic intervention point in regulating illegal online gambling.

Disrupting payment flows to unlicensed platforms is among the most effective measures to
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combat illicit gambling activities.*® Jurisdictions have institutionalised payment-blocking

frameworks to prevent transactions linked to unregulated gambling.

European Union

A 2018 study revealed that 52% of EU member states had established legal
frameworks for payment-blocking mechanisms targeting unauthorised gambling,
though only 30% had operationalised these measures.®® Enforcement involved
multiple payment service providers tasked with intercepting transactions, with e-
payment platforms (34%) being the most frequently targeted, followed by traditional
card networks (31%) and internet payment gateways (25%).°! Some countries
require payment service providers to block transactions to and from illegal gambling
providers. Some regulatory authorities also maintain databases of blacklisted
gambling operators, which financial institutions use to identify and block prohibited
transactions.

The German Interstate Treaty on Gambling authorises the national gambling
authority (Gemeinsame Gliicksspielbehorde der Lander, or GGL) to enforce online
payment blocking measures in coordination with payment service providers as part
of its regulatory mandate. This helped the administration cut off financial flows to
illegal sites.>?

The Czech Republic prohibits financial transactions linked to unlicensed gambling
operators. It mandates that payment service providers halt transactions to or from
blacklisted accounts within 15 days of an operator’s designation.>3

The Lithuanian Gaming Supervisory Authority (LPT) maintains an official registry of
licensed operators permitted to offer remote gaming services. Only entities on this
authorised whitelist may process payments without restrictions. Payment service
providers failing to comply with directives to block unlicensed transactions within 24
hours face penalties ranging from €1,800 to €3,800. The LPT advocates for direct

49

Seal, R. (2025). Norway Cracks Down on lllegal Gambling, Blocks 57 Websites in First Blacklist, SIGMA

World. https://sigma.world/news/norway-cracks-down-on-illegal-gambling-blocks-57-websites-in-first-
blacklist

50

European Commission (2018). Evaluation of Regulatory Tools for Enforcing Online Gambling Rules and

Channelling Demand Towards Controlled Offers. https://op.europa.eu/en/publication-detail/-
/publication/6bac835f-2442-11e9-8d04-01aa75ed71al/language-en

1 bid.

52 Gambling Club. (2025). Germany Stepped Up Its Fight Against Illegal Gambling in 2024.
https://gamblingclub.be/en/germany-stepped-up-fight-illegal-gambling-2024/

3 bid.
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regulatory controls on banks as a critical tool to curb black market activities, having
already prohibited access to over 1,600 unauthorised gambling websites in
Lithuania.>*

e In Hungary, banks have been legally obligated to block payments to unauthorised
gambling platforms since July 2023, with the Hungarian Gambling Authority explicitly
cautioning users that winnings from such platforms may be unrecoverable—a
measure that prompted several operators to withdraw from the market.>®

e In Finland, payment blocks aim to influence the availability and accessibility of
gambling services to prevent gambling-related harm. Payment blocks restrict
outgoing payments from the player to those gambling companies that are in
violation of the National law (i.e., illegal/unlicensed platforms).>®

e Norway has intensified its oversight by directly supervising banks to ensure
compliance with payment bans.>’

United States of America

The United States provides a key example of legislated payment blocking provision through
the Unlawful Internet Gambling Enforcement Act (UIGEA). Section 5364 of the UIGEA
mandates that financial transaction providers implement measures to identify and block
restricted transactions related to online gambling.®® The UIGEA focuses on financial
institutions and payment processors, requiring them to prevent transactions that fund
illegal internet gambling operations. The legislation grants the Department of the Treasury
and the Federal Reserve System joint rulemaking authority to define and enforce
compliance measures.

54 The Paypers. (2025). Lithuania Implements New Unregulated Gambling Payment Blocking Law.

https://thepaypers.com/payments-general/lithuania-implements-new-unregulated-gambling-payment-
blocking-law--1271825

VIXIO Gambling Compliance (2023). Hungary Orders Payment Blocking Against Offshore Operators.
https://www.vixio.com/insights/gc-hungarian-authorities-tough-payment-blocking-measures-target-
illegal-operators

Finnish National Police Board. (2023). Blocking Payment Transactions. https://poliisi.fi/en/blocking-
payment-transactions

55

56

57 iGaming Business. (2023). Norway Regulator Monitors Banks Over lllegal Gambling Transactions.

https://igamingbusiness.com/tech-innovation/payments/norway-monitors-banks-illegal-gambling/
58 Unlawful Internet Gambling Enforcement Act of 2006, § 802, 31 U.S.C. § 5364,
https://www.fdic.gov/news/financial-institution-letters/2010/fil10035a.pdf
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Australia

In Australia, financial institutions can block gambling transactions on credit cards by
targeting the Merchant Category Code (MCC), which is assigned to betting, including lottery
tickets, casino chips, off-track betting, and wagers at racetracks.>®

Brazil

Normative Ordinance No. 566, published on 21 March, 2025, enforces Article 21 of Law No.
14,790/2023, Brazil’s federal betting law.®° This law prohibits financial institutions, payment
providers, and payment arrangers from facilitating transactions for unlicensed gambling
operators. Originally enacted in December 2023, the law bans financial entities from
maintaining transactional accounts or processing deposits and prize payment operations for
illegal operators.

The new ordinance builds on this by outlining specific procedures, deadlines, and reporting
requirements for detecting and acting on illicit betting activity. Key measures include:

e Mandatory monitoring: Financial institutions must implement controls to detect
suspicious betting transactions.

® Rapid reporting: Any suspicious activity must be reported to the Secretariat for
Prizes and Betting (SPA) within 24 hours, including the rationale for the suspicion
and the individual’s CPF (taxpayer registration information).

e Enforcement: If the SPA confirms illegal activity, it will direct payment companies to
terminate the relationship with the involved clients.

o Operator database: The SPA will maintain a list of licensed operators and those
flagged for operating illegally, including those who have their licensing applications
rejected or those referred for blocking.

5.2.2. Website Blocking

Website blocking is another strategy to disrupt consumer access to illegal online gambling
sites, leveraging legal mandates to compel internet service providers to restrict domain-
level connectivity. It is a practice where internet users trying to access unauthorised
gambling websites are prevented from accessing them. Users are redirected to landing
pages informing them of the illegal nature of the website.

59 Australian Banking Association. (2021). Credit Cards & Online Gambling.
https://www.ausbanking.org.au/credit-cards-online-gambling/

80 iGaming Business. (2025). Brazil’s SPA outlines rules for financial institutions accepting illegal betting

transactions. https://igamingbusiness.com/legal-compliance/regulation/brazil-regulator-reporting-illegal-

betting/
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These measures could demonstrate tangible impacts, although the effectiveness of such
measures depends on implementation and evolving technologies.®!

European Union

e Denmark: The Danish Gambling Authority’s 2024 annual report highlights the
continued use of DNS blocking to combat illegal gambling, with 162 websites blocked
over the past year. While evaluating the full impact of sites blocked in 2024 was
difficult—since many were restricted only partway through the year—the authority
assessed the effectiveness of blocks initiated in 2023.

Analysis of web traffic to 49 such sites revealed a substantial 44% decline in Danish
user visits between 2023 and 2024, demonstrating the deterrent effect of sustained
monitoring and enforcement efforts. Denmark uses an automated search engine to
identify illegal online gambling websites.5?

e In Greece, there is a blocklist that is updated manually and is provided to ISPs as a
downloadable PDF.%3

e In Cyprus, a text file of the local blocklist with file paths is publicly available.®*

Malaysia

The Malaysian Communications and Multimedia Commission (MCMC) can task ISPs with
blocking offshore online gambling as well as offshore gambling advertising.%°

Singapore

Singapore’s Gambling Regulatory Unit combats illegal online casinos with Al technology
tools that combine text and image analytics with search engines and web-crawling
technologies.®®

61 Egerer, M., & Marionneau, V. (2023). Blocking measures against offshore online gambling: a scoping

review. International Gambling Studies, 24(1), 36-52. https://doi.org/10.1080/14459795.2023.2190372.
62 Ibid.
8 Ibid.
5 Ibid.

65

Malaysian Communications and Multimedia Act, 1998.

66 HTX (Home Team Science and Technology Agency. (2020). Hunting Down Illegal Online Casinos with

Ingenious Technology. https://www.htx.gov.sg/join-us/our-stories/2020/hunting-down-illegal-online-
casinos-with-ingenious-technology
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5.2.3. Advertisements

Restricting illegal advertising is key to the successful control of illegal online gambling and a
major aspect of ensuring enforcement.®’” A strategy that has been used to enhance the
effectiveness of illegal gambling advertising rules is to collaborate with social media

companies and other intermediaries.®®

European Union

A comparative study conducted in the EU in 2018 found that 19 out of 24 national
regulators had established some form of cooperation with social media companies.®®
Regulators in the EU engaged with platforms such as Facebook, Twitter, YouTube, and
Google, working to remove illegal gambling advertisements or downgrade the ranking of
illegal gambling sites in search results.”® Several other countries, including Spain, the UK,
France, and Norway, have collaborated with Google and other smaller search engines to
limit the visibility of illegal betting and gambling promotions.”!

Denmark

To combat the spread of illegal gambling and its promotion on digital platforms, the Danish
Gambling Authority has adopted a coordinated, multi-layered strategy. Acknowledging the
prevalence of unauthorised gambling apps and advertisements across app stores, search
engines, and social media, the regulator has forged working relationships with major tech

players such as Apple, Google, Facebook, and Twitter.”?

Through its agreement with Apple, the Authority has been granted priority reporting access,
allowing it to flag and request the swift removal of unlawful gambling apps from the Danish
App Store.”®> A similar mechanism exists with Google, which not only facilitates the
takedown of such apps but also extends to removing illegal gambling content found in
YouTube videos and Google’s sponsored search results.”*

57 European Commission. (2018). Evaluation of Regulatory Tools for Enforcing Online Gambling Rules and
Channelling Demand Towards Controlled Offers, https://op.europa.eu/en/publication-detail/-
/publication/6bac835f-2442-11e9-8d04-01aa75ed71al/language-en

%8 Ibid.

% Ibid.

7 Ibid.

71 Ibid.

72 Report: The Danish Gambling Authority’s work to combat illegal gambling. Spillemyndigheden. (2024).

https://www.spillemyndigheden.dk/en/news/report-danish-gambling-authoritys-work-combat-illegal-

gambling

3 Ibid.

74 Ibid.
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The collaboration with Facebook enables the Authority to report illicit gambling ads and
posts on both Facebook and Instagram, ensuring prompt content takedowns. Twitter has
also partnered with the Authority under a comparable arrangement.”

Importantly, before any content removal requests are made, the Authority compiles
comprehensive documentation—including legal justifications and a detailed assessment of
the violation—providing the platforms with a clear and credible basis for enforcement.
Through these proactive digital partnerships, Denmark continues to restrict access to
unlawful gambling services and reduce their online visibility.”®

United Kingdom

In October last year, the UK Gambling Commission outlined its multi-faceted approach to
combating illegal gambling operators.”” Beyond leveraging its own regulatory powers, the
Commission has actively collaborated with other regulators, licensed operators, payment
providers, internet search providers, and various stakeholders across the supply chain to
disrupt illegal operations at scale.

From April to October, the Commission’s enforcement team issued over 750 cease-and-
desist and disruption notices, including 259 to illegal operators and 189 to advertisers.”®
During the same period, the Commission referred over 78,000 URLs to Google, leading to
the removal of 50,000 of them; additionally, 255 illegal websites were taken down.”®

5.2.4. International Collaboration

Illegal online gambling and betting platforms often operate from countries where
regulations may be lax, or laws may not be enforced rigorously. Therefore, regulators
regularly collaborate with international counterparts.

Australia

The Australian Communications and Media Authority has been effective in leveraging
international partnerships to disrupt illegal gambling services. It has established
information-sharing arrangements with various national and international agencies,
including the Australian Taxation Office, the New Jersey Division of Gaming Enforcement,

75 Ibid.

78 Ibid.

77 Blog - Unlicensed Gambling — Our approach to tackling unlicensed gambling. (2024). Gambling Commission.
https://www.gamblingcommission.gov.uk/blog/post/unlicensed-gambling-our-approach-to-tackling-
unlicensed-gambling

78 Cease and Desist notices (1). (2024) Gambling Commission.
https://www.gamblingcommission.gov.uk/about-us/freedomofinformation/print/cease-and-desist-notices-1
 Ibid.
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and the Netherlands Gambling Authority. These collaborations enable the sharing of critical
information related to illegal gambling activities, allowing for more coordinated efforts in
enforcement.

Denmark

The Danish Gambling Authority is a part of the international working group “Enforcement
Working Group” in the Gaming Regulators European Forum. It is also part of the
International Association of Gaming Regulators. The Danish Gambling Authority believes
that maintaining international cooperation and focus on illegal gambling is essential because
illegal operators are accessible across borders.&°

Philippines

In the Philippines, authorities have faced challenges with illegal online gambling operations,
some of which have been linked to human trafficking and cyber scams. In 2024, with
support from INTERPOL, Philippine authorities dismantled a scam centre operating
alongside a licensed gambling site. The operation resulted in the rescue of over 650 human
trafficking victims, including both Filipino nationals and foreign citizens. These individuals
had been coerced into working for the illegal gambling operation under duress. INTERPOL
provided assistance in forensic analysis and tracing illicit financial flows, demonstrating the
effectiveness of international collaboration in addressing complex gambling-related
crimes.?!

5.3 Gap Assessment: India’s Regulatory Framework vs. International Best
Practices

India’s current regulatory framework for online gambling remains fragmented, inconsistent,
and insufficiently equipped to address the evolving digital landscape. In contrast, several
international jurisdictions have adopted more cohesive and adaptive approaches that
balance consumer protection, market regulation, and enforcement. This section examines
the key gaps in India’s regulatory regime by comparing it with global best practices,
highlighting areas where legal clarity, institutional coordination, and technological oversight
remain inadequate or underdeveloped.

80 Report: The Danish Gambling Authority’s work to combat illegal gambling. Spillemyndigheden. (2024).
https://www.spillemyndigheden.dk/en/news/report-danish-gambling-authoritys-work-combat-illegal-
gambling

81 Web of crime exposed: 5,100 arrests in illegal football gambling crackdown. (2024).
https://www.interpol.int/News-and-Events/News/2024/Web-of-crime-exposed-5-100-arrests-in-illegal-
football-gambling-crackdown
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Table 4: Comparison of India’s Framework on Gambling v. International Best Practices

Aspect \ Global Best Practices India — Gaps and Observations
Legislative Centralised regulation with a India lacks a central regulator. Betting and
Approach single authority ensures uniform gambling are governed by fragmented state

enforcement. Operators are laws, leading to confusion. No whitelist or
whitelisted or blacklisted to blacklist exists. The IT Rules are currently
support clarity and enforcement. | non-operational, creating ambiguity,
especially around games of skill.
Advertisements | Strict penalties for promoting No formal enforcement exists for illegal
illegal gambling. National gambling advertisements. Only a few
regulators forge formal advisories have been released so far without
partnerships with platforms. any enforcement teeth. Platforms exploit
Mandatory warnings, regulatory ambiguity and face no penalties.
transparency reports, and clear
accountability on all the actors in
the advertising ecosystem
Payments Payment blocking codified in law. | While payment operator policies prohibit
Banks and PSPs must block transactions to gambling/betting, such
transactions to blacklisted restrictions are not yet codified in law.
operators. Real-time monitoring
is common. Moreover, India faces a distinct challenge:
unlike in many other jurisdictions where
payments for illegal gambling are typically
routed through credit cards or bank transfers,
in India, the majority of transactions occur
via UPI, often through mule accounts.
This necessitates a tailored, India-specific
solution to effectively address the scale and
nature of the problem.
Website DNS/IP/URL blocking with Website blocking is reactive. Operators use
Blocking automated tools. Monitoring mirror sites and VPNs to bypass restrictions.

ensures mirror sites are shut

quickly. Al/ML used for detection.

No automated tracking or dedicated
infrastructure. Blocking relies heavily on
manual processes.

Cross-Border

Regulators cooperate through

Cross-border coordination is very limited due

Collaboration treaties, MoUs, and global to the absence of a central regulator. India
forums. Intelligence is shared lacks formal mechanisms for engaging with
regularly. foreign regulators or accessing shared

enforcement intelligence.

Consumer High priority on user safety. Consumer protection is minimal. No
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Aspect ‘ Global Best Practices India — Gaps and Observations

Protection Awareness campaigns, exclusion | awareness efforts or whitelist/blacklist exist
programs, and tools to identify to guide users. The government has not
legal operators for users. studied user behaviour or motivations,
Consumer motivations are resulting in untargeted and generic policy
understood so that targeted approaches.
policies can be developed.

As evidenced by this analysis, current measures to combat illegal gambling in India are
significantly lacking. This area presents considerable scope for regulatory and enforcement
enhancement. Based on inputs from domain experts and stakeholder consultations, the
subsequent section presents a set of detailed, actionable recommendations. These are
informed by the gaps identified through our assessment, recommendations from experts
and are intended to guide more effective policy and operational responses.
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6. STAKEHOLDER INSIGHTS

Between February and March 2025, we conducted a comprehensive series of one-on-

one consultations and expert interviews with a diverse group of stakeholders.

These consultations culminated in a multi-stakeholder roundtable held in New Delhi, which
brought together over 35 participants—including Members of Parliament, representatives
from government agencies, legal and technology experts, and civil society and industry

leaders.

Insights from these multi-format engagements revealed cross-cutting themes and systemic
challenges.

Regulatory Challenges and Jurisdictional Complexities

The fragmentation of regulatory authority is at the heart of the persistent challenges in
combating illegal online gambling. Participants highlighted that the division of legislative
competence—where betting and gambling remains primarily a state subject—creates a
labyrinthine enforcement environment.

Experts agreed that the most significant ambiguity centred on the classification of games—
specifically, the distinction between games of chance and games of skill —which was cited as
a critical area that further complicates the deployment of consistent enforcement
mechanisms against illegal operators. Participants argued that harmonising these disparate
legal interpretations and establishing coordinated oversight and enforcement would be
essential steps towards addressing these systemic issues.

Payment Systems and Enforcement Inefficacies

Another recurring theme was the exploitation of India’s digital payment infrastructure by
illegal gambling operators. Stakeholders noted that sophisticated circumvention tactics are
employed to mask unlawful transactions. The prevailing practices—such as the use of mule
accounts—were identified as clear vulnerabilities in the current system. It was suggested
that meaningful collaboration between regulators, such as the Reserve Bank and payment
service providers, is necessary to close these loopholes.
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Social and Consumer Impact

Participants stressed that the consumer impact extends far beyond financial loss; it
encompasses severe emotional and mental health issues that are often compounded by the
deceptive marketing tactics employed by these platforms.

Misleading and exaggerated advertising lies at the heart of how illegal gambling operators
attract users, especially young and vulnerable individuals into unregulated and high-risk
environments. These operators promote advertisements that promise unrealistically high
returns and incentives, enabled by their non-compliance with GST and other legal
obligations. They glamorise risk-taking while deliberately concealing the absence of
consumer protections and regulatory oversight. This misleads consumers, creating a false
sense of security and obscuring the real risks involved. Stakeholders urged that an
integrated approach—one that combines legal reform with comprehensive public education
and mental health support—is imperative to mitigate the long-term adverse consequences
experienced by individuals and families caught in the web of illegal gambling.

Technological and Operational Circumvention

Stakeholders highlighted that sophisticated tactics—like rotating payment gateways, proxy
accounts, and VPNs—pose major regulatory challenges. They emphasised the need for Al-
driven, real-time enforcement tools to proactively detect and block unauthorised content
and financial flows.

The Role of Intermediaries and Platforms

Digital intermediaries—such as search engines, social media platforms, and payment
gateways—play a critical role in enabling the operations of illegal online gambling platforms.
Participants expressed concern that, despite existing policies prohibiting gambling-related

promotions, enforcement by these platforms remains inconsistent.

Stakeholders noted that digital platforms often lack the incentive to take proactive action
unless compelled by regulatory directives. There was a strong call for formal frameworks
that mandate stricter compliance by intermediaries, with clear liabilities for violations. It
was also suggested that such platforms could be required to verify the legitimacy of
advertisers and payment partners more rigorously, and to publish transparency reports
detailing their enforcement efforts related to gambling content.

Cross-Border Enforcement and Global Cooperation

There was broad consensus that the offshore nature of illegal gambling operations severely
limits domestic enforcement. With operators registered in jurisdictions like Curacao and
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Cyprus, India’s lack of legal infrastructure and bilateral agreements hampers cross-border
action—highlighting the urgent need for international cooperation with regulators, financial

intelligence units, and tech platforms.

The Need for a Coordinated National Strategy

The overarching theme that emerged was the urgent need for a coordinated national
strategy. Stakeholders were nearly unanimous in asserting that the central and state
governments must cooperate, and that piecemeal interventions—whether legal,
technological, or administrative—would remain ineffective unless situated within a cohesive
national framework on combating illegal gambling and betting in India.
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7. RECOMMENDATIONS

Establish a Comprehensive National Framework to Combat lllegal Online Gambling

To tackle the rising threat of illegal online gambling, a comprehensive national framework is
urgently needed—one that ensures clear accountability across payments, advertising, digital
platforms, and financial intermediaries.

Building on recent proposals, including the DGGI’s annual report, we recommend the
establishment of a high-level inter-ministerial task force to lead the development of this
national framework. The task force should include representatives from the Ministries of
Finance, Electronics, Information and Technology, Information and Broadcasting, and Home
Affairs, as well as key regulatory bodies such as the RBI, FIU-Ind, DGGI, and relevant state
authorities to avoid jurisdictional overlap. Further, the framework must be developed in
close consultation with state governments. The task force may also explore establishing a
dedicated central agency to enable continuous monitoring and facilitate enforcement
coordination across departments and jurisdictions.

Strengthening Financial Oversight

This remains an area where policy guidance is limited and underdeveloped. While there is
oversight by the RBI, and some understanding of the tools and tactics involved—such as the
use of APKs and mule accounts—and the associated vulnerabilities, there is insufficient
clarity on how to address these challenges effectively. We recommend:

e Codifying payment blocking in law relating to illegal operators to fortify financial
oversight and digital enforcement mechanisms. International examples — such as the
stringent payment-blocking frameworks in the Czech Republic and Lithuania —
demonstrate the efficacy of integrating financial monitoring directly within the
regulatory framework.

e |Initiating dedicated, in-depth research to better map these vulnerabilities and inform
targeted interventions. For instance, recruitment of mules through social media apps
such as Telegram needs to be stopped. This can be achieved through a mix of tools
such as platform accountability, consumer education, building capacity of banks to
educate their consumers and so on.
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Improving Blocking Measures

The integration of advanced digital enforcement technologies is essential to address the
reactive nature of current website blocking and content monitoring efforts. Our research
highlighted the persistent issue of mirror sites and rotating domains that enable illegal
operators to evade enforcement. Adopting artificial intelligence and machine learning tools
— as evidenced by the proactive measures in parts of the European Union and Singapore —
can empower regulatory authorities to identify and pre-emptively block unauthorised online
platforms. To address instances where unintended blocking occurs against legitimate
platforms, a rapid redressal mechanism can be set up with the central agency/task force.
The IT ministry can then be directed to unblock the website of the complainant.

Strengthen Partnerships with Big Tech to Disrupt lllegal Gambling

Illegal gambling operators systematically exploit digital platforms — enabled in part by
inconsistent enforcement of platform policies, the challenges of moderating user-generated
content, and the ease with which operators shift domains or advertising channels to reach a
willing audience.

Building on global best practices, Indian authorities should establish institutional
partnerships with major tech intermediaries—social media, search engines, and ad
networks—to curb the visibility and promotion of illegal gambling. Given that a select few
key players dominate the online ecosystem, such coordination is both feasible and
impactful.

Enhancing Consumer Protection, Public Awareness and Stakeholder Engagement

With a significant portion of users, including the youth, being drawn into illegal platforms
through deceptive advertising, it is important to lay amplified emphasis on consumer
education and awareness. Public awareness campaigns should clearly communicate the
personal and social harms of illegal gambling — such as mental health risks, financial
instability, family strain, and lack of legal protection — to reduce its appeal and shift user
behaviour. For instance, interactive digital awareness initiatives may be explored:

An innovative response can be the deployment of “dummy” hyperlinks
embedded within popular websites and social media channels. When users
click these links—designed to mimic the look and feel of real betting sites—
they are instead redirected to concise interactive modules that warn of the
risks of unregulated gambling, explain common evasion tactics employed by
illegal operators and point towards legitimate avenues for gaming and
support. By integrating these prompts into the very platforms where users seek
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betting opportunities, this approach leverages the element of surprise to
heighten risk awareness and prompt safer decision-making.

Leverage Behavioural Insights and Public Awareness to Deter Illlegal Gambling

To design effective legal and enforcement responses to illegal gambling, it is essential to
understand the behavioural drivers and user motivations that sustain demand for these
platforms. We recommend commissioning targeted behavioural studies to examine why
users are drawn to illegal gambling platforms despite known legal and financial risks. This
evidence base can help inform both regulatory design and public-facing deterrence
strategies.
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