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EXECUTIVE SUMMARY

Young people aged 15-24, representing
approximately 18% of the region's
population, play a crucial role in driving
digital adoption and innovation. However,
over half of this demographic lacks essential
digital skills, with women facing particularly
low levels of digital literacy. South Asian
governments are increasingly enacting
internet policies intended to govern online
spaces and technological development.
Internet shutdowns have become common
during elections, protests, or periods of civil
unrest, disrupting communication and
commerce. Surveillance measures and data
localization requirements have further
tightened government control over the
digital sphere. Many of these policies are seen
as overly restrictive, sparking regional
debates on balancing national security and
digital freedom. This study assesses the
digital rights landscape, policy awareness,
and capacity-building needs within the
region.

The methodology included

desk research, an online

survey conducted in

Bangladesh, India, Nepal,

and Sri Lanka, and
insights from seven focus
group discussions (FGDs)
and fourteen key

informant interviews
(KIIs). A total of 552

respondents, mostly aged

15-30, participated in the

survey.



Bangladesh

Freedom of Expression: Only 20.8%
of respondents feel comfortable
expressing opinions online, as
government-imposed shutdowns and
surveillance limit expression,
particularly during politically
sensitive times.

Digital Rights Awareness: Just one in
five respondents reported awareness
of government policies governing
internet access and privacy, revealing
a significant gap.

Digital Security Concerns: Limited
awareness of digital security risks,
with widespread underreporting of
online harassment.

CSO Influence: While CSOs advocate
for digital rights, their capacity to
influence policy remains constrained
by limited resources and knowledge
on tech-related issues.

India

Internet Shutdowns and Censorship:
India leads the world in internet
shutdowns, with only 47.1% of
respondents feeling comfortable
expressing themselves online amid
strict government regulations.
Privacy and Data Protection: New
data protection laws have raised
privacy concerns, yet only 35.6% of
respondents understand their privacy
rights.

Digital Security Gaps: Respondents
noted strong awareness of digital
security threats, but significant gaps
remain in legal recourse for online
harassment.

CSO Engagement: Indian CSOs are
relatively well-resourced and actively
engaged in digital rights advocacy yet
face challenges in influencing policy.

1in 5 respondents reported awareness of
internet access and governance policies in
Bangladesh

35 % understand privacy rights in

India



Nepal

Freedom of Expression: Nepal shows
the highest perceived online freedom,
with 59% feeling free to express
themselves.

Digital Divide: Stark urban-rural
digital divides, with rural respondents
reporting lower access to technology
and digital literacy.

Digital Security Awareness: Only 34%
are aware of key digital security
practices, underscoring the need for
capacity-building in rural
communities.

CSOs Roles: CSOs in Nepal actively
raise awareness about digital rights,
but face limitations in policy advocacy
due to resource constraints.

Sri Lanka

Censorship and Surveillance: Only
29% of respondents feel free to express
themselves online, reflecting
restrictive government policies and
frequent internet shutdowns.

Privacy Concerns: 43% are aware of
how their personal data is used, and
recent legislation has raised privacy
and surveillance concerns.

Digital Security Gaps: Participants
showed moderate awareness of digital
security practices, but a significant gap
between men and women in adoption,
with weak legal recourse for online
harassment.

CSO Influence: Sri Lankan CSOs have
shown promise in advocating for
digital rights but struggle to influence
policies meaningfully.

34 %0 respondents are aware of digital
security practices in Nepal

29%o feel they can express themselves
freely online in Sri Lanka



REGIONAL TAKEAWAYS

The Digital Divide: Despite economic progress, significant disparities in digital access persist.
Findings show that users mainly use the internet (i.e. social media) for entertainment and
communication, lacking awareness of its political and economic potential. Respondents report
few programs focused on expanding digital literacy, with women facing additional geographic,
economic, and socio-cultural barriers to access.

Internet Access and Censorship: Challenges with access are widespread, with respondents
noting multiple instances of authorities’ removal of dissenting content and enforcing complete
network blackouts. Awareness of digital policies or laws governing the internet is low,
suggesting a need for greater education on internet censorship and access rights. Men report
slightly greater awareness and are more likely to use tools to bypass restrictions, highlighting
disparities between men and women in access and knowledge.

Freedom of Expression Online: Internet freedom, as outlined in Article 19 of the Universal
Declaration of Human Rights and the International Covenant on Civil and Political Rights,
protects free expression, privacy, and the ability to engage in digital activities and political
discourse without discrimination or surveillance. However, freedom of expression is increasingly
constrained by government policies, platform regulations, and societal norms, creating a
pervasive climate of self-censorship. Over half (52.5%) of respondents do not feel free to express
themselves online due to fears of harassment or repercussions, including online hate and
violence threats. In South Asia, women experience this pressure acutely; 55.7% report feeling
restricted compared to 49.5% of men, underscoring the urgent need to address these barriers to
freedom of expression.

Privacy and Data Protection: Privacy-centric policies and data protection laws are needed to
help users protect themselves from data abuse and mass aggregation practices. Nearly half of
survey respondents (43%) reported experiencing or knowing someone affected by data breaches
and cybercrimes such as phishing and impersonation, highlighting the need for increased
protection.



REGIONAL TAKEAWAYS

Online Harassment and Safety: Digital threats, including hacking and financial fraud, are
widespread. Despite some awareness of risks, basic digital security practices like antivirus
software and email security remain low. FGDs and KIIs highlight the disproportionate
impact of online harm on women, particularly regarding online violence and harassment.
Harassment and societal norms hinder open dialogue, crucial for public discourse. Countries
with lower awareness experience higher online harassment rates, underscoring the need for
improved digital security training and awareness initiatives.

Representation and Influence in Policy Making: Women and youth report exclusion from
digital policymaking debates and processes, as the consultation process is often top-down
and does not always reflect local contexts. Despite some progress by CSOs and human rights
groups, many youths and women outside expert circles remain disengaged, lacking
resources, technical knowledge, and support to influence policy effectively.

Respondents emphasized the need for tailored capacity-building initiatives, prioritizing
rights and privacy. Key areas of focus include digital security, localized information,
grassroots engagement, and advocacy for transparency and accountability in policy and
legal frameworks.
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KEY
RECOMMENDATIONS

Enhanced digital literacy:
Develop targeted digital literacy and security programs for women and
youth, to build practical skills in online safety, privacy, and digital rights.

Institutional capacity building:

Strengthening the capacity of policymakers, CSOs, women, and youth
through skill-building in policy analysis and legislative reviews is crucial to
enable active participation in digital rights advocacy and ensure informed
and effective strategies.

Awareness generation:

Capacity-building efforts and awareness campaigns are essential to educate
the public on digital rights, skills, privacy, security, and online harassment,
fostering informed advocacy for policy changes.

Accountable data protection regulations:

Optimal data protection regulations should be designed using Regulatory
Impact Assessments to understand their implications on different groups and
avoid unintended costs.

Stronger and simplified privacy laws:

Privacy laws should be strengthened and simplified through innovative tools
like anonymous content removal platforms, financial penalties for online
violations, and streamlined legal options to enhance online personal data
protection.

Safer digital spaces:

Platforms should create secure, supportive online spaces with features like
private communities and crisis response tools to protect women and youth
from retaliation and harassment.




KEY TERMS AND
ABBREVIATIONS

BTRC Bangladesh Telecommunication Regulatory Commission
CGS Center for Governance Studies
DSA The Digital security Act 2023 (Bangladesh)

C50 Civil Society Organizations
DIA The Digital India Act 2023(India)

DPDP The Digital Personal Data Protection Act, 2023 (India)
DSA The Digital Security Act 2018 (Bangladesh) [now repealad]
FGD Focus Group Discussion
EoE Freedom of Expression

GDPR The General Data Protection Regulation, 2018 [Europe)
ICT Information and Communication Technology

ICCPR International Covenant on Civil and Political Rights
KII Key Informant Interview
NTA Nepal Telecommunication Authority

NTMC Bangladesh National Telecommunication Monitoring Centre
OTT Over-the-top

PDPA The Personal Data Protection Act, 2022 (Sri Lanka)

PORCH Protecting Online Rights of Changemakers’ project
SDG United Nations Sustainable Development Goal
TOR The Onion Router
VPN Virtual Private Networks
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INTRODUCTION

Overview of Digital Rights in South Asia

South Asia, comprising India, Pakistan, Bangladesh, Nepal, Sri Lanka, Bhutan,
Afghanistan, and the Maldives, is one of the world's most densely populated regions in
the world, home to 25.2% of the global population. Around 12.6% of the global
population - roughly one in eight people live in extreme poverty, with 33.4% of those in
South Asia, making it the region with the second-highest poverty rate after Sub-Saharan
Africa. Despite persistent development challenges, South Asia has achieved remarkable
economic growth. The region has a higher expected growth rate than any other
developing region in the world and this growth is expected to remain at 6.2% in 2024-
2025. With internet penetration rates between 44% and 53%, the internet has unlocked
new jobs and opportunities for millions, a significant contributing factor to the region’s
high expected growth. This shift has enhanced financial inclusion, governance, business
operations, and access to education across the region’s emerging economies.

Young people aged 15-24 constitute the largest age group of internet users globally,
while also representing approximately 18% of South Asia's population. In Bangladesh,
about 72% of young people use the internet, while in Nepal and Sri Lanka, more than
half of young people are online. In India, 86% of young people (18-25) have smartphones
and four out of five use social media. South Asia has the world’s largest youth labor
force, with nearly 100,000 young people enter the workforce daily. Youth are thus both
key drivers and beneficiaries of internet-driven growth in this region. Digital literacy
and technological skills are vital for youth entering the workforce, yet over half of
South Asian youth lack adequate education and skills, including digital skills, for
employment in 2030, and women face particularly low digital literacy levels. Given the
lack of digital literacy among the young workforce, experts feel the region's human
capital is underutilized, despite the potential to reap significant demographic dividends.

The Digital Divide

Despite the spread of digital technology, the digital divide remains an issue in South
Asia, heightened by patriarchal structures and socio-cultural norms. A study by UNICEF
revealed that 90% of adolescent girls and young women (15-24) don't use the internet in
low-income countries, in comparison to 78% of boys and men of same age group, in fact
the largest gap is observed in South Asia. According to the 2023 GSMA Mobile
Connectivity Index, only 20% of women in Bangladesh use mobile internet, reflecting a
40% gap, while adoption rates among women have climbed to 37% in India, 44% in Sri
Lanka, and 67% in Nepal.
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https://www.worldometers.info/world-population/southern-asia-population/#:~:text=Southern%20Asia%20population%20is%20equivalent,835%20people%20per%20mi2).&text=37.7%20%25%20of%20the%20population%20is,(778%2C898%2C570%20people%20in%202024).
http://chrome-extension/efaidnbmnnnibpcajpcglclefindmkaj/https:/www.adb.org/sites/default/files/publication/689686/adr-vol38no1-poverty-south-asia.pdf
https://www.worldbank.org/en/region/sar/publication/south-asia-development-update
https://www.worldbank.org/en/region/sar/overview
https://www.worldbank.org/en/region/sar/overview
https://www.gsma.com/r/wp-content/uploads/2023/10/State-of-Mobile-Internet-Connectivity-2023-South-Asia.pdf
https://openknowledge.worldbank.org/entities/publication/f39ee0a0-b01e-5c27-ab5b-53600d8d4052
https://www.worldbank.org/en/region/sar/publication/south-asia-development-update
https://www.tbsnews.net/bangladesh/over-72-youth-uses-internet-only-28-searches-technical-education-info-300391
https://www.unicef.org/nepal/media/16251/file/Nepal%20MICS%20Statistical%20Snapshot%20-%20%20Mass%20Media%20Communications%20and%20Internet.pdf
https://drive.google.com/file/d/1Hh-jAvU1n-mPDopCp-YLod4qbIVmp9lV/view
https://www.unicef.org/press-releases/more-half-south-asian-youth-are-not-track-have-education-and-skills-necessary
https://blogs.worldbank.org/en/voices/south-asias-human-capital-resilience-it-needs
https://blogs.worldbank.org/en/voices/south-asias-human-capital-resilience-it-needs
https://data.unicef.org/resources/ictgenderdivide/
https://www.mobileconnectivityindex.com/index.html#year=2023&zoneIsocode=BGD,NPL,LKA&analysisView=BGD
https://www.mobileconnectivityindex.com/index.html#year=2023&zoneIsocode=BGD,NPL,LKA&analysisView=BGD

Globally, 85% of women and girls have experienced or witnessed online violence and
harassment, with Asia Pacific experiencing particularly high rates (88%). A 2022
ActionAid Bangladesh study of women aged 15-35 revealed that 64% of women
experienced online violence, up from 50% the previous year, with teenage girls under 18
especially at risk. Most incidents occurred on Facebook (47%) and Messenger (35%), with
80% of women receiving hateful sexual comments and 53% explicit images. Online
harassment caused psychological trauma for 65% of victims, but only 15% reported it,
citing ineffective complaint systems. While there is no nationally representative data on
online violence, the Police Cyber Support for Women in Bangladesh reported 8,715 cases of
hacking, impersonation, and online sexual harassment between January and November
2022.

Women leaders and politicians are frequent targets of online harassment, especially
deepfake pornography. These forms of targeted sexual harassment of public figures are
exacerbated by physical harassment, as well as threats and intimidation. For example, in
January 2024, two Indian pornographic websites, Pornkeen and Bollyxxx, featuring
deepfake videos of Bollywood actresses had 2.2 million and 484,000 visitors respectively.
This deepfake surge results in increased online abuse, including sexual threats, and
defamation. In Bangladesh, deepfake videos featuring female opposition politicians, such
as Rumin Farhana in a bikini and Nipun Roy in a swimming pool, have surfaced in the
lead-up to the January elections.

In India, 83% of women reported experiencing online sexual harassment, with factors like
religion and profession heightening their risk factors. According to the UN, 51% of harmful
online discourse in Sri Lanka in 2023 was directed towards women. Across all locations,
participants noted that despite being aware of the prevalence and hate speech, they
struggled to verify the information due to a lack of reliable tools. This made them
susceptible to consuming and sharing unverified content, highlighting the challenge of
distinguishing fact from fiction and contributing meaningfully to online discussions. An
FGD participant noted that in peri-urban and rural areas, young people predominantly use
social media, becoming passive consumers of content. This passivity presents a challenge
in reaching them with accurate and safe information.

The absence of transparency in content moderation, adequate legal mechanisms
specifically focused on cyber-harassment, online stalking, and violence against women
exposes them to other harms. Survivors of violence often censor their online presence,
risking opportunities, as well as expenses for legal services, healthcare, relocation, and
removing personal information from online spaces.
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https://onlineviolencewomen.eiu.com/
https://www.newagebd.net/article/187674/online-violence-against-women-in-bangladesh-on-rise
https://www.thedailystar.net/opinion/views/news/online-violence-against-women-real-violence-3484531
https://goachronicle.com/ai-porn-the-emerging-crisis-in-india/
https://www.tribuneindia.com/news/science-technology/from-rashmika-mandanna-to-bangladeshi-politician-filmed-in-a-bikini-90-per-cent-of-deepfake-videos-online-are-pornographic-571782/
https://pubmed.ncbi.nlm.nih.gov/36869803/
https://srilanka.un.org/en/265414-safeguarding-democracy-combatting-hate-speech-and-disinformation?afd_azwaf_tok=eyJhbGciOiJSUzI1NiJ9.eyJhdWQiOiJzcmlsYW5rYS51bi5vcmciLCJleHAiOjE3MjU3NzQ2NTQsImlhdCI6MTcyNTc3NDM1NCwiaXNzIjoidGllcjEtN2Y3YzY1Yzg5Zi1iNTZjZyIsInN1YiI6IjYwLjQ4LjE2OC4xNCIsImRhdGEiOnsidHlwZSI6Imlzc3VlZCIsInJlZiI6IjIwMjQwOTA4VDA1NDU1NFotMTdmN2M2NWM4OWZiNTZjZ3JreTdjYWZ4dm4wMDAwMDAwZGUwMDAwMDAwMDAzcHZzIiwiYiI6IlVLeTZidk50Qk9LVU44MW9PeFhwUmlLV252RUpwRkxJbzhMLUdNeFljU00iLCJoIjoiUllyNWdVdjg2Zl91QVNBRnBrM1BMeWRMWFU0QXNON1h0ZkFxM2pOZElCUSJ9fQ.S1zVzQTX5cB46l768hB8WDUznveqEbkKSwhd0Gd4kP6i2w7O3MLIB4bOmG0_wxVjTiFR_TKhHMzoC8Ht3bRFTpU_Ih0Hu7_iszzEo8yBOf6M3Upvo-n9w09MQljUKuuJTIjzssWsIhfXa1syVwrOdYjhdsmOG47wm9XwTZm5zhkFBGCHSc0GoXt-2V6yywMZmQH_2kG3zwdrZKldrktQCesbZS2bWY0sL30YoySUb6aTrCXA77UpQGs_SOFkUuqKnxMxMN9r7W6Zfs_REF73usMDLreZ2at3lQ5oq3RvPEvf-LvPlqCcOyvDawRf0fCabihG22Lap5XDxDk7nt1J_Q.WF3obl2IDtqgvMFRqVdYkD5s
https://srilanka.un.org/en/265414-safeguarding-democracy-combatting-hate-speech-and-disinformation?afd_azwaf_tok=eyJhbGciOiJSUzI1NiJ9.eyJhdWQiOiJzcmlsYW5rYS51bi5vcmciLCJleHAiOjE3MjU3NzQ2NTQsImlhdCI6MTcyNTc3NDM1NCwiaXNzIjoidGllcjEtN2Y3YzY1Yzg5Zi1iNTZjZyIsInN1YiI6IjYwLjQ4LjE2OC4xNCIsImRhdGEiOnsidHlwZSI6Imlzc3VlZCIsInJlZiI6IjIwMjQwOTA4VDA1NDU1NFotMTdmN2M2NWM4OWZiNTZjZ3JreTdjYWZ4dm4wMDAwMDAwZGUwMDAwMDAwMDAzcHZzIiwiYiI6IlVLeTZidk50Qk9LVU44MW9PeFhwUmlLV252RUpwRkxJbzhMLUdNeFljU00iLCJoIjoiUllyNWdVdjg2Zl91QVNBRnBrM1BMeWRMWFU0QXNON1h0ZkFxM2pOZElCUSJ9fQ.S1zVzQTX5cB46l768hB8WDUznveqEbkKSwhd0Gd4kP6i2w7O3MLIB4bOmG0_wxVjTiFR_TKhHMzoC8Ht3bRFTpU_Ih0Hu7_iszzEo8yBOf6M3Upvo-n9w09MQljUKuuJTIjzssWsIhfXa1syVwrOdYjhdsmOG47wm9XwTZm5zhkFBGCHSc0GoXt-2V6yywMZmQH_2kG3zwdrZKldrktQCesbZS2bWY0sL30YoySUb6aTrCXA77UpQGs_SOFkUuqKnxMxMN9r7W6Zfs_REF73usMDLreZ2at3lQ5oq3RvPEvf-LvPlqCcOyvDawRf0fCabihG22Lap5XDxDk7nt1J_Q.WF3obl2IDtqgvMFRqVdYkD5s
https://www.unfpa.org/news/five-reasons-why-women-and-girls-must-have-equal-rights-our-digital-world

South Asia lacks specific laws to address online violence, and existing legal frameworks are
inadequate to support victims or prosecute offenders. While laws like India's Information
Technology Act (2000) and Nepal's Electronic Transaction Act penalize some computer-
related crimes, their scope is limited and fails to address forms of online harassment like
doxing, trolling, and cyber-harassment. Proposed updates, such as India's Digital India Bill,
fall short of recognizing all forms of online violence as prosecutable offenses. Similarly, in
Bangladesh, the Pornography Control Act (2012) addresses cyber pornography but excludes
other pervasive issues like hate speech and bullying. Legal frammeworks across the region
lack effective language and mechanisms for victim protection, leaving women with limited
recourse. Reporting challenges, societal stigma, and fear of defamation further discourage
victims, in Bangladesh, the Cyber Crime Division of Dhaka reports that 90% of incidents of
online harassment go unreported due to the ineffectiveness of existing laws. Without
greater awareness among policymakers and pressure from civil society, legal protections
against online violence and harassment remain fragmented and insufficient across the
region.

Digital Policies and Repression

South Asian governments are increasingly developing internet policies to govern online spaces
and technological development. While some measures aim to foster innovation and data
protection, others have raised concerns about civil liberties. Across the region, internet shutdowns
have become a frequent tool during elections, protests or periods of civil unrest, disrupting
communication and commerce. Strict cybercrime laws, often vaguely worded, have been used to
stifle online dissent and media freedom. Additionally, pervasive surveillance measures have
further tightened government control over the digital sphere. These policies, viewed by many as
draconian, have sparked debates about the balance between national security and digital freedom
in the region.

Consequently, all four countries—Bangladesh, India, Nepal, and Sri Lanka—consistently rated as
partly free with scores between 40-60 out of 100 in Freedom House's Freedom on the Net report,
as shown in the table below. The data indicates a decline in internet freedom in India and
Bangladesh, while Nepal and Sri Lanka have seen slight improvements over the past decade.

76

47 20 al al a2 33 24 26 36 a7 28

43 42 41 35 26 35 26 36 26 33 34

36 33 30 49 47 45 41 39 39 39 40

Free Partly Free

Table 1: Internet Freedom Scores
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https://chrome-extension/efaidnbmnnnibpcajpcglclefindmkaj/https:/www.icrw.org/wp-content/uploads/2021/09/USAID-TFGBV-India.pdf
https://chrome-extension/efaidnbmnnnibpcajpcglclefindmkaj/https:/www.icrw.org/wp-content/uploads/2021/09/USAID-TFGBV-India.pdf
https://www.lawimperial.com/highlights-of-electronic-transactions-act-2006/
http://bdlaws.minlaw.gov.bd/act-1091/section-41878.html
https://en.prothomalo.com/opinion/editorial/15hd248jn5
https://en.prothomalo.com/opinion/editorial/15hd248jn5
https://freedomhouse.org/countries/freedom-net/scores

South Asia has experienced the most internet shutdowns worldwide with 350 tracked since
2019, and the majority occurring in India. In 2023, India alone experienced at least 116
shutdowns, including one of the longest region-wide shutdowns in Manipur lasting 212
days (including a break of only three days). In July-August 2024, Bangladesh experienced
one of the longest shutdowns including a 5 day long nationwide blackout. Nepal and Sri
Lanka have also witnessed shutdowns of various degrees and lengths, limiting access to
critical information and services over the years.

All four countries have ratified core international human rights instruments on Freedom of
Expression (FoE), privacy and data protection, and enacted Right to Information laws
enabling citizens to request government information.[1] However, these rights can be
restricted under the pretext of 'national security' or 'public order. In the digital era, where
emerging technologies and evolving security threats demand adaptive laws and policies, the
governments of Bangladesh, India, Nepal and Sri Lanka have faced criticism for enacting
and proposing legislation perceived as infringing on freedom of speech, expression, and
privacy, despite the intent to protect rights and ensure equal access. Many of these
draconian laws have enabled the arrests of journalists, activists, and civil society leaders for
their critical posts on social media, raising serious concerns about FoE.

For example, in Bangladesh, the 2023 Cyber Security Act mirrors the criticized 2018 Digital
Security Act, criminalizing online expression with vague provisions that risk abuse and
arbitrary arrests of critics. Similarly, the 2001 Bangladesh Telecommunications Regulation
Act enables internet shutdowns and censorship, while the draft Personal Data Protection
Bill raises concerns about extensive surveillance.

In India, new digital rights laws, including the 2023 Digital Personal Data Protection Act,
the 2023 Telecommunications Act, and the proposed Digital India Act have sparked fears of
an "Orwellian framework" that could increase government control over media, censor
online content, and expand surveillance powers, raising concerns about privacy and free
expression. Meanwhile, under the 2008 Information Technology Act the government has
banned 22,379 websites between 2018-2021 and 6,775 accounts, websites, and URLs in 2022,
for allegedly stoking anti-democratic sentiment or damaging public order, the security of
the state, and the interest and defense of India’s sovereignty and integrity.

(™) The Right to Information Act, 2005 [Indial, the Right to Information Act, 2009 [Bangladesh],
the Right to Information Act, 2007 [Nepal], Right to Information Act, 2016 [Sri Lankal.
14


https://pulse.internetsociety.org/shutdowns
https://www.accessnow.org/press-release/india-keepiton-internet-shutdowns-2023-en/
https://pulse.internetsociety.org/shutdowns/mobile-internet-shut-down-in-bangladesh-amidst-protests
https://www.thedailystar.net/business/news/what-you-need-know-about-internet-crackdown-bangladesh-3676346
https://www.accessnow.org/wp-content/uploads/2024/05/2023-KIO-Report.pdf
https://www.accessnow.org/wp-content/uploads/2023/05/2022-KIO-Report-final.pdf
https://www.accessnow.org/wp-content/uploads/2023/05/2022-KIO-Report-final.pdf
https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-protection-law
https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-protection-law
https://en.prothomalo.com/bangladesh/kz01z7iks2
https://www.amnesty.org/en/location/asia-and-the-pacific/south-asia/india/report-india/
https://mediaactionnepal.org/arrest-of-journalists-raises-alarm-for-free-press-in-nepal/
https://indianexpress.com/article/explained/explained-global/sri-lanka-using-human-rights-law-to-stifle-free-speech-8651121/
https://www.thehindu.com/news/cities/chennai/man-arrested-for-social-media-post-criticising-ruling-party/article66649815.ece
https://www.ti-bangladesh.org/upload/files/position-paper/2023/Position-paper-on-Digital-Security-Act-2018-and-Draft-Cyber-Security-Act-2023.pdf
https://www.ti-bangladesh.org/upload/files/position-paper/2023/Position-Paper-on-Revised-Draft-Data-Protection-Act-Review-Recommendations.pdf
https://www.ti-bangladesh.org/upload/files/position-paper/2023/Position-Paper-on-Revised-Draft-Data-Protection-Act-Review-Recommendations.pdf
https://www.accessnow.org/press-release/india-must-withdraw-the-telecommunications-bill-2023/
https://vidhilegalpolicy.in/blog/explained-the-digital-india-act-2023/
https://caravanmagazine.in/commentary/narendra-modi-government-passes-laws-against-free-speech
https://freedomhouse.org/country/india/freedom-net/2023#footnoteref16_c1a9jhs

Sri Lanka's recently enacted 2024 Online Safety Act imposes jail time for illegal online
content and contains provisions that fail to meet international human rights standards,
including overly broad restrictions on FoE and privacy online. It includes vague and
subjective offences, like "prohibited statements," which are determined by a powerful
Online Safety Commission appointed by the President. In Nepal, new Digital security Rules
raise privacy and surveillance concerns by centralizing internet traffic control without
addressing key digital threats. While this is the first digital security policy for Nepal, critics
noted that it was influenced by India and China’s policies and that policymakers failed to
adequately consult and engage stakeholders during the process.

A key challenge is the lack of public consultation in policymaking, which results in policy
gaps that jeopardize freedom of expression and data privacy. Additionally, women's
underrepresentation in internet governance exacerbates the digital divide, leaving their
voices unheard in critical discussions on digital rights. To safeguard women and youth
online, it’s essential to gauge their awareness of their digital rights and spaces to engage and
participate meaningfully in digital policymaking. Against this backdrop, Internews
launched the ‘Protecting Online Rights of Changemakers’ (PORCH) project in Bangladesh,
India, Nepal, and Sri Lanka to engage women and youth-led CSOs by forming a regional
coalition and enhancing their knowledge and advocacy capacity on internet governance
issues to foster the development of safe, informed digital policies and address the
inequalities caused by their limited participation in policymaking.

The findings from this research aim to contribute to measures that will help to improve
online safety, freedom of women and youth across South Asia through strengthening
organizational, technical, and policy capacities, ensuring accountability in upholding
human rights obligations in internet governance, and the real-world impacts of digital
technologies.
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https://www.amnesty.org/en/latest/news/2024/01/sri-lanka-online-safety-act-major-blow-to-freedom-of-expression/
https://www.bbc.com/news/world-asia-68163414
https://www.bbc.com/news/world-asia-68163414
https://kathmandupost.com/science-technology/2023/08/17/government-s-cybersecurity-policy-raises-privacy-and-implementation-concerns
https://kathmandupost.com/science-technology/2023/08/17/government-s-cybersecurity-policy-raises-privacy-and-implementation-concerns
https://engagemedia.org/wp-content/uploads/2023/07/EngageMedia-GIF-ICT-South-Southeast-Asia-Digital-Rights.pdf
https://www.thedailystar.net/business/economy/news/women-should-participate-more-internet-governance-3331211
https://www.apc.org/en/pubs/womens-rights-gender-and-internet-governance
https://www.apc.org/en/pubs/womens-rights-gender-and-internet-governance
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This study was conducted to gather insights into digital rights and policy awareness among
women and youth in South Asia, specifically Bangladesh, India, Nepal, and Sri Lanka.

The research aims to:

« Explore women's and youth's understanding of digital rights, including FoE, access to
information, privacy, and data protection laws;

« Assess how women's and youth's awareness levels impact online behavior, safety, and
participation in internet governance policy discussions;

o Evaluate the needs and effective youth advocacy in technology-related policymaking;
and

« Identify knowledge gaps to create targeted programs to strengthen their capacity and
understanding of digital rights, safety, and security.

The methodology included research and literature review, online survey, focus group
discussions, and key informant interviews.

Survey Design and Distribution

The online survey was designed to capture data on digital rights awareness, policy
understanding, and advocacy needs among women and youth in the four countries. The
survey primarily consisted of closed-ended questions and was distributed over two months,
from April 28 to June 30, 2024. The survey collected responses from respondents across
various demographic categories including men to understand their perceptions of women'’s
and youth's digital rights and gaps.

Due to constraints in time and resources, a non-random, convenience sampling method was
employed. The survey link was shared through PORCH partners and local CSO networks
and social media platforms such as Facebook, X (formerly Twitter), and LinkedIn, targeting
communities focused on youth and digital rights.
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Survey
Design ana

DISTRIBUTION

Analysis Report

Respondents

Total respondents: 552
Bangladesh: 236

India: 87

Nepal: 89

Sri Lanka: 140

Gender distribution

Women:48%
Men: 52%

Age of respondents

Between 20-30 years: 67.3%
Between 15-19 years: 12.3%
30 years and older: 20.5%

Area

Metropolitan areas outside of urban centers: 46.2%
Major urban cities: 38.2%
Rural areas: 15.6%

e ——

¢ Due to the convenience sampling methods amongst civil society groups, a significant
portion of respondents have a graduate or higher education level (58.2%).
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Focus Group Discussions

Seven FGDs were conducted across the four countries to gather qualitative insights into
digital rights, with a particular focus on women and youth. In India, three FGDs were held
in Kolkata, Jaipur, and Delhi, while Bangladesh hosted two in Dhaka, and one each was
conducted in Kathmandu, Nepal, and Colombo, Sri Lanka. These discussions included a
range of respondents including civil society members, students, teachers, and journalists,
selected based on age and sex. The FGDs were guided by open-ended and semi-structured
questionnaires, focusing on issues of awareness, free expression, privacy, digital harms, and
rights. The discussions were conducted in person to facilitate more nuanced and in-depth
conversations, particularly on the needs, gaps and recommendations. In total, 110
participants attended the FGDs, with 80 women and 30 men.

Key Informant Interviews

Following the FGDs, 14 KlIIs (nine women, five men) were conducted with experts -- three
experts each from India and Nepal, and four each from Bangladesh and Sri Lanka. Experts
were selected for their expertise in digital technology, policy, women’s rights, and youth
advocacy. This included representatives from nonprofits, women tech leaders, media
practitioners, researchers and lawyers with experience in social media, right to
information, and civic rights. Using semi-structured questionnaires, the KIIs explored
digital rights and policy-making experiences, offering deeper insights into challenges and
opportunities for women and youth in the digital space, complementing findings from the
survey and FGDs.

Desk Research

Extensive desk research was conducted to understand the country-level and regional
context of digital rights and related policy landscapes. The desk research explored the legal
frameworks, policies and enforcement mechanisms related to digital rights in each country.
It also examined global and regional best practices in digital governance and the challenges
faced by different stakeholders, particularly women and youth in South Asia.

Limitations

Several limitations should be noted when interpreting the results. The survey used non-
random, convenience sampling methods, which may have introduced self-selection and
coverage biases. The significant variation in the number of respondents between countries
affects the comparative analysis and generalizability of the findings. Respondents were
young, urban-centered, and highly educated, underrepresenting rural individuals with
lower educational attainment. Additionally, the survey was mainly in English, with limited
translations to Bangla, Sinhalese, and Tamil, skewing responses in India and Nepal toward
English-proficient participants.

While the FGDs provided valuable qualitative insights, they lacked significant rural
representation, a crucial gap given the differing digital usage patterns between rural and
urban areas. The study covers a broad range of topics, providing an overview of the digital
landscape rather than an in-depth analysis of specific digital rights challenges or policy
engagement issues. While this approach provided valuable insights into the general digital
context, it may have limited our ability to delve deeper into specific concerns. Future
research could benefit from a more targeted approach into specific aspects of digital rights

and policy engagement in the region.
PROTECTING ONLINE RIGHTS

OF CHANGEMAKERS



TECH POLICY LANDSCAPE

South Asian countries in this research uphold equality
before the law, non-discrimination, freedom of
expression, and the right to privacy in their
cir titutions. They have ratified key international

an rights treaties on these issues and enacted
f responding national laws. Thus, they have a

ay be imposed i
security, public o

As technology
digital rights, F
countries htve
existing ones.
uphold the rul
free media, so
rights and fre
these co ]

[The core international h&] rights instr t ontalmngl
to privacy are- the Internatbnal Covenant on nd Political Rig

Convention on the Rights of the Child, 1989, the Convention on Mlgrant A
Convention on the Rights of Persons thh Dlsab|I| es, 2006, and The
Elimination of all Forms of Racial Di ination, 19

-




H

The 1972 Constitution of Bangladesh aims to create a socialist society through democratic means,
upholding the rule of law, human rights, freedom, equality, and justice, while guaranteeing
rights to assembly, association, thought, speech and religion. Despite constitutional guarantees,
reports of government agencies violating digital rights and freedoms and use of intrusive
surveillance technologies are rampant. Privacy is not an absolute constitutional right and can be

restricted by law. Judicial remedies are unavailable for intercepted messages on grounds of
safety and security, and although the law allows the government to create rules to prevent
improper interception, no such rules have been established.

The 2001 Bangladesh Telecommunications Regulation Act and its licensing rules, intended to
regulate telecom services and promote fair competition, have also legalized internet shutdowns,
censorship, and surveillance. Sections 30 and 31 grant the Bangladesh Telecommunication
Regulatory Commission (BTRC) extensive power to block websites and social media, and force
content removal, often without public notice. The BTRC or government may impose internet
shutdowns or intercept data and voice calls, compelling service providers to comply and share
information to avoid penalties. Frequently, the BTRC directs social media platforms to remove
content deemed harmful to religious beliefs or critical of the ruling party.

However, these decisions are often taken arbitrarily ignoring the economic consequences and
fundamental rights of the people as was seen during the recent internet shutdown in July 2024.
The shutdown was imposed arbitrarily to quell a student protest for public service jobs reform,
which quickly escalated to the resignation of the of former prime minister, Sheikh Hasina. It is
estimated that the five-day internet blackout and subsequent curfew has caused over $10 billion
in estimated losses, according to the Foreign Investors Chamber of Commerce & Industries.
Similar to the BTRC, the National Telecommunication Monitoring Centre (NTMC) was established
in 2013 to monitor and lawfully intercept electronic communications for national security.
However, consumer rights organizations demanded its abolition for human rights violations, with
accusations of unauthorized phone hacking, device surveillance, and monitoring of platforms like
Facebook, Messenger and X. Reports also indicate NTMC has blocked websites and emails, raising
concerns about privacy and free expression.

Bangladesh’s 2006 Information and Communication Technology (ICT) Act, amended in 2013 under
Sheikh Hasina’s government, introduced the draconian Section 57. The government abused the
provision, facing backlash and concerns from stakeholders at home and abroad. Amid mounting
criticism, the government repealed Section 57 but replaced it with the equally controversial 2018
Digital Security Act (DSA) just before the general election. The DSA garnered immense criticism
for stifling free speech and expression.
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http://bdlaws.minlaw.gov.bd/act-details-367.html
https://www.dhakatribune.com/bangladesh/government-affairs/281008/report-israeli-spy-tech-secretly-sold-to
https://www.dhakatribune.com/bangladesh/government-affairs/281008/report-israeli-spy-tech-secretly-sold-to
https://samsn.ifj.org/wp-content/uploads/2015/07/Bangladesh-ICT-Act-2006.pdf
https://www.cirt.gov.bd/wp-content/uploads/2018/12/Digital-Security-Act-2018-English-version.pdf
https://www.cirt.gov.bd/wp-content/uploads/2018/12/Digital-Security-Act-2018-English-version.pdf
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By January 2023, over 7,000 cases were filed under the DSA, many of which were for criticizing
the government, the Prime Minister, the ruling party, or law enforcement. The Center for
Governance Studies (CGS) documented 1,436 cases involving 4,520 accused, with 1,549 arrests—37%
of them under 25. Alarmingly, only 2% of these cases proceeded to trial, indicating their use as tools
of harassment and intimidation. For example, Khadijatul Kubra, a 17-year-old female student at
Jagannath University, nearly two years after moderating a social media webinar was accused of
spreading anti-government propaganda. She was denied bail repeatedly and imprisoned for 15
months without trial. Such actions undermine basic rights and instill fear, silencing dissent and
eroding freedoms in Bangladesh.

After years of criticism, the 2023 Cyber Security Act (CSA) was introduced to replace the DSA,
largely mirroring its predecessor by adopting 58 out of 59 provisions with only slight changes. The
CSA grants the government-appointed Director General the authority to block or remove online
content deemed to violate constitutional rights to free speech under vague terms such as
‘propaganda against the liberation war’, ‘false information’, or ‘disrupting communal harmony’.
Section 8 allows the government and law enforcement to mandate the BTRC to remove content,
with binding authority over these ostensibly voluntary requests.

Broad provisions on cyber terrorism grant police sweeping powers to search, seize, and arrest
without warrants, undermining BTRC’s independence and raising concerns over abuse,
government transparency, and FoE online.

In 2023 the government proposed new regulations for over-the-top (OTT) Platforms, targeting
content that undermines the Liberation War's spirit, national culture, communal harmony, or legal
framework.

The draft rules grant the government extensive authority to block, filter, and remove content
raising concerns about free expression, surveillance, and vague compliance standards for service
providers. Both the CSA and proposed rules lack clear definitions of offenses leaving room for broad
and potentially abusive interpretations, that could affect internet freedom and transparency in
Bangladesh. The draft 2024 Personal Data Protection law faced criticism for its broad scope and
absence of a compliance period. Unlike the previous draft, which allowed three years for
adjustment, this version lacks a clear implementation timeline, risking arbitrary consent
requirements, heavy compliance burdens, and inadequate grievance mechanismes.

It narrows the definition of ‘sensitive data’ and grants the government sweeping powers for data
collection under vague ‘classified data’ terms, which could disrupt CSOs' operations. Moreover, the
proposed government appointed Data Protection Board and Appellate Board lack independence,
raising concerns about bias and the law's ability to override other legislation, such as the 2009
Right to Information Act, obscuring important public information. Government agencies could
exploit personal data under the guise of national security or public interest, bypassing judicial
oversight and increasing the risk of misuse and abuse of power.
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https://www.thedailystar.net/news/bangladesh/crime-justice/news/7001-cases-filed-under-dsa-till-jan-31-3338751
https://cgs-bd.com/cms/media/documents/e7678484-19ac-4716-8224-be3f706bfa66.pdf
https://cgs-bd.com/cms/media/documents/e7678484-19ac-4716-8224-be3f706bfa66.pdf
https://www.amnesty.org/en/latest/news/2023/08/bangladesh-authorities-must-immediately-release-university-student-khadijatul-kubra/
http://bdlaws.minlaw.gov.bd/act-1457.html
https://www.amnesty.org/en/documents/asa13/8332/2024/en/
https://www.internetsociety.org/resources/doc/2022/internet-impact-brief-bangladesh-regulation-for-digital-social-media-and-ott-platforms-2021/
https://ictd.portal.gov.bd/sites/default/files/files/ictd.portal.gov.bd/page/6c9773a2_7556_4395_bbec_f132b9d819f0/%E0%A6%89%E0%A6%AA%E0%A6%BE%E0%A6%A4%E0%A7%8D%E0%A6%A4%20%E0%A6%B8%E0%A7%81%E0%A6%B0%E0%A6%95%E0%A7%8D%E0%A6%B7%E0%A6%BE%20%E0%A6%86%E0%A6%87%E0%A6%A8%2C%20%E0%A7%A8%E0%A7%A6%E0%A7%A8%E0%A7%A9%20%E0%A7%A7%E0%A7%A7.%E0%A7%A7%E0%A7%A6.%E0%A7%A8%E0%A7%A9.pdf
https://www.ti-bangladesh.org/upload/files/position-paper/2024/Personal-Data-Protection-Act-Review-TIB-Article-19.pdf

NEPAL

Part 3 of Nepal’s 2015 Constitution® covers Fundamental Rights and Duties, ensuring the right to
live with dignity, equality before the law, freedom of opinion and expression, freedom of religion,
right to information, privacy, and constitutional remedies. However, these rights are subject to
restrictions to protect Nepal’s sovereignty, national unity, and harmonious relations among its
people, or to prevent discrimination, defamation, or breaches of public decency. Article 19
specifically guarantees the right to communicate freely, including publishing and broadcasting
news without censorship. While Article 28 guarantees the right to privacy concerning a person’s
property, documents, data, and personal matters.” The Supreme Court of Nepal has also
established strong precedents in favor of privacy protection.®® However, this right is not absolute
and can be restricted by law when necessary, and government agencies and authorized personnel
can intercept communications and request information from social media platforms or hotels with
proper authorization.

The 2008 Electronic Transactions Act was enacted to regulate electronic data and communication,

and financial scams. However, this law has included a provision which prohibits electronic
publications that are illegal under existing laws, or those deemed contrary to public morality,
capable of inciting hate or jealousy, or jeopardizing harmonious relations among communities. This
provision has been invoked to suppress FoE and to arbitrarily detain those criticizing the
government and leaders of the ruling party, as evidenced by the arrest of a comedian in 2019 for a

movie review; the arrest of former Secretary Bhim Upadhya in 2020 for a social media post critical
of the government; and the arrest Deepak Pathak, a board member of Radio Nepal, for allegedly

defaming Nepal Communist Party leader Pushpa Kamal Dahal on social media. Furthermore,
popular folk singer Pashupati Sharma was compelled to remove his song from YouTube following

threats from the ruling party's youth wing.

The 2018 Privacy Act strengthens personal information protection and bans unauthorized

electronic surveillance by non-state actors. However, it grants the government extensive
surveillance powers, allowing intrusive searches of devices and potentially violating the privacy of
activists, journalists, and critics. Additionally, the law can penalize victims of violence for
recording evidence without consent, complicating the collection of proof in harassment cases.
Privacy regulations also permit family members to access sensitive reproductive health

information of minors and women, jeopardizing their safety and autonomy. In Nepal's patriarchal
society, this law assumes no privacy, often shielding abusers rather than protecting victims.
Women's reproductive health is disproportionately targeted, with men evading scrutiny.
Meanwhile, ambiguous terms like obscenity, vulgar, and public morality invite subjective

interpretation, enabling moral policing and potentially criminalizing sexual expression.

[3] Also, articles 18 (2) & (3), 24, the Constitution of Nepal, 2015.

[4] Privacy related provisions can also be found in the National Penal Code Act of 2017 (part 3, section 293), and

the Prevention of Organized Crime Act of 2070 BS.

[5} Baburam Aryal v. The Government of Nepal [N.K.P. 2074, 25]; Sapana Pradhan Malla v. Office of the Prime Minister 2 2
and Council of Ministers et. al. [N.K.P. 2064, 1208]; Roshani Poudel et. al. v. Office of the Prime Minister and Council of
Ministers et. al. [N.K.P. 2077, 1232].


https://nepaltradeportal.gov.np/web/guest/contents?p_p_id=ntipportlets_WAR_tepc&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&refererPlid=20137&_ntipportlets_WAR_tepc_param=displayLegalDocumnet&id=131
https://kathmandupost.com/valley/2020/04/27/former-secretary-bhim-upadhyay-released-on-bail
https://english.onlinekhabar.com/radio-nepal-board-member-arrested-on-cybercrime-charge.html
https://www.aljazeera.com/features/2019/2/18/nepali-singer-pulls-corruption-song-from-youtube-after-threats
https://bodyanddata.org/wp-content/uploads/2021/12/OnlineGBVLawsMapping-min.pdf
https://bodyanddata.org/wp-content/uploads/2021/12/OnlineGBVLawsMapping-min.pdf
https://bodyanddata.org/wp-content/uploads/2021/12/OnlineGBVLawsMapping-min.pdf

NEPAL

The 2018 Information Technology (IT) Bill aims to replace the 2008 Electronic Transactions Act,
covering intermediary liability, FoE, content regulation, and the registration of social media
companies, including foreign entities. The IT Bill grants the government broad authority to censor
online content, and hold platforms accountable for user-generated content, raising concerns about
censorship and restriction of free speech. Critics also fear it may allow government access to
private communications, undermining privacy and data security. Despite approval by a
parliamentary committee, the Bill, which includes penalties of up to five years' imprisonment and
hefty fines, awaits parliamentary passage amidst civil society criticism and pushbacks.

The 2023 amendment to Nepal's Telecommunication Bill by the Ministry of Communication and
Information Technology has sparked significant privacy concerns. It allows authorities to record
personal mobile conversations and access private data without a court order, bypassing essential
checks and balances. The bill also grants administrative bodies direct access to telecom providers'
systems, raising alarms about data privacy, security, and the risk of criminal penalties for telecom
companies. These provisions could hinder the free flow of information, promote internet
fragmentation, and harm both local and international users and businesses. Clear legal safeguards
are essential to protect privacy rights.

The newly approved 2023 National Cyber Security Policy faces criticism for lacking meaningful
public consultation and introducing provisions that threaten internet freedom. It proposes creating
a government-controlled intranet and a national internet gateway, centralizing internet traffic
and increasing surveillance and censorship. Additionally, the Nepal Telecommunication Authority
directed Nepal Telecom and Ncell to implement a Telecommunication Traffic Monitoring and
Front Control System, raising concerns about excessive surveillance powers. Additionally, the
government has been accused of procuring Pegasus spyware for the Army, raising further
concerns about privacy violations and unchecked state control.

The Online Media Operation Directives in Nepal prohibits the publication and broadcast of content
that could harm the nation's sovereignty, territorial integrity, nationality, or relations among
various groups. The amendment to the National Broadcasting Rules requires individuals or
organizations uploading videos through streaming services to obtain a license, which could be
costly, potentially limiting FoE for those unable to afford it. In May 2019, a bill was proposed to
amend the Nepal Media Council laws, replacing the Press Council Act of 1992, and allowing the
media council to impose fines on journalists and media houses.

These legislative developments suggest a trend towards more stringent control over media and
expression, raising concerns about the alignment with the FoE guaranteed by the Constitution.
The government's approach appears to be aimed at controlling expression in the name of decency,
national unity, and public morality. These instances highlight the ongoing challenges to FoE and
privacy in Nepal, underscoring the need for a balanced approach that respects individual rights
while addressing national security concerns.
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https://www.amnesty.org/en/latest/news/2020/01/nepal-information-technology-bill-threatens-freedom-of-expression/#:~:text=Provoking%20widespread%20criticism%20from%20Nepal's,rupees%20(approximately%2013%2C000%20USD).
https://srfreedex.org/communication-regarding-nepals-national-cyber-security-policy/
https://www.apc.org/en/news/towards-digital-authoritarianism-nepal-surveillance-data-collection-and-online-repression
https://www.apc.org/en/news/towards-digital-authoritarianism-nepal-surveillance-data-collection-and-online-repression
https://engagemedia.org/2022/pandemic-control-nepal/
http://research.butmedia.org/wp-content/uploads/2016/06/OnlineDirective2073.pdf
https://rsf.org/en/nepal-rsf-s-recommendations-amend-controversial-media-council-bill

‘India’s Constitution, adopted in 1949, guarantees fundamental rights such as equality (Article 14),
freedom of speech and expression (Article 19) and privacy (Article 21 ). However, these rights are
can be restricted by law in the interests of state security, public order, decency, or foreign
relations. The government is updating and drafting new laws and regulatory frameworks to
support the digital economy and use technology for citizens' benefit. These include the 2023
Digital Personal Data Protection Act, the proposed Digital India Act, and the 2000 Information
Technology Act (amended in 2008 and 2021). However, there are concerns over these new rules
and laws lack proper safeguards and instead promote surveillance and censorship. Some
regulations unintentionally infringe on free speech and privacy without adequate judicial
oversight. For example, in 2021, the Indian Supreme Court set up a technical committee to
determine whether spyware was used to snoop on citizens - the findings were sealed and never
made public. In December 2023, a joint investigation by Amnesty International and The
Washington Post, revealed that journalists, activists, and opposition leaders in India, including
women journalists, were being targeted by the Pegasus spyware

India’s internet ecosystem is primarily governed by the 2000 Information Technology Act,
amended in 2008 and 2021. The IT Act governs issues like cybercrime, electronic transactions,
intermediary responsibilities, digital security, and data protection, with penalties for non-
compliance. However, the 2021 Information Technology Rules Amendment regulate online
platforms, including social media and streaming services, focusing on content removal,
cooperation with law enforcement, and compliance with government notices. An advisory
mandates intermediaries to report actions to the ministry within 15 days. As a result, streaming
platforms have canceled shows, such as the BBC who was ordered to remove a documentary from
social media about communal violence during Modi’s tenure as chief minister of Gujarat.

Using emergency powers, the Ministry of Information and Broadcasting ordered the takedown of
45 videos from 104 YouTube channels, along with 25 social media accounts and websites
belonging to digital news publishers. These rules have raised concerns about FoE, leading to
preemptive content censorship and alignment with political interests. Further, the Grievance
Appellate Committee, established under these rules, can censor content without judicial
involvement, questioning its transparency and independence.
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https://internetfreedom.in/india-75-digital-rights-ka-amrit-mahotsav/
https://www.businesstoday.in/latest/economy/story/shaping-a-new-digital-india-under-the-new-government-433839-2024-06-19
https://time.com/5946092/india-internet-rules-impact/
https://internetfreedom.in/pegasus-investigation-report-to-remain-in-sealed-cover-even-though-it-contains-evidence-that-5-phones-had-malware/#:~:text=The%20SC%2Dappointed%20committee%20on,against%20public%20transparency%20and%20accountability.
https://internetfreedom.in/pegasus-investigation-report-to-remain-in-sealed-cover-even-though-it-contains-evidence-that-5-phones-had-malware/#:~:text=The%20SC%2Dappointed%20committee%20on,against%20public%20transparency%20and%20accountability.
https://www.amnesty.org/en/latest/news/2023/12/india-damning-new-forensic-investigation-reveals-repeated-use-of-pegasus-spyware-to-target-high-profile-journalists/#:~:text=Forensic%20investigations%20by%20Amnesty%20International's,Pegasus%20spyware%20on%20their%20iPhones%2C
https://www.amnesty.org/en/latest/news/2023/12/india-damning-new-forensic-investigation-reveals-repeated-use-of-pegasus-spyware-to-target-high-profile-journalists/#:~:text=Forensic%20investigations%20by%20Amnesty%20International's,Pegasus%20spyware%20on%20their%20iPhones%2C
https://www.amnesty.org/en/latest/news/2023/12/india-damning-new-forensic-investigation-reveals-repeated-use-of-pegasus-spyware-to-target-high-profile-journalists/#:~:text=Forensic%20investigations%20by%20Amnesty%20International's,Pegasus%20spyware%20on%20their%20iPhones%2C
https://www.meity.gov.in/content/information-technology-act-2000
https://prsindia.org/billtrack/the-information-technology-intermediary-guidelines-and-digital-media-ethics-code-rules-2021#:~:text=The%202021%20Rules%20under%20the,%2C%20series%2C%20and%20podcasts).
https://www.businesstoday.in/technology/news/story/government-advises-platforms-to-comply-with-it-rules-requests-submission-of-action-taken-report-to-the-ministry-within-15-days-419741-2024-03-01
https://www.theguardian.com/world/2023/jan/23/india-emergency-laws-to-ban-bbc-narendra-modi-documentary
https://freedomhouse.org/country/india/freedom-net/2023
https://internetfreedom.in/5-questions-to-ask-the-grievance-appellate-committee/

India has led the world in internet shutdowns globally for the past five years, with many of these
actions lacking proper justification or procedural safeguards, according to civil society
organizations. Legal frameworks like the 1973 Code of Criminal Procedure and the 2017
Temporary Suspension of Telecom Services Rules allow officials to suspend services for public
safety or emergencies, but without safeguards, transparency, or accountability. This contradicts
with the Supreme Court’s recognition of internet access as a fundamental right and ignores the
Parliamentary Standing Committee’s recommendations on telecom service suspension. In 2020,
amendments to the Telecom Service rules allowed for 15-day internet shutdowns, extendable
without public consultation.

The 2023 Telecommunications Act, replacing the 1885 Telegraph Act, has broad definitions that
could encompass online communication services, raising fears of a licensing regime and
increased surveillance without exemptions for encrypted platforms. The Act permits message
interception and introduces biometric user authentication, raising privacy concerns. The Act’s
provisions for arbitrary network disruptions without meaningful limitations or remedies
challenge the protection of democratic freedoms and privacy rights in India. According to Access
Now, the Act "imperils encryption, a crucial tool for privacy and free expression; amplifies
unchecked powers of the government to impose internet shutdowns; and enhances surveillance
without independent oversight." Its provisions for arbitrary network disruptions without
meaningful limitations or remedies challenge the protection of democratic freedoms and privacy
rights in India.

The 2023 Digital Personal Data Protection Act (DPDP), was passed hastily, with minimal debate—
just 52 minutes in the Lok Sabha and one hour in the Rajya Sabha—raising serious transparency
concerns. The law's limited public consultation highlights a troubling trend of enacting digital
rights legislation without adequate stakeholder input. Furthermore, there are concerns with the
provisions of the law too. The DPDP provides significantly lower protections than those proposed
by the Justice BN Srikrishna Expert Committee and the Supreme Court’s landmark Privacy
Judgment of Justice K.S. Puttaswamy v. Union of India, which outlined a threefold privacy test --
legality, proportionality and legitimacy. The Act allows the State to bypass data protection
provisions without safeguards, raising privacy concerns. It weakens citizens' Right to
Information by restricting access to personal data and imposes limitations on journalists due to
the absence of exemptions. It also grants the government broad censorship powers, justified by
vague criteria like "in the interest of the general public,” significantly expanding its discretionary
power to limit information. In doing so, it exceeds the boundaries set by the 2000 Information
Technology Act, and constitutional restrictions under Article 19(2), which permits specific and
reasonable limitations on free speech.
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The proposed 2024 Digital India Act, aiming to create a modern legal framework for India’s
digital ecosystem which will assist the country achieve the goal of becoming a $1 trillion digital
economy by 2026, is set to replace the 2000 Information Technology Act. The law focuses on
online safety, trust, accountability, and the regulation of emerging technologies like artificial
intelligence and blockchain. The law emphasizes principles and rule-based approaches to ensure
compliance with evolving laws and market trends. It also mandates strict KYC requirements for
wearable devices and considers revising the ‘safe harbor’ principle, which currently protects
online platforms from being liable for user-generated content. The Ministry of Electronics and
Information Technology (MeiTY) is conducting consultations with various stakeholders to
finalize the act’s framework. However, the Bill is feared to increase government control of the
internet allowing the authorities to take and further restrict freedom of speech online.

The Indian government recently withdrew the new draft of the 2024 Broadcasting Services
(Regulation) Bill, following significant criticism and controversy. The draft bill, which was shared
privately with a few stakeholders, aimed to replace the 1995 Cable Television Networks Act and
extend regulations to OTT content and digital news. However, it faced backlash over concerns
that it would grant the government excessive control over online content, potentially infringing
on freedom of speech. Critics, including independent content creators and big tech companies,
argued that the bill’'s provisions could lead to government overreach. The Ministry of
Information and Broadcasting has decided to rework the bill and conduct further consultations
with stakeholders before releasing a new draft.
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A

Sri Lanka, a democratic socialist republic, upholds the principles of representative democracy and
ensuring freedom, equality, justice, human rights, and an independent judiciary to foster a just
society.® Compared to other countries studied in this research, the Constitution of Sri Lanka
recognized only a few rights as fundamental rights including freedom of thought, conscience and
religion, right to equality, right of access to information, and remedy for the infringement of
fundamental rights by executive action. While the 1978 Constitution does not explicitly address
the right to privacy, the 2015 amendments include privacy protections related to restrictions on
access to information. In Sri Lanka, privacy is safeguarded under the concept of actio iniuriarum,
and the courts have recognized it in limited cases.(”)

In 2007, the International Covenant on Civil and Political Rights (ICCPR) Act was introduced to
uphold the right to FoE. However, it has been misused over time, leading to the persecution of
journalists, and activists. Recently, comedian Nathasha Edirisooriya was arrested for alleged
derogatory remarks about Buddhism. In Fernando v. Sri Lanka Broadcasting Corp., the Sri Lankan
Supreme Court affirmed that the right to free speech includes the right to receive information. The
Court also stressed the importance of aligning legislative interpretations with international
standards to effectively identify hate speech, referencing the UN Strategy and Plan of Action on
Hate Speech (2020) and the Rabat Action Plan (2012) in its ruling. The Court set a high threshold
for restricting FoE, which is a significant milestone in Sri Lanka's rights discourse, although the
decision could still be overturned by a higher court.

In May 2015, Sri Lanka ratified the Council of Europe Convention on Cybercrime becoming the
first South Asian country to ratify the Convention. Then, In March 2022, Sri Lanka enacted the
Personal Data Protection Act becoming the first South Asian country to enact a comprehensive
privacy legislation largely modeled after the General Data Protection Regulations in the EU. Other
data protection related laws include the Intellectual Property Act, 2003, Banking Act, 1988,
Computer Crime Act, 2007, Right to Information Act, 2016, Telecommunications Act, 1991 and
Electronic Transactions Act, 2006.

[6] Svasti and article 1, the Constitution of Sri Lanka, [revised 2023].

[7] Nadarajah v Obeysekera [52 NLR 76], Chinnappa et al. v Kanakar et al (13 NLR 157), Abraham v Hume (52
NLR 449), AMK Azeez v W.T Senevirathne (SI Police) (69 NLR 209), Hewamanna v Attorney General (1999)
ICHRL, Sinha Ratnatunge v State [2001] 2 Sri L.R. 172.
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A

In 2022, the government blocked social media and communications platforms for 16 hours

during the Aragalaya protest. Citing economic and political unrest, the government took
arbitrary measures to suppress the FoE and the press by attacking and arresting journalists
reporting the incident. The Information and Communication Technology Agency of Sri Lanka

oversees the government's ICT policies and action; however, around restrictions on online
content lack transparency. The Mass Media Ministry and Presidential Secretariat can issue
blocking orders to the Telecommunications Regulatory Commission for reasons like “publishing
false information” or “damaging the president’s reputation,” which can then block content. but
the Mass Media Ministry and Presidential Secretariat can send blocking orders to the
Telecommunications Regulatory Commission for reasons including “publishing false

information” and “damaging the president’s reputation,” which can direct internet service
providers to block the content.

Sri Lanka enacted the controversial 2024 Online Safety Act, which establishes a five-member

Online Safety Commission to regulate “prohibited statements,” a term left undefined. The law
prohibits online communication of false statements that could threaten national security, public
health, or social harmony. The Act also restricts online anonymity, raising fears for activists and
whistleblowers. Offenders could face up to five years in prison or fines of up to 500,000 rupees.
Critics, including the UN Office of the High Commissioner on Human Rights, argue that the law

could suppress FoE and damage the economy by stifling digital opportunities. Concerns have also
been raised about the law's potential use to request the extradition of activists, as Sri Lanka is a
signatory to the Council of Europe Cybercrime Convention. Civil society has strongly criticized
the Act for lacking consultations with technical and human rights experts, calling it draconian,

impractical, and prone to selective enforcement by the politically appointed Online Safety
Commission. Despite petitions and efforts by civil society groups, only minor amendments have

been made.
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Despite rapid digitization in South Asia, the findings suggest that
significant gaps in awareness and understanding of digital rights
and technology policies persist, particularly among women and
rural youth. To align with the objectives of this research, this study
sought to assess the knowledge and perceptions regarding various
aspects of the internet, including online FoE, privacy, and the
protection of personal data of women and youth in Bangladesh,
Nepal, India, and Sri Lanka.

The majority of respondents in this study reported that they are
aware of the threats and restrictions they experience regarding
their digital rights and expressions online, including censorship,
social media blocking, internet shutdowns, surveillance, privacy
breaches, and online harassment. However, most report that they
are unaware of the government policies and laws that impact their
digital rights and shape their online activities. This lack of
awareness stems from limited digital literacy programs and
insufficient education on digital rights and policies. The following
sections present the findings from the survey, FGDs and KIIs.

Participants across locations shared that they primarily use the
internet for entertainment, communication with friends and
family, social media, education and news, and work and commerce.
Many noted how the internet has transformed communication and
access to services. In Delhi, one participant praised Digital India
initiatives like UPI and seamless payments, while those in Kolkata
also highlighted the shift to digital transactions. Online classes
ensured continuous learning during the pandemic, and commuting
became obsolete with technology.

An India-based NGO explained how they use digital platforms for
virtual meetings, surveys, and community outreach. A participant
in Sri Lanka emphasized the internet’s role in advocacy, education,
and connecting global stakeholders on important issues.
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Digital Divides: Digital Literacy and
Awareness

In the digital age, internet access is a fundamental need, yet many women and youth in
South Asia, especially in rural communities, remain disconnected. Despite economic
development, there are significant disparities between men and women in digital access
across countries like Bangladesh, India and Sri Lanka. These gaps persist even when
accounting for income and education, underscoring deep-rooted cultural factors that
exclude women from the digital world. In Bangladesh and Nepal, focus group participants
noted that while most youth are skilled with social media like Facebook, Instagram, and
WhatsApp, they have limited understanding of using the internet for political and
economic participation or economic participation and risks.

This is further augmented by the urban-rural divide driven by differences in internet
quality, access to information, and socio-economic factors. In urban areas, most individuals
own their phones, while in rural areas, phones are often shared among family members
and women often require permission from male relatives to use them or are expected to
share their passwords. Key informants argued that limited technology exposure and lack
of digital rights knowledge in rural areas leaves individuals ill-equipped to navigate online
spaces safely. For example, in Nepal, urban centers like Kathmandu boast better internet
quality compared to remote regions with unreliable networks due to the country's
mountainous terrain.

The Digital Divide

Responses from KlIs and FGDs highlighted that women face additional challenges like
lower income, limited education, and fewer social connections compared to men, which
impacts their access to digital technologies. In rural and remote areas, women's autonomy
is often restricted, even when they take on significant financial and household
responsibilities. Citing an example from rural Tamil Nadu, India, a KII expert noted that
cultural norms often prevent these women from using phones, limiting their access to
communication and reinforcing societal constraints on their independence.
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I have seen many women who do not have cell phones
because their family members do not like them using cell
phones at home, especially unmarried girls do not have

permission to use phones. In their case, there is a perception

that if a girl uses a mobile phone, she may run away or hav
a relationship with someone. Or if a girl goes astray, her
parents will take the phone from her. Such incidents also

happen in the case of boys.

I came across a piece in the Times of India where the
Election Commission mentioned plans to visit villages to
train voters on using social media and electronic voting

machines. However, in several villages, powerful men told
them that no workshops were needed for women, as these
technologies were 'not for women.' This belief highlights
deep-rooted attitudes that women do not need education.
Simply bringing technology, like fiber optics, to a village is
not enough if these biases persist. - KII Expert
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Poor Awareness of Online Violence and
Reporting

Online harassment remains a significant barrier for women in digital spaces. This
often leads to self-censorship or withdrawal from online spaces. Women in public
positions and prominent professions, like journalism and politics, face heightened
harassment, including trolling, deepfakes, and unauthorized content morphing. As one
expert noted, "senior women journalists have become numb to this abuse, while
younger journalists are deterred from entering the field due to these hostile
conditions.” This climate of fear limits women's participation in digital discourse.

Online harassment has become so pervasive that many senior women
journalists no longer attempt to address it, fearing backlash. They often
grow numb to the abuse, while younger women journalists also endure
significant harassment. This hostile environment discourages aspiring
women journalists, harming the profession's appeal. The lack of female
voices in journalism weakens the industry, limiting perspectives and
systemic progress. Harassment also results in economic setbacks, forcing
some women to leave journalism entirely. According to a UNESCO and ICFJ
survey on online violence against women journalists, 4% of respondents
quit their jobs, while 2% abandoned the profession altogether due to
relentless abuse. These troubling statistics highlight the urgent need for
systemic change to ensure journalism remains supportive for women.

FGD participants expressed frustration with the inadequate response from social
media platforms and law enforcement agencies in addressing online harassment. An
expert from Nepal noted that major platforms often neglect online harassment cases
coming from Nepal and attributed it to the fact that Nepal is not a significant market
and hence not a priority for the platform. A respondent from Bangladesh shared
concerns about facing harassment from the police when filing a case, highlighting the
need for trustworthy, victim-centered support centres.

FGD participants noted that many are unaware that their online activities relate to
fundamental rights, largely due to limited digital literacy programs and insufficient
education on these rights. As one expert pointed out, "Many are unfamiliar with the
nature of online harassment and its potential impact on them. Are they aware of
digital rights per se? No." This gap is wider in rural areas, where language barriers
and cultural norms further restrict engagement with digital technologies, leaving
women and youth susceptible to online risks without the knowledge to protect
themselves.

The lack of strong civil society initiatives worsens this issue. CSOs, which could play a
crucial role in bridging the knowledge gap and advocating for digital rights, are often
underfunded and lack the necessary focus on technology policy issues. An expert from
India lamented, "There are no civil society organizations working on the technology
policy aspect there are several CSOs working to address some of the harms, but it's
like putting Band-Aids on those wounds." Without strong CSO engagement, the
ability to educate these groups is limited, hindering their capacity to advocate for their

digital rights and participate in policymaking processes.
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Internet Censorship and Shutdowns

Internet access is crucial for women and youth as it promotes access to education,
economic, social inclusion, advocacy, and health resources. It enables them to
participate in digital economies, express themselves, and access vital information.
Internet access should be regarded as a fundamental human right, and efforts must be
made to prevent arbitrary shutdowns. The UN's Sustainable Development Goals
(SDGs), particularly SDG 9 (Industry, Innovation, and Infrastructure), emphasize the
importance of access to technology for fostering sustainable development.

Respondents were asked about forms of internet censorship and shutdowns,
including social media blocking, bandwidth throttling (slowing down the speed),
network blackouts, and website blocking. Aggregated responses (graph below) show
that social media blocking (69%) and bandwidth throttling (65%) were the most
commonly experienced censorship in the four countries. India reported the highest
rate of complete internet shutdowns (63%), having the most global outages for six
consecutive years. Participants noted that internet shutdowns caused disruptions in
accessing emergency and government services.
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Figure 1: Experience of internet censorship across all countries

Participants in Colombo also expressed fear of the internet shutdown. “Every time
there is some social upheaval, the immediate response is the internet shutdown. Now
it is becoming a habit and free access to the internet is something a lot of people don't
talk about because they don't see it [access to internet] as of economic value, which
affects the people.”

Focus group participants from Dhaka expressed concern over increasing internet
censorship and shutdowns, particularly during politically sensitive periods. A
journalist noted, "Before the last national election, the internet was shut down in
specific regions during political rallies. This disrupted our ability to report on the
events, and the public was left in the dark."
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A participant from Sri Lanka expressed frustration over the increasing frequency of
internet shutdowns during social unrest, noting that these shutdowns have become a
routine response, with little recognition of their economic impact. FGD participants in
India and Sri Lanka voiced strong opposition to such measures, highlighting that while
governments often cite national security as justification, they believe that uninterrupted
internet access is essential for democracy and that shutdowns undermine this goal.

Internationally renowned CSOs and human rights advocates propose several techniques
to mitigate internet censorship. These include: (a) the use of virtual private networks
(VPNs), which help establish a secure digital connection that encrypts personal data,
masks IP addresses, and bypasses website blocks and firewalls; (b) the Onion Router (TOR),
which allows users to conceal the sites they visit and hide their physical location from
those sites; and (c) peer-to-peer messaging, which enables direct communication between
users without the need for a central server or intermediary.

Survey respondents were asked about their awareness and use of circumvention tools like
VPNs, TOR, and peer-to-peer messaging. Results show low awareness in India (55%) and
Bangladesh (50%), followed by Nepal (34%) and Sri Lanka (23%), highlighting a significant
gap in internet shutdown preparedness where it is most needed.

Male respondents reported slightly higher awareness of internet shutdowns, international
frameworks, and related government and civil society initiatives compared to women. A
significant digital gap exists in the use of tools to bypass the blocking of websites, with 71%
of male respondents reporting using these tools versus 47% of women. Women
participants in Dhaka highlighted that shutdown further isolates women, particularly in
rural areas, who already have limited access to information. However, it is pertinent to
note the fact that survey respondents were predominantly urban, and their experience
may not truly represent those of respondents from rural or sensitive areas such as
Manipur and Kashmir.

Internet Access and Policy Awareness

Survey respondents were asked to rate on a scale of 1 (least informed) to 5 (most
informed), their awareness of key issues related to internet access and censorship,
including questions about their knowledge of government policies and justifications
for internet shutdowns, international agreements promoting equal access, steps to
take during an internet shutdown, and initiatives by both government and civil
society to ensure affordable, unrestricted internet access for all.

Aggregated results show that respondents across Bangladesh, India, Nepal,
and Sri Lanka generally feel under-informed about government policies (2.5 out of 5)
on internet shutdowns. Respondents in India reported higher awareness across all
questions, particularly about government policies (2.9) and civil society initiatives
(2.7). Sri Lanka stands out for awareness on how to respond during shutdowns (2.8).
And Bangladesh consistently reported the lowest awareness, especially about
international agreements (1.6).
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Figure 2: Awareness of policies and advocacy initiatives on internet shutdown and censorship

However, average scores reveal the lowest awareness of international principles and
policies on internet censorship (2.1), shutdown preparedness (2.2) and civil society
initiatives (2.3). The findings highlight a need for increased information and education to
enhance understanding and preparedness regarding internet censorship and access rights.

FGD participants pointed out a significant awareness gap at the grassroots level regarding
digital rights and policies. They noted that even authorities, like the police, often lack the
knowledge and capacity to handle harassment cases. A participant in Delhi shared, “Even
if rights exist, there’s no awareness at the grassroots. Even the police don’'t know which
IT section to apply for.” Participants felt that authorities tend to suggest blocking or
removing content instead of addressing the root issue, underscoring the need for better
education on digital rights. They also follow technology policy updates through social
media, but highlight the lack of policies available in local languages, limiting awareness.

Freedom of Expression Online

Freedom of expression and self-censorship

FoE across South Asia is increasingly restricted by a combination of government policies,
platform regulations, and societal norms, resulting in widespread self-censorship. The
pervasive culture of trolling and online harassment further stifles open dialogue by
creating a climate of fear.

Survey data reveals that 52.5% of respondents across all four target countries do not feel
free to express themselves online. In Bangladesh, only 21% of respondents feel
comfortable expressing opinions online on sensitive topics without fear of repercussions,
followed by Sri Lanka (29%), India (47%), and Nepal, where FoE is perceived as strongest
(60%). Harassment or arrests for online expression is also notably high, with 43% of
respondents in Bangladesh report knowing that individuals are subjected to lawsuits,
harassment and arrests for their critical expression online, followed by Sri Lanka (33%),
and India (26%), while several isolated incidents are reported in Nepal, underscoring the
growing risks to free speech in these countries.
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Question: To what extent have journalists, activists, academics, or individuals in your country been
subjected to lawsuits, harassment, or arrests due to critical online expression?
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Figure 3: Extent of legal and harassment actions against individuals for critical online expression

The environment of trolling and lack of tolerance challenges freedom of speech and
expression, as individuals are often attacked for their posts. Despite this, many users
continue to express themselves, refusing to be silenced, demonstrating resilience and the
importance of maintaining one's voice on personal platforms. A participant stressed the
importance of celebrating our ideals, as they are integral to our culture; however, this can
often lead to slurs. In Delhi, a participant noted that social media has amplified one-sided
discussions, reinforcing existing biases and creating divisions. People tend to listen
through a biased lens, shaped by pre-formed opinions and reaffirmed by social media
interactions, leading to a lack of genuine dialogue and understanding.

Individuals opt for self-censorship out of fear that expressing their genuine opinions
might provoke attacks, and legal, social or professional repercussions. In Bangladesh, the
laws regarding FoE are the ones "often used to oppress people in the country", so
individuals choose to remain silent instead. One expert from Colombo noted that "the
internet does not really support conflict of ideas now and that is problematic because
this is the reason why we enjoyed having these platforms initially." This leads to a
culture of silence and self-censorship, with individuals refraining from publishing their
views on social media to avoid potential negative consequences.

Participants in India highlighted that opaque content governance and biased social media
moderation amplify challenges, as governments censor critical content under national
security pretexts, suppressing democratic debate and silencing dissenting voices. An
expert observed, "the toxic ecosystem on social media, combined with the threat of legal
action, forces many to self-censor to avoid backlash or harassment.”" This environment
restricts FOE and silences marginalized voices across the region.

FGD participants noted that online censorship, often justified by maintaining social order,
protecting national security, or upholding cultural norms, involves the suppression or
regulation of online content by governments, platforms, and society. While social media
harassment has fueled self-censorship, limiting their FoE.
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Impacts of self-censorship

Experts observed that self-censorship is widespread among women and girls in South Asia
due to patriarchal pressures and fears of social, legal, and online repercussions. Many
avoid expressing their opinions online to prevent harassment, fostering a culture of
silence. For example, girls may be forced offline due to family complaints about their
online behaviour, increasing self-censorship rates.

Survey data reflects this gender gap: 56% of women respondents felt unable to express
their opinions freely compared to 49% of men, indicating that women perceive greater
risk in sharing opinions on sensitive topics. Given this divide, it's not surprising that
women are generally less aware of FoE policies; 32% of women across all four countries
reported being "not very informed" about government policies, versus 25% of men.

An expert shared the strategies being adopted by women and youth to prevent self-
censorship, due to the fear of their families and relatives. As one expert pointed out, “They
either have to self-censor, or they have to start what are called second or alternative
accounts, like a private account, not a fake account, but where you restrict access, right?
Many, many young women | know have two accounts. One is your public account where
you put whatever your family is okay with. And then one is your private account, where
you decide who can be your friend, etc. And then you reveal a different part of yourself.
So they're like two different performances.”

FGD participants highlighted that the lack of freedom in online spaces has led to
behavioral changes such as self-censorship. This self-censorship is influenced by both
platform policies and state apparatus. Many avoid sharing political views that conflict
with dominant ideologies, fearing backlash and negative repercussions. Consequently,
people try to play it safe by using neutral language to avoid controversy. Participants
emphasized that the online environment continues to be less conducive to contesting ideas
and voices. For instance, a social activist in Kathmandu mentioned that she had to
deactivate her social media accounts for a month to avoid unnecessary backlash and its
impacts on her mental well-being.
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Awareness of laws and policies related to online content
and free expression

Survey respondents report that social media platforms commonly restrict or remove
“controversial” posts, with respondents in Nepal (61%) and India (59%) reporting the
highest incidences. This aligns with the experiences described by focus group participants
and experts who raised concerns about the inconsistent content moderation policies of
social media platforms. They discussed how in many instances, non-harmful but
controversial content is often censored, and harmful content frequently remains
unchecked.

When survey respondents were asked to rate their awareness of online content
regulation—including government laws, content removal, social media guidelines, and
civil society initiatives—they rated their awareness at an average of 2.5 out of 5. This
low average suggests that respondents generally feel poorly informed about these issues.

Respondents from Nepal and Sri Lanka reported higher awareness levels on these topics,
with Nepal scoring highest on understanding community guidelines for social media (3.2)
and content removal awareness (2.9). Sri Lankan respondents feel most informed about
laws protecting online freedom (2.8) but least informed about content regulation policies
(2.6). In contrast, Bangladesh reported the lowest awareness, with mean scores of 2.0 for
understanding government policies, online freedom laws, and civil society initiatives.
Respondents from India report moderate awareness, scoring lowest at 2.4 for knowledge
of civil society initiatives.

Note: Respondents were asked to rate between 1(not very informed) and 5 (very informed)
[1=least; 5=highest]

How well-infarmed are you about the
government's policies related to anline
content regulation in your country?

How well-informed are you about
instances where online content has
been removed or restricted due to
violations of content governance poli...

How well-informed are you about the
community guidelines for content on
social media platferms?

How well-informed are you of the laws
that safeguard or restrict enling
freedom of expression?

How well informed are you about the
existing civil society initiatives aimed at

free expression and improving content
governance policies in your country?

0.0 1.0 2.0 3.0
B Bangladesh [l India [ Mepal [ S5rilanka

Figure 4: Awareness of FoOE related policies and initiatives
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One common observation across all locations is that people may struggle to articulate their
concerns in the policy framework, they value their rights and express a need for more
awareness on online issues and policies. Participants in Delhi and Kathmandu emphasized the

importance of viewing digital rights through an intersectional lens. For example, addressing
sexual harassment of queer community -both online and in public spaces - is crucial, as both
are equally harmful and should inform policy formulation.

Privacy and Data Protection

Situational awareness

In the digital age, privacy and data protection are critical concerns, especially as the collection and
use of personal data has become widespread. Respondents were surveyed on their awareness and
experiences with data privacy, including knowledge of data collection, breaches and personal data
compromises. Concerns over the misuse of personal data is high, with many unaware of how their
information is collected, processed, and shared by digital platforms. Nearly half (43%) of survey
respondents reported either experiencing or knowing someone affected by a data breach. Awareness
of data collection by online platforms is highest amongst respondents in Nepal (86%) and lowest
amongst respondents in Bangladesh (59%), with a regional average of 69%. Awareness of reported
biometric or personal data breaches is highest in India (40%) and lowest in Bangladesh (32%), with a
regional average of 39%.

These findings reflect insights from Klls and FGDs, indicating that while awareness of privacy and
data-sharing has grown, many people still lack understanding of how digital policies affect online
spaces and data governance. Despite privacy laws in countries like India and Sri Lanka, gaps in
public awareness and inconsistent enforcement often leave individuals without adequate recourse
when their data is compromised. With increasing targeted ads, surveillance, and data breaches,
participants noted protecting personal information on digital platforms is critical to prevent
harassment and potential harm.

A Kl expert noted, “If you use big, complicated words, people don't identify with this. But if you
talk about experiences, for example, if you ask someone, ‘Do you care about your privacy on the
phone?’ Maybe they'll say, ‘We don't know,” or they don't want to feel stupid so they might say,
‘Yes, we care.” But if you look at their experiences, then | agree, people want online safety, privacy,
and consent. Nobody likes being forced to signh consent agreements when we start using apps. And
you have to sign this, otherwise, you can't use the app, right? But that's not real consent. If you
explain to people that their photos and conversations are their data, it helps them understand.”

The lack of transparency and control over personal data has led to growing unease, as individuals
find themselves increasingly exposed to data breaches, harassment, and exploitation. Discussions
also revealed a significant gap in digital literacy concerning privacy and data protection, especially
among women and rural populations. Many people are unaware that accessing the internet and
using digital tools is part of their rights. This lack of awareness stems from a lack of exposure and
education about these rights.
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Without this foundational understanding, individuals cannot advocate for their digital
rights. Limited access to digital tools and information impedes economic freedom, restricts
access to information, and limits communication opportunities. This digital divide also
reinforces dependency on male family members.

Experts pointed out that lack of locally relevant content and language accessibility
poses significant challenges for users, particularly women, in navigating digital
platforms and understanding their rights. The preference for local languages is evident
among users, especially in rural areas. However, many disclaimers and terms of service
on apps and platforms are predominantly available in English, which creates barriers for
non-English speakers. As a result, many users, particularly women, rely on family
members—often younger individuals or spouses—to interpret app permissions and terms
of service.

Users are often unaware of how their data is used or who accesses it when they
download applications or use a website. A participant in Colombo commented,
“Sometimes [your data] can be used for certain political propaganda, you never know. It
is certainly better now that you can choose your preferences, but sometimes you are no
longer able to use the website. Right to data privacy comes to the forefront when using
digital platforms.” While another said,” There are piles and piles of data about us, what
we do, see, etc. and see no regulation around that. This is something that can be
regulated.” It was noted that respondents actively tried to address and confront privacy
violations, such as the non-consensual sharing of intimate content.

Awareness of safety measures

Respondents were surveyed on their use of privacy protection measures such as VPN,
encrypted messaging apps, ad-blocking browser extensions, social media privacy settings,
understanding privacy policies, and pausing activity history. Overall awareness of these
privacy practices varied across countries: 43% in Bangladesh, 54% in Sri Lanka, and 63%
in both India and Nepal. Over two-thirds of all respondents (75%) reported awareness of
encrypted messaging apps and enabling privacy settings; followed by reading and
understanding privacy policies (51%), pausing activity history (44%), using browser
extensions to block ads (43%), and lastly using VPNs (25%).

Pausing activity history

Understanding privacy
policy

Limiting visibility with
privacy settings

Blocking ads and tracking

Use of encrypted
communication

Use of VPN for privacy

0% 20% 40% 60% 80%
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Policy awareness on privacy and data protection

Survey respondents rated their awareness of online privacy and data protection covering
areas such as government policies, personal data protection rights, privacy advocacy
organizations, business practices, and legal rights against government surveillance.
Overall, awareness is moderate across the region, with an average score of 2.3. Nepalese
and Sri Lankan respondents show higher awareness levels compared to Bangladeshi
and Indian respondents. Nepalese respondents lead in awareness of government policies
(2.6) and personal data protection rights (2.8), while Bangladeshi respondents scored the
lowest in these areas with mean scores of 1.9 and 2.2, respectively.

Conversely, awareness of personal data protection rights and resources advocating for
online privacy is moderate, with regional mean scores of 2.5 and 2.4, highlighting room
for improvement in increasing policy awareness and ensuring that women and youth are
well-informed about their rights and the measures available to protect their online
privacy.

Note: Respondents were asked to rate between 1 (not very informed) and 5 (very
informed) [1=least; 5=highest]

How well informed are you about the
government's policies and regulations
on data protection and online privacy

in your country?

How well informed are you about
your rights concerning the protection
of your personal data online,
including data collection and use?

How aware are you of the resources
and organizations available o
advocate for and educate you on
online privacy rights?

How well informed are you about the
policies and practices of the online
businesses in your country in
managing your personal data?

How informed are you about your
legal rights and options for recourse in
the case of government surveillance
or gverreach?

0 1 2

B Ssangladesh [ India [ Nepal [ Srilanka

Figure 6: Awareness of privacy rights and policies
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Gap in data Protection and Privacy

Experts highlighted a significant gap in awareness of digital rights and policymaking,
especially among women and rural populations. This is also evident in the survey,
particularly in understanding privacy rights and surveillance risks, awareness of data
breaches, and the use of privacy tools like VPNs. Survey data supports this, showing that
only 15.9% of women use VPNs compared to 33.9% of men, and 35.6% of women are aware
of government surveillance programs versus 45.6% of men. The gap reflects a broader
disparity in knowledge and access to resources.

Survey data indicates that encrypted messaging apps and adjusting privacy settings are
the most recognized and accessible methods for secured access and private
communication for women. An expert suggested, “I believe we should approach mobile
phones for the current generation the same way previous generations viewed
textbooks. Recognizing that the physical and digital worlds are interconnected, we
should develop curricula for all government schools and integrate digital literacy into
the educational system. This will help bridge the gap between physical and digital spaces
and promote a more informed society.”

Digital Security and Online Harassment

Recognizing Digital Threats

Survey respondents were asked about their experience with digital threats, scams, and
online harassment. Reports of hacking online accounts (58%) were most common across
the region, closely followed by financial fraud (54%), phishing scams (43%), identity theft
(40%), bullying and harassment (40%), and lastly blackmail and extortion (31%).
Bangladeshi respondents reported the least awareness of security-related incidents, with
40% of reporting that they experienced one of the above incidents. Nepalese respondents
reported the highest awareness at 51%.

Experts noted financial fraud through mobile payment apps and predatory loan
applications to be a significant issue. Users often unknowingly grant access to their
contacts, which can lead to threats of public shaming if loans are not repaid. Basic digital
literacy challenges continue to exist, such as losing passwords and experiencing account
lockouts, and these issues disproportionately affect women. Furthermore, incidents of
hacked accounts and WhatsApp cloning are becoming increasingly common, leaving
many women unsure about how to address these security breaches.

The survey reveals that while awareness of digital security risks is low, preparedness to
mitigate risks is strong. The most common practices are enabling two-factor
authentication (79%) and regularly updating software (72%). However, there is lower
adoption of antivirus software (57%), and fewer respondents were found to be cautious
with unknown email links (49%) (Figure). Bangladeshi respondents show the lowest
preparedness, with only 53% of respondents taking active safety precautions. The link
between online harassment and preparedness indicates that countries with lower
awareness, such as Bangladesh, face higher rates of online harassment, highlighting the
urgent need for enhanced digital security training and awareness programs.
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authentication [2FA)
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softwares
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firewall
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Figure 7. Digital security awareness
Awareness of rights and policies related to online harassment

Regionally, 34% of respondents reported that they or their friends and relatives have
experienced online harassment. Bangladeshi respondents reported the highest incidence
at 41% followed by India (35%), Nepal (28%) and Sri Lanka (27%). Across all countries, FGD
participants and KlI's reported high levels of incidents of online sexual harassment with
women facing disproportionate impacts of online harms.

Experts identify a lack of digital awareness as the primary issue, especially among women
in rural areas. When these women fall victim to online harassment and seek help from
the police, they often face inadequate support due to law enforcement’s limited
understanding of social media and digital tools. A respondent from Sri Lanka shared that
many individuals choose not to report these incidents to the police, out of fear of further
harassment. Similarly, women frequently refrain from seeking legal assistance, driven by
shame and the fear that authorities will not take them seriously. “Most people, including
women, do not seek legal help. There's a fundamental problem. That starts with the
shame that if it goes public, it will be shameful. Second, if | go to the police station and
say, my images are online and so-and-so posted it, the police will not take me seriously or
the police will start harassing me” shared an expert from Sri Lanka.

Respondents rated their awareness and perceptions of online harassment and violence on
a scale from 1 (least informed) to 5 (most informed). They were asked about their
awareness of rights and redress mechanisms, social media policies, government
regulations, and global frameworks. Respondents from Nepal and Sri Lanka reported the
highest awareness, especially in rights and legal remedies (2.8) and social media actions
(2.7). Indian respondents showed moderate awareness (2.5), while Bangladeshi
respondents reported the lowest, particularly regarding international frameworks (1.7)
and civil society initiatives (1.9) (Figure 11).
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How well informed are you about your
rights and legal remedies in case you
fall vietim of cybercrime or online
harassment or violence?

How well informed are you about how
social media companies tackle online
gender-based violence, harassment
and hate on their platforms?

How well infermed are you about
global agreements and efforts
promoting a safe and secure internet
for everyone, especially women?

How effective do you think the
government policies and initiatives are
at preventing online gender-based
violence and harassment?

How well informed are you about civil
society initiatives to support and
protect from anline gender-based
violence and harassment?

] 1 2 3

Figure 8: Awareness of cybercrime and harassment policies and rights

Gaps in Digital Threats and Harassment

The survey found that women feel less prepared to adopt digital security measures and
are less aware of their rights and policies. They are less likely than men to use key
practices like two-factor authentication (8.1% gap) and software updates (8.3% gap).
Women also show slightly lower awareness of legal rights and government policies on
online violence. Even when there are policies to protect women from online threats,
experts and participants find those inadequate. Citing the Cyber Security Act in
Bangladesh which was meant to protect women from cybercrime and harassment, a focus
group participant from Dhaka said, "As online harrassment is rampant, we need stronger
laws and better enforcement to protect women online."

This sentiment was echoed by other participants, noting that the lack of swift action
against perpetrators often discourages them, making online spaces unsafe for women and
young users.

Similarly, online platforms’ grievance redressal mechanisms are often inaccessible and
unresponsive. Rural consumers frequently struggle to file complaints due to language
barriers. Even when they do manage to register complaints, these mechanisms rarely
resolve the issues effectively. As one expert underscored, “imagine somebody has leaked
my nudes on the internet, | am reaching out to a helpline. And the first 10 questions I
have to answer, | have to get through a bot to be able to reach a human being. Like, how
is that victim-centric, right? You should be able to have counselors or human-like social
workers or trained individuals who are immediately responding to this victim, and they
are not. So, you don't, that | feel is a barrier. So in this case, technology becomes a barrier
to accessing help, right?”
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Representation and Influence in Policy Making

Low levels of engagement and representation of women and youth in tech
policymaking

Focus group participants discussed how women and youth are often excluded from digital
policy-making due to structural barriers such as patriarchy and centralized decision-
making processes. An expert from Nepal noted, "in policymaking, just the mention of
women minority groups has been very limited," while an expert from Sri Lanka added, "at
best, women are given lip service without actually being allowed in the participation or
discussion. As for the youth, representation of those demographics is a complete farce.”
Experts from Bangladesh and India also observed that governments often formulate
policies unilaterally, further marginalizing these communities.

Policymaking is often centralized in capital cities like Kathmandu, Delhi, or Dhaka, where
decisions are made by those with limited perspectives, excluding the voices of those most
affected. In Nepal, despite some involvement of CSOs and human rights groups, FGD
participants report that women and youth outside elite professional networks are often
overlooked. The process excludes stakeholders outside of large cities and those who don't
have specialized knowledge about technology and law. CSOs, crucial in advocating for the
digital rights of women and youth, frequently lack the resources and support necessary to
influence policy effectively.

How well do you think the voices of young
people and women are currently represented
in government policy-making processes?

How well informed are you about civil
society's capacity in your country to effectively

engage with the government and influence ]
policies to safeguard digital rights?
How well informed are you about the support
and resources available for helping youth and

women build their skills to engage with the
government on policy issues?

How well informed are you about the efforts

of groups that work to support the rights of ]
young people and women in shaping policies?
How well informed are you about the capacity

of youth and women organizations in your
country to work effectively with the private

sectortech (.UJTl-pdflit"h’ —

] 1 2 3
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Figure 9: Awareness of capacity and resources in policy engagement

Respondents were asked to rate their awareness of key issues related to digital policies and
engagement, such as youth and women'’s representation in policymaking, civil society's influence,
available resources, and collaboration with the private sector. The ratings, on a scale of 1 (least
informed) to 5 (most informed), revealed notable differences across countries.
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In Bangladesh, respondents rated higher awareness of youth and women'’s representation
in policymaking (2.8), indicating stronger perceived engagement. In Nepal, respondents
showed greater confidence in women and youth organizations' capacity to collaborate with
tech companies (3.0), highlighting strength in private-sector engagement. However, both
countries reported moderate civil society capacity to influence policies, reflecting gaps in
understanding advocacy efforts. Indian respondents demonstrated consistent awareness
across categories, averaging 2.5, indicating a moderate level of awareness; while Sri Lanka
reported the lowest overall ratings, particularly in youth and women'’s representation in
policymaking and civil society engagement.

These findings align with insights from Klls and FGDs, highlighting significant gaps in
digital rights awareness and policymaking, driven by low digital literacy, the digital divide,
and complex policies. Kl experts noted that while people value digital rights like privacy
and consent, they often struggle to navigate formal policy frameworks. FGD participantsin
India and Nepal highlighted CSOs' limited capacity and knowledge of digital policy, while a
Bangladeshi expert emphasized their difficulty in understanding technology-related laws.
These insights underscore the critical need for targeted capacity-building initiatives to
enhance CSOs' ability to engage effectively in digital rights advocacy and address emerging
policy challenges.

Women in Policy Making

An expert from India highlighted the stark underrepresentation of women and youth
in global technology policymaking, including forums like the Internet Governance
Forum (IGF). A similar gap persists in Indian technology policy discussions and
consultations. Young women, low-income and rural, are key stakeholders whose

experiences must inform digital policy. However, their voices are rarely heard in
policy discussions, which are typically dominated by affluent, urban, English-
speaking participants. Overall, digital literacy remains a significant barrier across
demographics in South Asia.

Capacity Building: Priorities of Men and Women

When asked about training priorities, participants’' preferences varied by gender: women
emphasized personal security and rights, while men showed more interest in broader
digital governance topics. For example, 66% of women expressed interest in online training
on women’s rights, and 62% of women prioritized online safety, reflecting strong security
concerns, though slightly fewer than 70% of men were interested in this topic.

Men were more focused on digital governance, with 50% interested in technology and
public policy training versus 44% of women. Men also showed more interest in digital
rights advocacy (48% vs. 39% for women) and tackling censorship and internet shutdowns
(40% vs. 35% for women), indicating distinct emphasis areas between men and women.
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WOMEN & YOUTH IN
TECH POLICY
ADVOCACY:

RECOMMENDATIONS

The research reveals that women and youth across South Asia face similar
challenges in accessing and benefiting from digital rights due to shared socio-
economic and cultural barriers. There is a clear need for a comprehensive
approach to digital rights advocacy, sp ecifically targeting these groups. This
includes ensuring uninterrup ted internet access, improving digital literacy, and
reducing the digital divide, particularly for women who face additional barriers
due to socio-cultural norms. The findings also highlight the necessity for stronger
protections against online harassment, increased awareness of digital rights and
tech policies, and the active involvement of women and youth in digital policy-
making processes. Strengthening the role of CSOs in advocating these rights is
also essential.

This section consolidates insights from experts, rights activists, women and
youth representatives, and civil society members across the region, offering
comprehensive recommendations to establish fundamental digital rights and
increase participation in digital policymaking. These recommendations highlight
that while access to digital services and devices is crucial, it must be paired with
raising awareness ab out digital rights, creating particip atory safety frameworks,
and ensuring broad-based engagement in policy processes. Recognizing that
solutions must be tailored to local priorities when enhancing digital literacy,
improving online safety, or fostering decision-making. They span traditional
areas like rights awareness, capacity b uilding, and civil society engagement, as
well as emerging challenges such as service provision and protection, p latform
accountability, and strengthened collab oration at national and regional levels.
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Bridging the Digital Divide: Digital Literacy
and Awareness

Addressing the digital divide is crucial for enabling full participation in the digital
economy and society. To close the digital divide, women and youth must have equal
access to technology, awareness of their rights, and tools and resources to safely and
effectively engage online. This can be achieved by prioritizing digital literacy and digital
competencies, addressing harms of online harassment, and building awareness of digital
rights. Availability of secure internet connections along with the ability to access it
privately is a prerequisite for these.

Enhanced Digital Literacy: Previous studies have established that digital literacy
interventions can be beneficial in building capacities in the digital world. Common basic
digital literacy skills needed by a general audience include knowing how to operate
devices, as well as communicating, finding or sharing information, creating basic
content, using everyday software (for word processing or spreadsheets), practicing
safety and privacy habits, or solving simple problems.

Donors and CSOs can work together to develop and implement targeted digital security
education programs tailored specifically for women, and youth. These programs should
cover practical skills such as safeguarding personal information, recognizing phishing
attempts, and navigating online spaces safely. Educational materials on digital rights
and online safety ensure that women and girls can safely and confidently navigate the
digital world. For example, Internews Safe Sisters program equips women community
leaders with digital and physical security skills, adapting to each community's needs,
and training Safe Sisters to deliver security trainings to women in their communities to
raise awareness and build skills.

Integrating Digital Literacy in Education: Incorporating digital literacy into school
curricula is essential for preparing young people to navigate the digital world safely and
responsibly. This integration recognizes the interconnectedness of physical and digital
identities, equipping students with the skills needed to engage in the digital workforce.

Addressing Online Harassment: CSOs can engage their communities to conduct
advocacy campaigns to update and enhance legal frameworks to provide robust
protection and support for victims of online harassment. This includes developing clear
and accessible reporting mechanisms, ensuring swift legal responses, and holding
perpetrators accountable. For instance, India's Information Technology Act has been
amended to address online harassment, but further improvements are needed to cover
emerging threats and ensure effective enforcement.
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Given the absence of effective policies, donors and CSOs should establish and strengthen
victim support centres and helpdesks that offer accessible, trustworthy, and empathetic
assistance. These centers should handle cases with sensitivity, providing clear protocols
such as anonymous reporting options and ongoing support. For example, the
cybercrime.gov.in portal in India has features that allow reports to be made
anonymously. Since its introduction, there has been significant progress in victims
coming forward to report incidents of harassment.

Build Awareness Campaigns: Any training or advocacy campaign conducted by CSOs
should be paired with community awareness building to help educate the public about
their digital rights and resources. From basic digital skills, and identifying online
harassment, to understanding digital privacy rights, digital surveillance risks and digital
security. Building awareness is key to creating an informed public that will engage in
and advocate for policy changes. However, to be effective, awareness campaigns must
be designed locally and linguistically relevant to address individual community needs.

Build Capacity of CSOs to Effectively
Engage in Digital Rights

CSOs often lack resources, capacity, and specific skills, which hinders their efforts to
effectively engage in broad and technical conversations like digital rights. Donors can
help build their capacity while collaboration can help them overcome some of these
challenges by fostering cooperation, innovation, pooling resources, and building on their
skills and capacity.

Enhanced Capacity Building: Strengthening the capacity of policymakers, CSOs,
women, and youth is essential to address their specific needs and equip them with the
skills to actively participate in policy discussions and advocate for their digital rights.
Donors can work with CSOs to help them develop core skills in policy analysis, and
legislative reviews. As an expert shared, “I think having the capacity for policy
analysis is a core thing. Skilling is a great thing. And how to undertake a piece of
legislation and do an audit is important.” Capacity building must occur at multiple
levels, from public advocacy to engagement with platforms and governments.
Collaborations between CSOs, universities, and technical experts are key to crafting
informed, effective strategies that address the unique challenges women and youth face
in the digital space.

Foster Coordinated Advocacy Efforts: Coordination among stakeholders, including
governments, CSOs, and international bodies, is crucial for effective advocacy. For
example, the #KeepltOn coalition brought together CSOs and global allies from
governments, international institutions, media, private sector, and beyond, to combat
internet shutdowns. In India, CSOs are relatively well-equipped to challenge internet
shutdowns, but in Bangladesh, Nepal and Sri Lanka, there is a pressing need to build
CSO capacity for effective advocacy. This includes providing training on digital rights
and equipping organizations with the necessary tools to document and challenge
shutdowns.
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Strengthen Youth Advocacy: Youth-led CSOs play a crucial role in advocating for
digital rights. Youth engagement initiatives, such as the MediaWise Teen Fact-Checking
Network and Teen Check, engage middle and high schoolers to debunk viral content
and promote media literacy through critical thinking and social media.

Training youth representatives on digital laws will enable them to advocate for their
communities, ensuring they are informed and protected online. Expanding these efforts
will enable young people to play a more active role in digital rights advocacy. In Sri
Lanka, Hashtag Generation, led and run by a group of young tech-savvy, socially
conscious Sri Lankans, has been working on advocating for the meaningful civic and
political participation of youth primarily through social media, often using humor and
memes, to gain broader reach.

Promote Informed Digital Policies and
Processes

To enhance digital rights and safeguard privacy and free expression in South Asia, it is
crucial for governments to develop and implement robust legal and policy frameworks
that address internet access, security, privacy, and digital rights of women, and youth.

Inclusive and Accessible Policy Consultations: Policy consultations must actively
involve women and marginalized groups, ensuring their voices are heard. Governments
should mandate public consultations that involve all relevant stakeholders, including
community organizations. CSOs involved in policy discussions should prioritize female
representation. Establishing clear action points from these consultations, accompanied
by regular feedback mechanisms to track progress against set objectives, is essential.
Making consultation materials accessible, comprehensible, and available in local
languages ensures meaningful participation across all demographics. In Sri Lanka, an
expert highlighted the need for policymakers to recognize that their decisions hinge on
conversations, emphasizing the importance of genuine engagement with women and
youth.

Develop Strong Legal Frameworks to Safeguard Internet Access: Policymakers must
prioritize building comprehensive legal frameworks to protect against arbitrary
internet shutdowns. While national security concerns are often cited as justifications
for such shutdowns, these measures often have adverse effects. For instance, in India,
despite the presence of legal mechanisms to challenge internet shutdowns, there is still
a need for more comprehensive legal protections.

Implement Legal Reforms for Free Expression: Legal reforms are crucial to safeguard
individuals from repressive laws that criminalize dissent. For example, Bangladesh's

Digital Security Act and Sri Lanka’s Online Safety Bill, which have been criticized for
stifling free speech, should be repealed or amended. In Sri Lanka, when the government
tabled the Telecommunications Bill in parliament, advocacy efforts from CSOs led to

several recommended amendments. Advocacy should focus on ensuring that laws are
clearly defined, transparent, and aligned with international human rights standards, to
prevent misuse and protect free expression online. 50
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Strengthening and Simplifying Privacy Laws: Privacy laws must be reinforced and
simplified to ensure robust protection of personal data and privacy online. This includes
developing more straightforward legal options beyond traditional laws like the IT Act or
the Indian Penal Code. For example, innovative tools such as anonymous content
removal platforms like the "Take It Down" application should be promoted as practical
alternatives to cumbersome legal actions. Additionally, imposing financial penalties for
online violations could also serve as a deterrent, with proceeds directed toward
supporting digital security initiatives.

Addressing Digital Security Risks and Privacy Breaches: Governments should
implement and enforce regulations to mitigate privacy breaches and unauthorized data
use. Frameworks similar to the European GDPR should be adopted to provide
comprehensive protection of personal data. This would enhance user confidence in
online platforms and strengthen privacy protections.

Enhancing Transparency in Data Practices: It is essential for Governments and digital
platforms to be more transparent in their data collection, usage, and sharing practices.
Clear, accessible information in simple, user-friendly language, especially in local
languages, is essential for users to make informed decisions about their privacy.
Examples such as The Guardian’s video-based privacy policy and Slack’s easily digestible
privacy terms offer models for how to communicate complex data practices in ways that
enable users to make informed decisions about their digital privacy.

Enhancing Platform Safety and
Accessibility

To safeguard free expression, it is essential to create secure online spaces where women
and youth can express themselves freely, without fear of retaliation. Governments and
platforms should ensure that content regulation is transparent, with clear guidelines
that allow users to appeal content removals, thereby upholding their rights to free
expression.

Creating Safe Online Spaces: Platforms must develop secure and supportive online
spaces where women and youth can express themselves freely without fear of
retaliation. This involves creating private online communities and safe spaces that
protect users' identities and provide support networks. For instance, platforms could
develop features similar to those in Facebook’s "Safety Check," which allow users to
signal and receive support in times of crisis or harassment. A deeper introspection of
these efforts is needed as they have proved to be inadequate in the past.

Transparency in Content Regulation: Governments and platforms should prioritize
transparency in content regulation, clear guidelines can help prevent arbitrary content
removal or censorship. Platforms should provide users with the ability to appeal content
removals and have clear procedures for addressing these appeals. This ensures that
content regulation practices do not undermine users' rights to free expression.
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Accessible Safety Features: Safety features on platforms should be integrated into their
design and easily accessible to all users, including those with disabilities. For instance,
platforms can improve upon features like Twitter’s reporting tools, which have been
enhanced for better user experience with the addition of accessibility features for
people with disabilities. Safety resources should be prominently displayed on
homepages, allowing users to report harassment or abuse easily and receive prompt
support.

Effective Platform Reporting: Social media platforms must be held accountable for their
lack of responses to online harassment and implement more effective redress
mechanisms for reporting abuse and take decisive action against perpetrators. Platforms
need a unified and user-friendly system for reporting online harassment, especially
online violence. Developing applications that connect users directly to authorities can
expedite the resolution of issues. For example, Instagram's recent integration of a
reporting tool for abusive comments could be expanded to include a centralized system
for evidence submission and streamlined reporting across platforms.

Localized and Culturally Sensitive Information: Many technology policies are based on
Western frameworks, often overlooking linguistic and cultural relevance. To address
this, social media platforms should offer language customization and culturally
sensitive community guidelines, addressing issues like non-consensual sharing of
explicit images to reflect local market needs. Privacy laws and protection measures must
also consider cultural contexts, particularly where women face higher risks of digital
harassment and data misuse. Culturally sensitive approaches will help safeguard
privacy rights, ensuring that individuals have the tools and support to protect personal
information, thus mitigating risks of exploitation, data breaches, and harassment.
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